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Multilinear Maps from Obfuscation

Pooya Farshim
(Joint work with M. Albrecht, D. Hofheinz, E. Larraia and K.G. Paterson)

Queen’s University Belfast/EcoIe Normale Supérieure
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iO Construction

Barrington, FHE, ...
Multilinear Maps > i10)
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This Raises the Question...

Multilinear Maps | < iO
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This Raises the Question...

Multilinear Maps | < iO

But
P =NP — i0 Exists .

(Why?)
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This Raises the Question...

Multilinear Maps | < iO

But
P =NP — i0 Exists .

(Why?) Hence we show

iO + Assumptions =—> MLM .

Pooya Farshim MLM and iO



Motivation

@ Theoretical /conceptual:

To what extent are MLMs necessary for iO?
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Motivation

@ Theoretical /conceptual:

To what extent are MLMs necessary for iO?
@ Applications of MLMs

» Multiparty key exchange
» Broadcast Encryption
» Key-homomorphic PRFs

> .

Pooya Farshim MLM and iO



Motivation

@ Theoretical /conceptual:

To what extent are MLMs necessary for iO?
@ Applications of MLMs

» Multiparty key exchange
» Broadcast Encryption
» Key-homomorphic PRFs

> .

@ Most notably: The current state of MLMs:
MLM candidates ([GGH13] and [CLT13]) broken, but not iO!

Pooya Farshim MLM and iO



Multilinear Groups

k-linear maps:

e: G x---xG, — Gt

e(gl’,....8r) = g7 ™
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Multilinear Groups

k-linear maps:

e: G x---xG, — Gt

e(gl’,....8r) = g7 ™

Symmetric setting:

This talk:

e:Gx--xG—GTt

e(g”,....8") = g™
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NIKE: Non-Interactive Key Exchange

e(g, 9" 9% 9")"

g
Dan(ial) g¢ K =e(g,9,9,9)"¢ g Bob(ak)
e(g",¢", 9% )" e(g*,9,9% 9"
-

e(g* g".9.9%)°
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This Talk

Group i0, FHE, NIZK > Multilinear Group
(S)DDH Hard MDDH Hard
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Some Intractable Problems

The DDH Problem:

(g.87,82.8"%) ~ (g.6",8°.&)
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Some Intractable Problems

The DDH Problem:

(g.87,82.8"%) ~ (g.6",8°.&)
The g-SDDH Problem:

Cc

&g, V=@ . . )
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Some Intractable Problems

The DDH Problem:

(g.87,82.8"%) ~ (g.6",8°.&)
The g-SDDH Problem:

Cc

(g’ga""7gjq7gaq+l)%(g7ga""’gaq7gf)
The (symmetric) k-MDDH Problem:

C
(g.8",....& &, g7 ")~ (g.8",....&™, 8", gT)
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Tool 1: FHE

A fully homomorphic public-key encryption scheme
(Gen, Enc, Eval, Dec)
which is perfectly correct wrt. addition in Zp,.
Enc(pk,x1) “4" Enc(pk,x2) = Enc(pk,x1 +x2 (mod p)) .

Perfect Correctness: Needed later to argue for functional equivalence.
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Tool 2: Probabilistic iO (piO)

Similar to i0O: .
piO(Co) =~ piO(Co)

but for randomized Cy and C.

Pooya Farshim MLM and iO



Tool 2: Probabilistic iO (piO)

Similar to i0O: .
piO(Co) =~ piO(Co)

but for randomized Cy and C;. For which classes of circuits?
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Tool 2: Probabilistic iO (piO)

Similar to i0O: .
piO(Co) =~ piO(Co)

but for randomized Cy and C;. For which classes of circuits?

X-IND Samplers: There is a set X such that

x ¢ X: Functional equivalence:

Vr o Go(x;r) = Ci(x;r)
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Tool 2: Probabilistic iO (piO)

Similar to i0O: .
piO(Co) =~ piO(Co)

but for randomized Cy and C;. For which classes of circuits?

X-IND Samplers: There is a set X such that

x ¢ X: Functional equivalence:
Vr o Go(x;r) = Ci(x;r)
x € X: Computational indistinguishability:
Co(x) ~e(n) CL(x) and  [X(A)]|-&()) € Negl

Construction: Sub-exp. secure iO + sub-exp. secure puncturable PRF
[CLTV14].
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Tool 3: Dual-Mode NIZK

NIZK with two CRS modes: “binding” BCRS and “hiding” HCRS
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Tool 3: Dual-Mode NIZK

NIZK with two CRS modes: “binding” BCRS and “hiding” HCRS
1 CRS Indistinguishability: ~ BCRS ~ HCRS
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Tool 3: Dual-Mode NIZK

NIZK with two CRS modes: “binding” BCRS and “hiding” HCRS

1 CRS Indistinguishability: ~ BCRS ~ HCRS
2 Perfect Completeness: BCRS and HCRS
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Tool 3: Dual-Mode NIZK

NIZK with two CRS modes: “binding” BCRS and “hiding” HCRS

1 CRS Indistinguishability: ~ BCRS ~ HCRS
2 Perfect Completeness: BCRS and HCRS
3 Perfect Soundness: BCRS
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Tool 3: Dual-Mode NIZK

NIZK with two CRS modes: “binding” BCRS and “hiding” HCRS
1 CRS Indistinguishability: ~ BCRS ~ HCRS

2 Perfect Completeness: BCRS and HCRS
3 Perfect Soundness: BCRS
4 Perfect WI and ZK: HCRS
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Tool 3: Dual-Mode NIZK

NIZK with two CRS modes: “binding” BCRS and “hiding” HCRS
1 CRS Indistinguishability: ~ BCRS ~ HCRS

2 Perfect Completeness: BCRS and HCRS

3 Perfect Soundness: BCRS

4 Perfect WI and ZK: HCRS

5 Perfect Extraction: WEXt(tdext, X, ) returns w, under BCRS

Construction: Groth—-Sahai Proofs.

Pooya Farshim MLM and iO



The Construction — Intuition

Encode an exponent x as

[x] := (g, Enci(x), Enca(x), ) ,

analogously to the doubly-encrypt-and-prove Naor-Yung paradigm.
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The Construction — Intuition

Encode an exponent x as

[x] := (g, Enci(x), Enca(x), ) ,

analogously to the doubly-encrypt-and-prove Naor-Yung paradigm.

Group operation:

Add([Xl], [XQ]) = (gXl+X2, Encl(xl -+ Xg), EnCQ(Xl -+ Xg), 7T+) .
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The Construction — Intuition

Encode an exponent x as
[x] := (g, Enci(x), Enca(x), ) ,
analogously to the doubly-encrypt-and-prove Naor-Yung paradigm.
Group operation:
Add([x1], [x]) :== (&2, Enci(x1 + x2), Enca(x1 + x2), 74) -
Multilinear map: Decrypt [x;] to get x; and return

e([xi], ..., [x]) :i= g% .

Pooya Farshim MLM and iO



Setup

Group parameters:

g,
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Setup

Group parameters:

o, TD,y ¢ TD,
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Setup

Group parameters:

g, TD) y ¢ TD7 pk17 pk2a
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Setup

Group parameters:

UaTDay ¢ TD7 pk17 pk2’ [W]7
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Setup

Group parameters:

g, TD) y ¢ TD7 pkl7 pk2a [W]J E.Adda ?Map
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Setup

Group parameters:

g, TD7 y ¢ TD7 pkl7 pk2a [W]a Z.Adda ?Map

e TD, a language with hard membership:
y¢TD ~ yeTD.

Eg.,
{(éagg)irezp}g(@x@
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Setup

Group parameters:

g, TD7 y ¢ TD7 pkl7 kaa [W]a Z.Adda ?Map

e TD, a language with hard membership:
y¢TD ~ yeTD.

Eg.,
{(g{agg):rezp}g@?x@

@ A representation matrix

W)= [[wi] [wa] ... [wi]]' =
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Setup

Group parameters:

g, TD7 y ¢ TD7 pkl7 pk27 [W]a Z.Adda ?Map

e TD, a language with hard membership:
y¢TD ~ yeTD.

Eg.,
{(g{agg):rezp}gGXG

@ A representation matrix
g
W)= [[wi] [wa] ... [wi]]'= g

So w; = (1, w) for the symmetric setting here.

Pooya Farshim MLM and iO



Group Elements

Encode z as:
(gz, Enc(pki,x1), Enc(pke, x2), 7r)

where x1,x9 € Z% are such that:

z=(x1,w1) = (X2, W3)
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Group Elements

Encode z as:
(gz, Enc(pki,x1), Enc(pke, x2), 7r)

where x1,x9 € Z% are such that:
zZ= (X1,W1> = (X2,W2>

Example: canonical representation x; = x2 = (z,0).
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Group Elements

Encode z as:
(gz, Enc(pki,x1), Enc(pke, x2), 7r)
where x1,x9 € Z% are such that:
z= (x1,W1) = (X2, W2)

Example: canonical representation x; = x2 = (z,0).

Proof = for
Encoding isvalid OR ye TD

using witness (x1,Xa, 1, rz) for the first clause.

Pooya Farshim MLM and iO



Algorithm Add([sky, sko, tdex](h1, h2)




Algorithm Add|[ski, ko, tdex] (A1, o)

o Parse: ([21],01,1,C1’2,7T1) < h1 and ([ZQ],CQJ,CQ,Q,TFQ) < h2 .
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Algorithm Add|[ski, ko, tdex] (A1, o)

o Parse: ([21],01,1,C1’2,7T1) <— h1 and ([22],0271,02’2,71'2) < h2 .
@ If w1 or mo invalid abort. Else compute:

g gt g% C1 ¢<—cC1,1 +C21; Cy <4 Ci12+C22 .
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Algorithm Add|ski, sky, tdex] (b1, ho)
o Parse: ([21],01,1,C1’2,7T1) < h1 and ([22],0271, 02’2,71'2) < h2 .
@ If w1 or mo invalid abort. Else compute:
g gt g% C1 < cC1,1 +C21; Cy ¢ Ci2+C22 .
e Check hy and ho for consistency using (ski, ska):

£ =[a] =g and g = [m] = gre)
& =[] = g™ and g2 = [n] = gee™)
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Algorithm Add|ski, sky, tdex] (b1, ho)
o Parse: ([21],01,1,C1’2,7T1) < h1 and ([ZQ],CQJ, 02’2,71'2) < h2 .
@ If w1 or mo invalid abort. Else compute:
g gt g% C1 < cC1,1 +C21; Cy ¢ Ci2+C22 .
e Check hy and ho for consistency using (ski, ska):

g = [z] = ™) and g7 = [z1] = ghre™)
g7 =[] = g™ and g% = [z] = g2

e If OK: proof m using (ski, ske) that (g%, c1,c2) is valid.
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Algorithm Add|[ski, ko, tdex] (A1, o)

o Parse: ([21],01’1,C1’2,7T1) <— h1 and ([ZQ],CQJ,CQ,Q,TFQ) < h2 .
@ If w1 or mo invalid abort. Else compute:

g gt g% C1 ¢<—cC1,1 +C21; Cy <4 Ci12+C22 .

Check h; and hy for consistency using (ski, ska):
& = [z] = @) and g7 = [z] = ghra
g =la] =g and g =[] = ghea

If OK: proof 7 using (ski, ska) that (g%, c1,c2) is valid.

@ Else: use tdey: to extract vu/,-y from 7; for y € TD. Generate 7.
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Algorithm Add|[ski, ko, tdex] (A1, o)

o Parse: ([21],01’1,C1’2,7T1) <— h1 and ([ZQ],CQJ,CQ,Q,WQ) < h2 .
@ If w1 or mo invalid abort. Else compute:

g gt g% C1 <= C11 +C21; Cy <4 Ci12+C22 .

Check h; and hy for consistency using (ski, ska):
& = [z] = @) and g7 = [z] = ghra
g =la] =g and g =[] = ghea

If OK: proof 7 using (ski, ska) that (g%, c1,c2) is valid.

Else: use tdey: to extract vu/,-ﬁy from 7; for y € TD. Generate 7.

e Else (both extractions fail), abort.
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Algorithm Add|[ski, ko, tdex] (A1, o)

o Parse: ([21],01’1,C1’2,7T1) <— h1 and ([ZQ],CQJ,CQ,Q,'R—Q) < h2 .
@ If w1 or mo invalid abort. Else compute:

g gt g% C1 <= C11 +C21; Cy <4 Ci12+C22 .

Check h; and hy for consistency using (ski, ska):
& = [z] = @) and g7 = [z] = ghra
g =la] =g and g =[] = ghea

If OK: proof 7 using (ski, ska) that (g%, c1,c2) is valid.

@ Else: use tdey: to extract vu/,-y from 7; for y € TD. Generate 7.

e Else (both extractions fail), abort.

A piO of Add|ski, sk, tdex:| will be made public.

Pooya Farshim MLM and iO



Algorithm e[sk{|(hy, ..., hy)

@ Fori=1...K:

e Parse ([z],ci1,ci2,m) < hj

o  Check 7 for validity

e Compute x; < Dec(ski,cj1)

® z (x1,w1) - (X, Wx) (mod p)
@ Return g#
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Algorithm e[sk{|(hy, ..., hy)

@ Fori=1...k:
e Parse ([z],ci1,ci2,m) < hj
o  Check 7 for validity
e Compute x; < Dec(ski,cj1)
® z (x1,w1) - (X, Wx) (mod p)
@ Return g#
Note:

e Map e is multilinear.
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Algorithm e[sk{|(hy, ..., hy)

@ Fori=1...K:
e Parse ([z],ci1,ci2,m) < hj
o  Check 7 for validity
e Compute x; < Dec(ski,cj1)
® z (x1,w1) - (X, Wx) (mod p)
@ Return g#
Note:

e Map e is multilinear.

e A piO of e[sk;] will be made public.
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A Proof Gadget: Forgetting (ski, sko, tdex) for w,

Goal (1):
Add sk, ska, tdex] (-, -) — Add[w,](-,-)
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A Proof Gadget: Forgetting (ski, sko, tdex) for w,

Goal (1):
Add[SkL 5k27 tdext]('7 ) — Add[W}’](" )

(1) If OK: proof 7 using (ski, ske) that (g% c1,co) is valid.
(2) Else: use tdex to extract wj, from m; for y € TD. Generate 7.
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A Proof Gadget: Forgetting (ski, sko, tdex) for w,

Goal (1):
Add[SkL 5k2, tdext]('7 ) — Add[W}’](" )

(1) If OK: proof 7 using (ski, ske) that (g% c1,co) is valid.
(2) Else: use tdex to extract wj, from m; for y € TD. Generate 7.
Proof:

Cada -
G o y knows witness Remark
0 \ binding \ Z TD \ sk1, sko , tdext \ sky, sko or m/y \
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A Proof Gadget: Forgetting (ski, sko, tdex) for w,

Goal (1):
Add[SkL 5k2, tdext]('7 ) — Add[W}’](" )

(1) If OK: proof 7 using (ski, ske) that (g% c1,co) is valid.
(2) Else: use tdex to extract wj, from m; for y € TD. Generate 7.
Proof:

Cada -
G o y knows witness Remark
0 binding Z TD sk, sko , tdext sk1 , sko or m/y
1 binding € TD sk1, sko, tdext sky , sk or m/y TD indist.
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A Proof Gadget: Forgetting (ski, sko, tdex) for w,

Goal (1):
Add[SkL 5k2, tdext]('7 ) — Add[W}’](" )

(1) If OK: proof 7 using (ski, ske) that (g% c1,co) is valid.

(2) Else: use tdex to extract wj, from m; for y € TD. Generate 7.
Proof:

Cada -
G o y knows witness Remark
0 binding Z TD sk1, sko , tdext sky, sko or m/y
1 binding € TD sk1, sko, tdext sky , sk or m/y TD indist.
2 binding € TD sk, ska, wy skq, ska or wy (2) piO (unique wy + prefect soundness)
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A Proof Gadget: Forgetting (ski, sko, tdex) for w,

Goal (1):
Add[SkL 5k2, tdext]('7 ) — Add[W}’](" )

(1) If OK: proof 7 using (ski, ske) that (g% c1,co) is valid.
(2) Else: use tdex to extract wj, from m; for y € TD. Generate 7.
Proof:

Cada -
o

G y knows witness Remark

0 binding Z TD sk, sko , tdext sk1 , sko or m/y

1 binding € TD sk1, sko, tdext sky , sk or m/y TD indist.

2 binding € TD sk, ska, wy skq, ska or wy (2) piO (unique wy + prefect soundness)

3 €TD sky,ska,wy | ski,sky orw, (2) | CRS indist.
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A Proof Gadget: Forgetting (ski, sko, tdex) for w,

Goal (1):
Add[SkL 5k2, tdext]('7 ) — Add[W}’](" )

(1) If OK: proof 7 using (ski, ske) that (g% c1,co) is valid.
(2) Else: use tdex to extract wj, from m; for y € TD. Generate 7.
Proof:

Cada -
G o y knows witness Remark
0 binding Z TD sk1, sko , tdext sky, sko or m/y
1 binding € TD sk1, sko, tdext sky , sk or m/y TD indist.
2 binding € TD sk, ska, wy skq, ska or wy (2) piO (unique wy + prefect soundness)
3 €TD sky,ska,wy | ski,sky orw, (2) | CRS indist.
4 hiding € TD wy (1) + (2) piO + perfect WI

O
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yo)) — (EnC(Pkl, x1), Enc(pka, yl))
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Switching Encodings
Goal (2):
(Enc(pkl,xo),Enc(pkg,yo)) — (Enc(pkl,xl),Enc(pkg,yl))

Proof:

C1
contains

c2
contains

CMap

knows Remark

Cadd -
knows witness

Glaly
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yo)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 | bind [ €TD [ ski,ska,tdext | ski,ska | ski | X0 | Yo
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yo)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yo)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
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Switching Encodings

Goal (2):

(Enc(pk1,%0), Enc(pka,y0)) — (Enc(pki,x1), Enc(pks, y1))
Proof:

Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy

wy sky X0
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Switching Encodings

Goal (2):

(Enc(pk1,%0), Enc(pka,y0)) — (Enc(pki,x1), Enc(pks, y1))
Proof:

Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy wy skq X0 IND-CPA wrt. pks
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yo)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy wy skq X0 IND-CPA wrt. pks
3 | [bind | 2 TD | | ski, ska, tdext | | sky, sko | sk1 X0 vi
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yo)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy wy skq X0 IND-CPA wrt. pks
3 bind | & TD | | sk, ska, tdext | | skq , ska | sky X0 Y1 proof gadget
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Switching Encodings
Goal (2):

(Enc(pki,%o), Enc(pke,y0)) —

(Enc(pki,x1), Enc(pke,y1))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy wy skq X0 IND-CPA wrt. pks
3 bind | & TD | | sk, ska, tdext | | skq , ska | sky X0 Y1 proof gadget
4 bind ¢ TD sk, sko, tdext skq , sko sko X0 yi
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yo)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy wy skq X0 IND-CPA wrt. pks
3 bind | & TD | | sk, ska, tdext | | skq , ska | sky X0 Y1 proof gadget
4 bind ¢ TD skq, sko, tdext ski, sko sko X0 vi iO (soundness)

Pooya Farshim MLM and iO



Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yo)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy wy skq X0 IND-CPA wrt. pks
3 bind | & TD | | sk1, sko, tdext | | sky , ska | sky X0 vi proof gadget
4 bind ¢ TD skq, sko, tdext ski, sko sko X0 vi iO (soundness)
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yo)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy wy skq X0 IND-CPA wrt. pks
3 bind | & TD | | sk1, sko, tdext | | sky , ska | sky X0 vi proof gadget
4 bind ¢ TD skq, sko, tdext ski, sko sko X0 vi iO (soundness)
5 sko X0 Y1 proof gadget
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yo)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
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3 bind | & TD | | sk1, sko, tdext | | sky , ska | sky X0 vi proof gadget
4 bind ¢ TD skq, sko, tdext ski, sko sko X0 vi iO (soundness)
5 sko X0 Y1 proof gadget
6 hide € TD wy wy sko yi
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Proof:
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7 | [ bind | 2 TD | | sk, sko, tdext | sky, sko | sk x1 v1

Pooya Farshim MLM and iO



Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yg)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy wy skq X0 IND-CPA wrt. pks
3 bind ‘ & TD ‘ ‘ sk1, sko, tdext ‘ ‘ sky , ska ‘ sky X0 vi proof gadget
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6 hide € TD wy wy sko y1 IND-CPA wrt. pky
7 bind ‘ ¢ TD ‘ ‘ sk, sko, tdext ‘ skq , sko ‘ sko X1 vi proof gadget
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yg)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy wy skq X0 IND-CPA wrt. pks
3 bind ‘ & TD ‘ ‘ sk1, sko, tdext ‘ ‘ sky , ska ‘ sky X0 vi proof gadget
4 bind ¢ TD skq, sko, tdext ski, sko sko X0 vi iO (soundness)
5 sko X0 Y1 proof gadget
6 hide € TD wy wy sko y1 IND-CPA wrt. pky
7 bind ‘ ¢ TD ‘ ‘ sk, sko, tdext ‘ skq , sko ‘ sko X1 vi proof gadget
8 bind & TD sk1, sko, tdext sky , ska sky x1 vi
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Switching Encodings
Goal (2):

(Enc(pkl, xp), Enc(pka, yg)) — (EnC(Pkl, x1), Enc(pka, yl))

Proof:
Cada - CMap c1 co
G o y knows witness knows contains contains Remark
0 bind & TD sky , ska, tdext sky , sko sky X0 Yo
1 sky x0 Yo proof gadget
2 hide € TD wy wy skq X0 IND-CPA wrt. pks
3 bind ‘ & TD ‘ ‘ sk1, sko, tdext ‘ ‘ sky , ska ‘ sky X0 vi proof gadget
4 bind ¢ TD skq, sko, tdext ski, sko sko X0 vi iO (soundness)
5 sko X0 Y1 proof gadget
6 hide € TD wy wy sko y1 IND-CPA wrt. pky
7 bind ‘ ¢ TD ‘ ‘ sk, sko, tdext ‘ skq , sko ‘ sko X1 vi proof gadget
8 bind ¢ TD sk, sko, tdext sk, ska skq x1 yi iO (soundness)

0
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Computing e with Implicit [W]

Recall
e([z]_], ceey I:ZH]) = g<x17w1)"'<xl»i7wn>
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Computing e with Implicit [W]

Recall
e([z]_], ceey I:ZH]) = g<x17w1)"'<xl»cywn>

This can be computed using (x1,...,X,) and implicit values

588", ...8" .
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Computing e with Implicit [W]

Recall
e([z]_], ey [Zn]) = g<x17w1)"'<xﬁvwn>
This can be computed using (x1,..., %) and implicit values
g.g.g”,. . ..g" .

How?
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Computing e with Implicit [W]

Recall
e([z]_], ceey [Zn]) = g<x17W1)"'<X,.¢7WK>

This can be computed using (x1,...,X,) and implicit values

588", ...8" .

How? Recall w; = (1, w)

K K

[[xiw =[]0 +xi1-w) =D aw
=1

Jj=1 j=1
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Computing e with Implicit [W]

Recall
e([z]_], ey [ZN]) = g<x17w1>"'<xﬁvwn>
This can be computed using (x1,..., %) and implicit values
g.g.g”,. . ..g" .

How? Recall w; = (1, w)

K K

[[xiw =[]0 +xi1-w) =D aw
=1

Jj=1 j=1

All we need are the coefficients a;. These we can compute iteratively.

Pooya Farshim MLM and iO



Main Proof: Hardness of Symmetric x~-MDDH

Final Goal:
gt égr
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Main Proof: Hardness of Symmetric x~-MDDH
Final Goal: .

gt = g
Proof:

MDDH CMap
exponent

Remark

[a1] ‘ [a2] ‘ ‘ [as] ‘ [ar 1]
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gLt < g
Proof:

MDDH Cutap
[a1] [a2] - [ar] [akt1] exponent Remark
(a1,0) (a2,0) s (ar, 0) (ak+1,0) a1 At w MDDH (b = 1)
(a1 — w, 0) (a2,0) e (2r,0) (ax4+1,0) ap -t ag41 w Encoding switch

(a1 — w,0) (ag — w,0) || -+ (ar,0) (ak4+1,0) a1 -t caggl w Encoding switch

(ap — w, 0) (ag — w, 0) (ak+1,0) ap-ccapgl w Encoding switch

(a1,0) (a2, 0) (ak4+1,0) a1 Hlf‘zl(aﬁ»w) w Renaming
(a1,0) (2,00 || (@0 (341.0) a1 Dy agw wl=g" || o

(a1,0) (a2,0) |- (ax,0) (ar+1,0) ani1(F]+ 55" aw) || 8" = ¢ || (s — 1)-SDDH
(a1,0) (a2, 0) e (ar, 0) ai1(r+ 255"  aw) | ¢ = ¢ | Encoding switch
(a1,0) (az,0) e (ar, 0) (ar+1,0) p i g = & | Renaming
(a1,0) (a2,0) |- (ax,0) (ar41,0) g”" — & | (=—1)SDDH
(a1,0) (a2,0) e (2, 0) (3k+1,0) s " = & | Renaming
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Extensions and Open Problems

See paper (ePrint 2015/780) for:
e Asymmetric maps down to (plain) DDH.

@ Generalization showing hardness of the RANK problem.
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Extensions and Open Problems

See paper (ePrint 2015/780) for:

e Asymmetric maps down to (plain) DDH.

@ Generalization showing hardness of the RANK problem.
Avenues to explore:

o Can we get graded maps? For all i+ j < k:
e:G;ij—>G,~+j

i A a;aj

e(g’.8') = &

e What are the minimal assumptions needed for (i0 = MLM)?
One-way functions?

@ What's the “maximal multilinear hardness” that we prove?
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Extensions and Open Problems

See paper (ePrint 2015/780) for:

e Asymmetric maps down to (plain) DDH.

@ Generalization showing hardness of the RANK problem.
Avenues to explore:

o Can we get graded maps? For all i+ j < k:

e:G,-ij—>G,-+j
e(g?ivgij) = g?-;-af

e What are the minimal assumptions needed for (i0 = MLM)?
One-way functions?
@ What's the “maximal multilinear hardness” that we prove?

Thank you.
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