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Abstract

In this work, we first study extensions and applications of the identity-based en-

cryption (IBE) primitive, focusing on generic constructions. We first define what

is meant by an identity-based key encapsulation mechanism before extending it to

the multi-recipient setting. We then propose an efficient multi-recipient scheme

based on bilinear maps and then move on to investigate the properties of public-

key schemes which allow for generic and efficient construction of multi-recipient

encryption schemes via randomness-reuse. We conclude this part by proposing a

generic construction of workflow cryptosystems, where encryption is performed

with respect to an access structure, based on any IBE scheme.

We then turn our attention to the certificateless encryption primitive and extend

it to the hybrid encryption paradigm. Subsequently, a certificateless key encapsula-

tion mechanism based on weakly secure identity-based and public-key encryption

schemes is constructed. Next, by introducing the first provably secure certificate-

less signcryption scheme, we demonstrate how one can achieve two of the most

important security goals in cryptography, namely confidentiality and authenticity

(including non-repudiation) of data, efficiently in the certificateless scenario.
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Chapter 1

Introduction

1.1 Provable Security

Provable security, a misleading term perhaps1, is the mathematical study of design

and analysis of cryptographic algorithms. It deals with questions such as:What

is anencryption scheme? What ismeantby saying that an encryption scheme is

secure? How can oneestablishsecurity of a cryptosystem? And what are thecon-

cretesecurity guarantees in practice? It tries to answer these questions in a mathe-

matically precise way, departing from the traditional approach of ad hoc analysis,

where the system is re-designed after a vulnerability is identified.

To answer the above questions, one therefore formulates the following:

1. A precise definition of the cryptosystem, describing the input/output be-

haviour of various algorithms (theprimitive);

2. A formal definition of security which specifies what it means to break the

system and what resources the adversary has access to when launching an

attack (thesecurity model);

1As one might consider a notion of unproven security.
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1.1 Provable Security

3. A concrete instantiation of the primitive (a cryptographicconstruction);

4. A security proof showing the impossibility of existence of an adversary

breaking the cryptographic construction with respect to the security model.

(a reductionwhen dealing with computational security); and

5. An analysis of the concrete behaviour of the reduction in practice (thetight-

nessof reduction).

This modern approach to security is inspired by notions derived from the the-

ory of computational complexity where one, usually, identifies anefficientalgo-

rithm with a probabilistic polynomial-timeTuring machine. Let us note that by

polynomial-time we mean a running time which is bounded by a polynomial func-

tion in the length of the input instance. The behaviour of algorithms is analysedas

the length parameter, referred to as the security parameter in cryptography, tends

to infinity. One then compares various computational problems viareductionsbe-

tween their problem instances. A reduction from a problemA to problemB is an

algorithm which can solve the problem instances ofA with the help of any algo-

rithm which solves the instances of problemB. If this reduction is efficient, i.e. it

runs in polynomial time, and the problem instances ofB can be solved efficiently,

then problemA is, by definition, also easy to solve.

Put differently, to show the infeasibility of breaking a cryptosystem, one as-

sumes the existence of an efficient adversary (an algorithm) breaking thecryp-

tosystem and then proceeds to build a new algorithm, via an efficient reduction to

the adversary, which solves a problem which is deemed infeasible2. Such a formal

treatment originates from the work of Shannon [81] in 1949, Rabin [74] and more

formally and explicitly from that of Goldwasser and Micali [49]. More and more

2The infeasibility of the latter problem is often assumed, since an unconditional proof often im-
plies P6=NP, which remains the most important open problem in theoretical computer science.
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1.2 Secret-Key and Public-Key Encryption

standardisation organisations are adapting this complexity-theoretic approach for

security analysis.

The importance of the tightness of reduction was brought to the attention of

practitioners by Bellare though his paper on practice-oriented provable-security

[12]. The complexity-theoretic approach to cryptography only gives anasymptotic

analysis of security. In practice, however, one needs to use a concrete value for

the security parameter. This value should guarantee that any attempt to break the

system will take more than a specified number of operations. One thereforeanal-

yses the performance of a reduction, i.e. its run-time and probability of success,

and chooses an appropriate value for the security parameter by taking intoaccount

the performance of the state-of-the-art algorithms for solving the underlying hard

problem.

1.2 Secret-Key and Public-Key Encryption

A secret-key, or private-key, or symmetric encryption (SKE) scheme, informally,

consists of an algorithm to produce keysk, an encryption algorithm which takes a

messagem and a keyk and returns a ciphertextc, and a decryption algorithm which

undoes encryption by taking the ciphertextc and thesamekeyk and returning the

messagem. An example of an SKE scheme is the so-calledone-time padwhere

encryption returnsc = m⊕ k and decryption recoversm by computingm = c⊕ k.

Here⊕ denotes the bitwise exclusive or operand: fora andb two bits, we define

a⊕b = 0 if a = b and 1 otherwise.

Shannon [81] gave a security proof for the above scheme. Consider amessage

m∈ {0,1} being encrypted by taking a key bitk uniformly at random and returning

m⊕ k. Now suppose an eavesdropping adversary sees a 1 being transmitted over

a network. There are two possibilities: eitherm = 1 andk = 0, or m = 0 and

3



1.2 Secret-Key and Public-Key Encryption

k= 1. Since the key is selected uniformly at random, both these events are equally

likely, and the adversary can draw no conclusions about the original message. If

the message is a 0, then the adversary will see a 0 with probability 1/2 and a 1 with

probability 1/2. Similarly, if the message is a 1, then the adversary will see a 0 with

probability 1/2 and a 1 with probability 1/2. Hence, the adversary has nomore

information than he would, by mere probabilistic guessing. Note that this argument

shows that the one-time pad encryption scheme isinformation-theoretically secure:

it is impossibleto recover the plaintext without the key.

Diffie and Hellman [42] in 1976 introduced the notion of public-key cryptog-

raphy. In a public-key encryption (PKE) scheme, a widely available publickey

is used for the encryption of messages and a matching private key is then used to

decrypt the resulting ciphertexts. This encryption paradigm is a very useful tool in

many situations. For example, it is used to enable communication over the Internet

as there is no need, unlike a symmetric scheme, for the parties to agree on a com-

mon secret before any messages are exchanged. The first PKE scheme was pro-

posed by Rivest, Shamir and Adelman in [75]. Security of this scheme was argued

for on the grounds that the integer factorisation problem is intractable. However it

was Rabin [74] who modified their scheme in way which made a reduction to the

factorisation problem possible.

Goldwasser and Micali [49] formulated a precise notion of security for PKE

schemes, known as semantic security, akin to the information-theoretic definition

proposed by Shannon: for a scheme to be semantically secure, it should be in-

feasible(rather than impossible) to find any information about a plaintext from a

ciphertext without being in possession of the required private key, except maybe

the length of the message.

This notion was, however, quite cumbersome and was later modified to equiv-

alent or stronger alternatives which were more manageable to work with. The

4



1.3 The KEM-DEM Paradigm

most practical definition, known as indistinguishability of ciphertexts, requires it

to be infeasible to distinguish which of the two known messages is encrypted in

a ciphertext. Although already a strong notion, this definition does not modelthe

scenario where an adversary could obtain extra information by analysingthe de-

cryption behaviour of ciphertexts by, say, submitting them to a user. The model

was extended and the notion ofindistinguishability under chosen ciphertext attacks

(IND-CCA) was formulated. This security definition, roughly speaking, requires

indistinguishability of ciphertexts even in presence of anoraclewhich decrypts ci-

phertexts of an adversary’s choice, except the ciphertext which it is trying to break.

Nowadays, the moral behind a good security model, based on a famous quote of

Einstein, is that everything should be made as simple as possible for the adversary,

but not simpler. The IND-CCA definition is now accepted as the gold standard of

security for encryption in modern cryptography. Its precise definition, and various

variations thereof, will be presented in Section 2.3.2.

The RSA encryption scheme was modified further resulting in the RSA-OAEP

scheme which was shown to be IND-CCA secure in [46] in a non-standardbut

widely accepted model, known as therandom oracle model(ROM), where it is

assumed that cryptographic hash functions behave in a perfectly random way (see

Section 2.3.1). The first practical and IND-CCA secure encryption scheme in the

standard model of computation (i.e. without relying on assumptions such as the

random oracle model) was given in a seminal paper by Ronald Cramer and Victor

Shoup in [37].

1.3 The KEM-DEM Paradigm

One of the problems associated with public-key cryptography is its relative inef-

ficiency compared to symmetric cryptosystems. This inefficiency is a result of
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using algebraic operations, such as a group addition, rather than fast bit operations

used in symmetric primitives. Most practical public-key encryption schemes use

a hybrid combination of the two primitives to handle large plaintexts. Rather than

using the public-key encryption algorithm directly over the plaintext, one generates

a randomsession keyand uses it to encrypt the message under a more efficient sym-

metric algorithm. The (small) session key is then encrypted using the public-key

encryption algorithm, and the message is transferred as the combination of both

ciphertexts.

More explicitly, in this approach to hybrid encryption one defines a symmetric

data encapsulation mechanism(DEM) which takes a keyk and a messagem and

computesc = DEMk(m). Given the knowledge ofk, one can recoverm via m =

DEM−1
k

(c). The keyk is transferred to the recipient of the ciphertext in the form of

an encapsulation. To create this encapsulation, the sender uses akey encapsulation

mechanism(KEM). This is an algorithm which takes as input a public keyPK and

outputs a session keyk plus an encapsulationc′ of this session key under the public

key. We write this as

(k,c′) ← KEM(PK).

Notice that the session keyk is not passed as an input to the KEM. This feature

could improve the efficiency of a KEM compared to a PKE in various ways, the

most common being better bandwidth usage due to shorter ciphertexts and choice

of smaller security parameter due to a tighter security reduction.

The recipient recovers the keyk using his private keySK via the decapsulation

mechanism. We denote this by

k← KEM−1(c′,SK).

The full ciphertext of the messagem is then given by(c′,c). Interestingly, we

6



1.3 The KEM-DEM Paradigm

gain an extra functionality from this construction. Suppose a user receives a large

ciphertext in an untrustworthy environment. If the secret keySK of the user is

compromised in this environment, all his future communication will no longer be

private. To avoid this problem, the user can simply transfer the small KEM com-

ponent of the ciphertext to a server, where his secret key is stored securely. The

session keyk is then retrieved remotely and transferred back to the user which

enables him to obtain the message.

The hybrid public-key encryption paradigm has gained strength in recent years

with the definition and formal security analysis of the generic KEM-DEM con-

struction [37, 38, 86]. The use of the KEM-DEM paradigm allows different com-

ponents of a hybrid encryption scheme to be designed in isolation, leading to a

simpler analysis and hopefully more efficient schemes. In fact, Cramer andShoup

(see Section 2.4.1) established that if the KEM and DEM components are indi-

vidually secure, the resulting hybrid public-key encryption scheme will be also

secure. The relations between security notions for KEMs and the necessary and

sufficient conditions for the security of a KEM-DEM construction are discussed

further in [70] and [52] respectively.

We summarise the main benefits of the KEM-DEM paradigm over direct use

of PKE schemes:

• Encryption of large messages is performed significantly faster;

• Messages need not to be encoded as elements of an algebraic space;

• The cryptosystem is designed in a modular way;

• One might be able to present a tighter security reduction; and

• Potentially the construction could offer extra functionality.

7



1.4 Identity-Based Encryption

1.4 Identity-Based Encryption

Another problem associated with public-key encryption is that public keys are ran-

dom bit-strings and hence contain no direct semantic meaning to users. Typically,

we use acertificate, issued by a trustedcertification authority, to attach a semantic

meaning to a public key, such as binding it to a user identity. This leads to the

problematic area of certificate management.

There are a number of other paradigms for public-key encryption which avoid

some of these problems. The most obvious is identity-based encryption (IBE) ini-

tially proposed by Shamir in [80]. In this scenario, users can set their public keys

to be any string of their choice, such as their phone number, e-mail address or IP

address. Private keys are then derived from their identities via a trustedauthority

(TA), who possess a master secret key. IBE schemes thus eliminate the need for

certificates, as it is the receiver who ensures her private key is obtained securely.

A secure and efficient identity-based encryption scheme, secure in the random

oracle model, was introduced by Boneh and Franklin [23] by utilising bilinear

maps on elliptic curves. Sakai and Kasahara [77] later3 proposed another IBE

scheme, also based on bilinear maps, but adopting a different key construction.

The security of this scheme in the ROM was established by Chen et al. in [30].

Recently Waters [88] and Gentry [48] have proposed practical IBE schemes which

are secure in the standard model.

Lynn [66] mentions that the encryption algorithm proposed by Boneh and

Franklin is unlikely to be used, since in practice one will use a form of key encapsu-

lation. We call such an encapsulation mechanism an identity-based key encapsula-

tion mechanism (IBKEM). Lynn proceeds to mention a possible IBKEM construc-

tion, but he gives no security model or proof. In Chapter 3 we define what is meant

by a key encapsulation for the identity-based setting. Having done this, we show

3Although their paper appeared later, their scheme dates earlier than that of Boneh and Franklin’s.
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that Lynn’s construction for an IBKEM can be used to build a fully secureidentity-

based encryption scheme, when combined with an appropriate DEM. The resulting

scheme is computationally more efficient than the original Boneh–Franklin con-

struction. The security proof is tighter for Lynn’s construction. However, the proof

of security relies on a stronger intractability assumption than that used to basethe

security of Boneh–Franklin scheme on. We also present a generic construction

of an IBKEM, which is secure in a strong sense, from any identity-basedencryp-

tion scheme, which is secure in a weak sense. When we instantiate this generic

scheme with BasicIdent from [23], we obtain an IBKEM which is as efficient as

the Boneh–Franklin construction, and which is based on the, now standard, bilinear

Diffie–Hellman problem. We feel our construction of an identity-based encryption

scheme from an IBKEM and a standard DEM is more natural than the construction

in [23], which relies on the Fujisaki–Okamoto transform [45]. An IBKEM, which

is fully secure in the standard model, is constructed by Kiltz [58] based on theIBE

scheme of Waters [88].

1.5 Multi-Recipient Encryption

It is often the case that one needs to transmit a message securely to multiple parties

who hold public/private keys corresponding to a standard single-user encryption

scheme. This problem was first studied by Kurosawa [60] who proposed several

schemes with substantial improvements over the trivial solution of running multi-

ple, independent instantiations of the encryption algorithm. He was able to share

the values computed for many users, lowering the bandwidth and computational

requirements of the multi-recipient scheme.

Smart [83] extends the KEM primitive to the multi-recipient setting. Given that

KEMs internally chose the session key, he considers the question: is it possible, in

9



1.6 Randomness-Reuse

this situation, to avoid carrying outn instances of the KEM-DEM construction? He

then proposes a multiple KEM (or an mKEM) primitive whereby the sender can

create an encapsulation of the session keyk undern public keys. The purpose of

this type of construction is to saven−1 data encapsulations overall: a single DEM

invocation usingk suffices to obtain valid ciphertexts for all recipients. The entire

message encryption process becomes:

(k,c) ← mKEM(PK1, . . . ,PKn)

c ← DEMk(m),

and each recipienti will get the pair(c,c). For decryption, useri simply performs

the following two operations:

k ← mKEM−1(c,SKi)

m ← DEM−1
k

(c).

One of the contributions of this thesis is to bring together the concepts of

IBKEM and mKEM and propose identity-based key encapsulation to multiple

users. In Chapter 4, after giving the appropriate primitive and security definitions,

we present a secure and efficient multi-recipient scheme based on bilinear maps.

1.6 Randomness-Reuse

Generating randomness for cryptographic applications is a costly and security-

critical operation. It is often assumed in security analysis that random coins are

sampled from a perfect uniform distribution and are handled securely. Moreover,

various operations performed by a cryptographic algorithm depend on these ran-

dom coins. These operations, such as a group exponentiation, can be quite costly

and prevent the use of the scheme in constrained devices. Therefore,minimising

the amount of fresh randomness required in cryptographic algorithms is important
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for their overall efficiency and security.

One approach to minimise this problem is toreuse randomnessacross multiple

instantiations of cryptographic algorithms, namely in the context of batch opera-

tions where (possibly different) messages are encrypted to multiple recipients. This

avenue must be pursued with caution, since randomness-reuse may hinder the se-

curity of cryptographic schemes. However, when possible, this technique allows

for significant savings in processing load and bandwidth, since partial results (and

even ciphertext elements) can be shared between multiple instances of a crypto-

graphic algorithm.

Examples of this method are the multi-recipient encryption schemes proposed

by Kurosawa [60], the mKEM by Smart in [83], the certificateless encryption

schemes in [5] and [4] where randomness is shared between the identity-based

and public-key components, and the cryptographic workflow scheme (see the next

section) in [3]. Let us note that the scheme of [4] was broken and repaired by Libert

and Quisquater in [63].

Bellare et al. [14] extend Kurosawa’s work in a number of ways. First, they

consider the problem of sending many messages, instead of a single message as

discussed in Section 1.5, and give a stronger security model for such schemes.

They then systematically study the problem of reusing randomness. The authors

examine multi-recipient encryption schemes, and consider the particular case of

constructing such schemes by running multiple instances of a public-key encryp-

tion scheme, whilst sharing randomness across them. An interesting result inthis

work is a general method for identifying PKE schemes that are secure when used

in this scenario. Schemes which satisfy the so-calledreproducibility testare guar-

anteed to permit a proof strategy based on a hybrid argument which is generally

captured in areproducibility theorem. Bellare et al. [16] later leveraged on these

results to propose a stateful encryption framework which enables more efficient
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(single-recipient) encryption operations.

In Chapter 5 we extend the above theoretical framework supporting the reuse

of randomness to construct multi-recipient encryption schemes. The main contri-

bution of our work is a more permissive test that permits constructing a wider class

of efficientsingle-messagemulti-recipient schemes. Of particular interest are the

optimised versions of the ElGamal and Cramer–Shoup multi-recipient encryption

schemes briefly mentioned by Kurosawa in the final section of [60]. We show that

these schemes do not fit in the randomness-reuse framework originally proposed

by Bellare et al. in [14] and propose extensions to the original definition which

capture these as well as other similar schemes.

We then turn our attention to the KEM-DEM paradigm and focus on key en-

capsulation mechanisms. Adaptation of the results in [14] is straightforward ifone

focuses on multi-recipient KEMs generating independent keys for eachrecipient.

The interesting case arises when one considers single-key multi-recipientKEMs.

To construct these schemes efficiently by reusing randomness, we define the notion

of public key independentKEM. However, we find that if such a KEM satisfies an

appropriate modification of the reproducibility test of Bellare et al. [14] it cannot

be secure. To compensate for this negative result, we propose an alternative generic

construction of efficient single-key multi-recipient KEMs based on weaklysecure

PKEs which pass our new reproducibility test. This construction generalises the

mKEM in [83]. We also propose a concrete efficient construction of single-key

multi-recipient KEMs, which can be shown to be IND-CCA secure in the standard

model using techniques in [37].

As in Bellare et al.’s work [14], our reproducibility theorem has a linear security

degradation in the number of users. In Section 5.4 we discuss a possible solution

to this problem by introducing another test for randomness-reuse. We conclude the

work on randomness-reuse by briefly considering its extensions to the IBE setting.
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1.7 Cryptographic Workflow

Let us now turn to an application of identity-based encryption schemes and see how

they can be used to build cryptographic workflow schemes. The termworkflowis

used to describe a system in which actions must be performed in a particular order.

In cryptographic workflow[72] this is achieved by making decryption a privileged

action which can only be executed by users which possess an appropriate set of

authorisation credentials, or simplycredentials. Credentials are issued by a set of

authorisation authorities, which can ensure that some action has been performed,

or that some event has occurred, before granting them to users. Restricting access

to encrypted messages in this way, workflow mechanisms can be implemented with

cryptographic security guarantees.

An encryption scheme supporting cryptographic workflow should provide the

following functionality [3]. Alice specifies the credentials that Bob should have

in a policy that she decides before encrypting. Alice should be able to perform

this encryption without knowing what credentials Bob actually has. A particular

authorisation authority will validate that Bob is entitled to a given credential before

awarding it. Each credential acts as a partial decryption key. Alice may alsowant

to be sure that no colluding set of these authorisation authorities is able to decrypt

and recover the message that she intended for Bob. If this is the case, thesystem

should beescrow-free.

Cryptographic workflow follows from the original ideas by Chen et al. in [32,

33]. There the authors explored the possibilities of using Boneh and Franklin’s IBE

scheme in a setting where a user can extract different identity-based private keys

from multiple TAs. They proposed usingcredential descriptorsas public keys, in

place of the usual identity strings, and showed that combining the master public

keys of the TAs in different ways, one may securely send a message to a recipient

and restrict her ability to decrypt it with a high degree of flexibility. Smart [82]
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applied the same principle to access control. Paterson [72] first employed the term

workflowto describe this type of scheme.

Al-Riyami et al. [3] formalised the definitions of primitives and security mod-

els associated with cryptographic workflow and proposed an efficient escrow-free

encryption scheme supporting cryptographic workflow. The scheme is based on

Boneh and Franklin’s IBE scheme and is proved secure under two security notions.

The first one, calledreceiver security, ensures that only users with an appropriate

set of credentials can decrypt the message. The second, calledexternal security,

captures the escrow-freeness notion: it must be unfeasible for any colluding set

of TAs to decrypt the message. Unlike certificateless public-key cryptosystems,

escrow-freeness is achieved using a classical public-key encryptionlayer which

relies on public key certification.

Encryption schemes supporting cryptographic workflow are very closeto those

associated with hidden credential systems [27, 53]. Both types of schemestypically

employ a secret sharing layer and an identity-based encryption layer, although the

goals in each case are different. In hidden credential systems one seeks to keep

the access control policy secret, whereas in workflow schemes this is notthe case.

Workflow cryptosystems are also related to attribute based encryption schemes [76,

50] where one selectively shares encrypted data.

In Chapter 6 we introduce the notion of KEMs supporting cryptographic work-

flow (WF-KEM) and their escrow-free counterparts (EFWF-KEM). Weadapt the

security models proposed in [3] for encryption schemes accordingly. Weargue

that the KEM-DEM paradigm also applies when one moves to encryption schemes

supporting cryptographic workflow. In fact, we show that combining a secure WF-

KEM (EFWF-KEM) with a secure DEM, results in a secure (escrow-free) encryp-

tion scheme supporting cryptographic workflow.

We then present a generic construction that permits building WF-KEMs out
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of simpler cryptographic primitives. This is a generalisation of the construction

presented in [3] based on the identity-based encryption scheme of Bonehand

Franklin. We show how one can construct analogous schemes by replacing its

building-blocks with other components providing the same functionality. More

specifically, we prove that our transformation permits constructing a secure WF-

KEM using secure IBE and secret sharing schemes [79, 19, 59]. Finally, we extend

our generic construction to obtain an EFWF-KEM using a secure public-key en-

cryption scheme. Chosen ciphertext security is achieved via a one-time signature

scheme (see Section 2.3.7). Our constructions are all secure in the standard model.

A common feature of many schemes proposed for certificateless cryptosys-

tems, cryptographic workflow and hidden credentials is that they are based on the

concept of multiple encryption (or re-encryption). In multiple encryption, aci-

phertext is created by combining the results of several instances of an encryption

algorithm with different encryption keys. In the simplest case, where onlytwo de-

cryption keys are involved, the objective is that even if the adversary is inposses-

sion of one of those keys, she obtains no advantage. Recently, Dodis and Katz [43]

have addressed the chosen ciphertext security of multiple encryptions in the gen-

eral case, and have proposed generic constructions which are semantically secure.

Our constructions build on these results.

1.8 Certificateless Encryption

Although IBE schemes simplify key management problems by eliminating the

need for certificates, this advantage comes at a price: IBE schemes are inherently

non-escrow-free as the trusted authority can decrypt any ciphertext.Certificate-

less encryption (CLE) schemes eliminate this escrow property while preserving

the certificateless nature of the system. This form of encryption was introduced
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and developed in a series of works by Al-Riyami and Paterson [5, 2, 4].

Roughly speaking, in a CLE scheme, a user’s full private key is a combination

of a locally computed secret value and a partial private key received from a Key

Generation Centre (KGC). This means an adversary can launch two typesof at-

tacks: (1) either replace the public key of the user (due to lack of certificates) or

(2) act as a malicious KGC and have access to all user partial private keys. In each

scenario, if either the partial private key or the secret value remains unexposed, the

privacy of data should remain intact.

Al-Ryiami and Paterson [5] proposed a CLE scheme based on the IBE scheme

of Boneh and Franklin. The encryption scheme was proven secure under an un-

realistic security model where an adversary may replace users’ public keys and

demand decryptions without providing the corresponding secret value (see the last

remark in Section 2.3.6). Other secure constructions of CLE schemes based on

the IBE schemes of Boneh and Franklin and that of Sakai and Kasahara[77] are

given in [84] and [35] respectively. Recently, Dent et al. [41] haveproposed certifi-

cateless encryption schemes, including a practical construction based onthe IBE

scheme of Waters [88], which provide strong security guarantees in the standard

model. In [63], Libert and Quisquater generalised the encryption schemein [5]

by proposing a generic construction of certificateless encryption schemes from

identity-based and public-key encryption in the random oracle model. A good

survey of certificateless public-key encryption schemes and security models can be

found in [39].

A contribution of this thesis is to present a security model for key encapsulation

to build certificateless encryption (CLKEM). We show in Chapter 7 that combining

a secure CLKEM with a secure DEM results in a secure certificateless encryption

scheme. In order to prove our composition result we need to modify the unrealistic

definitions of security for certificateless schemes to one where decryptionis per-
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formed on replaced public keys if their matching secret value is provided. We will

discuss this point further once we have introduced the appropriate security notions.

We will also describe a generic construction of strongly secure CLKEMs based

on any (weakly secure) identity-based encryption scheme and a specialform of

(weakly secure) public-key encryption scheme, such as RSA or ElGamalin certain

groups. This generic approach allows one to add certificateless encryption onto an

infrastructure of existing RSA and ElGamal keys, which are either not certified or

whose certificates are not trusted by the sender.

1.9 Certificateless Signcryption

Signcryption, a cryptographic primitive introduced by Zheng in [91], captures a

common practical scenario where one simultaneously requires confidentiality, au-

thenticity and non-repudiation of transmitted data. Ideally, this should allow for

improvements in the overall security and efficiency of the resulting cryptosystems

over independent use of an encryption and a digital signature scheme. The security

goals associated with signcryption are stronger than those provided by authenti-

cated encryption, where data authenticity suffices and non-repudiation isnot re-

quired. Authenticity ensures the recipient of the origin and integrity of the data

whereas non-repudiation makes it impossible for the sender to deny creating the

signcrypted data. For this reason the security model for signcryption should capture

insider attackswhere a dishonest receiver should not be able to forge a valid sign-

cryption originating from another user. This ensures non-repudiation isin place:

the receiver can prove the origin of data by providing its secret de-signcryption key.

In less common scenarios one may also require forward secrecy, wherea message

sent by a legitimate user, cannot be decrypted even by an adversary which later is

able to get hold of the sender’s secret key.
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This primitive has been extensively studied in the public-key and identity-

based settings where many efficient and secure schemes have been proposed. A

systematic study of the properties of the signcryption schemes resulting fromthe

black-box composition of encryption and signature schemes was presented by An

et al. [6]. More efficient generic constructions of signcryption schemes based on

Tag-KEMs were introduced by Bjørstad and Dent [21]. Malone-Lee [68] studied

signcryption with non-interactive non-repudiation and formulated signcryption in

the identity-based setting [67]. This work was extended by Boyen [26] who pro-

posed a more structured primitive definition and comprehensive security notions

which captured different security guarantees that could be achieved by an identity-

based signcryption scheme. Other efficient constructions were subsequently pro-

posed by Libert and Quisquater in [62], and Chen et al. in [34].

Since certificateless cryptography was introduced by Al-Ryiami and Pater-

son [5], numerous certificateless encryption and signature schemes, and variants

thereof, have been proposed. However, the equivalent of public-key signcryption

has not been considered in the certificateless setting. In Chapter 8 we introduce

the notion of certificateless signcryption, define appropriate security models, and

propose an efficient scheme which is provably secure against insider attacks in

the random oracle model. Our certificateless signcryption scheme is based on the

Encrypt-then-Sign method discussed in [6]. The scheme presents stronger secu-

rity properties than one might expect from its internal building-blocks: by sharing

randomness between encryption and signature modules not only do we gainextra

savings on computational and bandwidth load, but also we obtain strong insider

security guarantees. Additionally, we identify a problem in using Coron’s tech-

nique [36] for tighter security reductions in public-key signature proofswhich is

specific to the certificateless setting and propose a technique to overcome it.

The certificateless signature scheme proposed in [5], which lacked a security
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proof, was found to be vulnerable to key replacement attacks in [55]. Other cer-

tificateless signature schemes have been proposed in recent years. Werefer to the

work of Zhang et al. [90], which proposes a certificateless signature scheme closely

based on the identity-based signature scheme of Libert and Quisquater [64]. We

base our certificateless signcryption construction on the signature schemein [90],

but it is worthwhile to mention that the proof of security presented for the scheme

in [90] is flawed. Despite this, the scheme is secure, but in a slightly weaker secu-

rity model later proposed informally in [54]. We will discuss this issue furtherin

Section 8.4.

Although the concept of certificateless signcryption has not been previously

addressed in literature, a closely related construction, which offers authenticated

certificateless encryption functionality was proposed in [35]4. The difference be-

tween authenticated encryption and signcryption is a subtle but significant one:

insider attacks are not considered in the unforgeability game, which means that

non-repudiation is not guaranteed. The security models adopted in [35] are also

significantly weaker than the ones considered in our work, as they do notconsider

decryption on replaced public keys and impose unreasonable restrictionson the

adversary’s adaptive behaviour. In particular the forward-secrecy argument pre-

sented for the scheme in [35] considers only chosen-plaintext attacks. We base our

signcryption scheme on this certificateless encryption scheme, but our Encrypt-

then-Sign construction with randomness-reuse permits obtaining improved secu-

rity guarantees.

4Another paper titled “Authenticated Certificateless Public Key Encryption” byLee and Lee has
appeared on IACR ePrint archive in 2004. However, the security models in this paper do not capture
the certificateless setting.
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Chapter 2

Preliminaries

2.1 Basic Notation and Concepts

In this section we explain some of the fundamental notions and notations that will

be used throughout this work.

2.1.1 Algorithmic Notation

If Sis a set, we writev←Sfor the action of sampling from the uniform distribution

on S and assigning the result to the variablev. We write v1, . . . ,vn ← S for the

independent assignmentsv1 ← S; . . . ;vn ← S. If S contains one elements we use

v← s as shorthand forv←{s}.

We shall be concerned with probabilistic polynomial-time (PPT) algorithms.

A probabilistic machine has, in addition to its input and output tapes, access to

an extra randomness tape containing bits chosen (uniformly) at random. IfA is a

PPT algorithm, we denote byv← A(I) the action of runningA on inputI , which

is chosen according to a (usually uniform) distribution and assigning the resulting

output to the variablev. We use bold-faced variables for vectors and denote thei-th

component of a vectorc with [c]i .
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2.1.2 Negligible Functions

Definition 2.1. A function f: N → R is called negligible if for every positive poly-

nomial P there exists aκ0 such that for allκ > κ0 we have

f (κ) <
1

P(κ)
.

The standard method to reduce the error probability of an imperfect algorithm

is to repeat independent execution of it a sufficiently large (but still polynomial)

number of times and then return the majority answer as the final output. If the

success probability of an algorithm is greater than 1/P(κ) for all sufficiently large

values ofκ, then it follows from the Chernoff bound along the lines in [85, Section

7.2] that this procedure will yield a correct answer with a probability close to1.

2.1.3 Security Parameter

As in the theory of computational complexity, it is meaningless to talk about the

difficulty of solvingoneparticular task: the algorithm which simply “prints out the

correct answer”, is a (very fast) algorithm which solves the problem without even

looking at its input! One therefore parameterises the set of problem instances and

studies the asymptotic behaviour of a potential algorithm. The parameterisation

variable, writtenκ, is known as thesecurity parameterin cryptography. This pa-

rameter is often the length of the problem instance written in the binary notation.

However, when one is setting up a system,κ is passed to setup algorithms in the

unary notation, written 1κ, to enforce a polynomial run-time.

2.1.4 Game Hopping

We will often need to express how a set of algorithms interact with each other.

For instance, we will need to express precisely the correctness conditionof an en-
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cryption scheme: that decryption undoes encryption. We shall adapt thegameor

experimentnotion for this purpose. A game is simply a set of rules (usually written

in pseudo-code) which describes the input/output behaviour of a numberof interac-

tive Turing machines. A game could take an input (usually the security parameter)

and returns an output (usually a bit indicating success or failure). The desired

property is then expressed by requiring the output to satisfy a certain condition.

When defining security, we will be concerned with anarbitrary interactive

Turing machine, known as the adversary, taking part in the security game.This

adversary has usually onlyoracle accessto other algorithms in the game: it does

not get the code of the other machines (which might include a secret key) and

interacts with them by providing them an input and receiving an output backin

unit time. We indicate an algorithmA having access to a set of oraclesO by AO . If

this set contains a single oracle, we will refer to the oracle itself byO. To quantify

the success of an adversary, we define itsadvantageAdv(A), as (a function of) the

probability that the output of the game satisfies a certain condition. The probability

is taken over all the random choices made in the game including those ofA and its

oracles.

As an example, let us express the fundamental notion of indistinguishability

(IND) of two distributions in the game notation.

Definition 2.2. Two distributions X0 and X1, with sampling algorithms S0 and S1,

are called indistinguishable if the advantage of any probabilistic polynomial-time

algorithm A is negligible in the following game:
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IND(κ)

1. x0 ← S0(1κ)

2. x1 ← S1(1κ)

3. b←{0,1}

4. b′ ← A(xb)

AdvINDX0,X1
(A)(κ) := |2Pr[b = b′]−1|.

We usually omitted the input to the game,κ, for the ease of notation. Note also

that the above advantage is a function ofκ and could be recast, after droppingκ,

as:

AdvINDX0,X1
(A) = |Pr[b′ = 1|b = 1]−Pr[b′ = 1|b = 0]|,

measuring the “bias” of the distinguisherA.

Sometimes it is difficult to work with a particular game. In such cases one will

need to “deform” the game into another game such that the behaviour of any algo-

rithm taking part in the new game is negligibly different from that in the original

game. This method, referred to as game hopping, is discussed further in a tutorial

by Shoup [87] and in another by Bellare and Rogaway [18].

One particularly useful, and easily proved, method for making a successful hop

is through the following observation.

Lemma 2.1 (Difference Lemma). Let U1, U2 and F be events defined on some

probability space. Suppose thatPr[U1∧¬F] = Pr[U2∧¬F], then

|Pr[U1]−Pr[U2]| ≤ Pr[F].

If U1 andU2 denote the events that an adversary is successful in gamesGame1

andGame2 respectively, and if the probability that eventF is triggered is negligible,
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then one can safely substituteGame2 for Game1. After a series of such game hops,

one arrives at a game which is relatively easy to deal with. If the advantage of any

algorithm can be shown to be negligible in this final game, and if all the hops made

were also negligible, it would follow that the advantage of an arbitrary algorithm

is also negligible in the original game.

2.1.5 Computational Group Schemes

To specify a “working group”, one needs to define the algorithms for perform-

ing computation with the group elements. These specifications, which could be

somewhat technical in nature, are referred to as acomputational group scheme.

We only informally mention that such a scheme, denoted byΓ[Ĝ,G,P, p], where

Ĝ is a finite Abelian group andG is a subgroup of prime orderp with generator

P in Ĝ, specifies a sequence of group distributions for every value of the security

parameterκ. This scheme has descriptions of several algorithms for computing

and testing encoding of group elements, performing group operations, testing sub-

group membership and statistically-close sampling from the groups. The encoding

of group elements is assumed to be unique. We refer the interested reader to[37]

for the details. The group schemes that we will be working with will be clear from

context and hence we shall tacitly compress the above technicalities into “letΓ be

a computational group scheme” and useΓ andG interchangeably throughout this

work. Group operations, except those in finite fields, are written additively.

2.2 Intractability Assumptions

The security of cryptosystems that we study in this thesis are based on certain

problems which are assumed to be computationally hard to solve. In the coming

sections we will define these assumptions precisely.
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2.2.1 Discrete Logarithm and Related Problems

The fundamental hard problem underlying all intractability assumptions in this

work is the discrete logarithm problem.

Definition 2.3 (Discrete Logarithm (DL)). A computational group schemeΓ (or

as discussed above, simply a group G) satisfies the discrete logarithm assumption

if all PPT algorithms A have negligible advantage in the following game.

DL
1. a← Z

∗
p

2. a′ ← A(Γ,P,a·P)

AdvDLΓ (A) := Pr[a = a′].

AlthoughP is implicit in Γ, we pass it explicitly toA to emphasise that discrete

logarithms should be computed with respect to this generator.

Definition 2.4 (Computational Diffie–Hellman (CDH)). A computational group

schemeΓ satisfies the computational Diffie–Hellman assumption if all PPT algo-

rithms A have negligible advantage in the following game.

CDH
1. a,b← Z

∗
p

2. Q← A(Γ,P,a·P,b·P)

AdvCDHΓ (A) := Pr[Q = ab·P].

Definition 2.5 (Decisional Diffie–Hellman (DDH)). A computational group

schemeΓ satisfies the decisional Diffie–Hellman assumption if all PPT algorithms

A have negligible advantage in the following game.
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DDH
1. a,b,c← Z

∗
p

2. Q0 ← cP; Q1 ← abP

3. β ←{0,1}

4. β′ ← A(Γ,P,a·P,b·P,Qβ)

AdvDDHΓ (A) := |2Pr[β′ = β]−1|.

Okamoto and Pointcheval [71] introduced a new class of intractability assump-

tions referred to as “gap” problems. Very informally, the gap version of aproblem

is the problem of solving the computational version with the help of an oracle

which solves the decisional version.

Definition 2.6 (Gap Diffie–Hellman (GDH)). A computational group schemeΓ

satisfies the gap Diffie–Hellman assumption if all PPT algorithms A have negligible

advantage in the following game.

GDH
1. a,b← Z

∗
p

2. Q← AO(Γ,P,a·P,b·P)

AdvGDHΓ (A,qDDH) := Pr[Q = ab·P].

Here O is an oracle that, given a tuple(Γ,xP,yP,Q) returns1 if Q = xyP and0

otherwise. The quantity qDDH denotes the maximum number of queries that A can

place to the oracle.

If we denote by “≤P” the complexity-theoretic notion of (Cook) reduction, we

have DDH≤P CDH ≤P DL, or alternatively.

AdvDLΓ ≤ AdvCDHΓ ≤ AdvDDHΓ .
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where Adv∗Γ denotes the maximum of advantages over all PPT algorithms for prob-

lem∗.

2.2.2 Bilinear Groups

Some of our constructions will use bilinear maps and bilinear groups. We briefly

review the necessary facts about these. Further details may be found in [23, 25].

Let G1,G2 andGT be groups with group schemeΓ[G1,G2,GT ,e,ρ, p,P1,P2]

satisfying the following properties.

• G1 andG2 are, additively written, groups of prime orderp, with generators

P1 andP2. They have efficiently computable group operations.

• There is an efficiently computable isomorphismρ : G2 → G1, with ρ(P2) =

P1.

• There is an efficiently computable bilinear mape: G1×G2 →GT , whereGT

is a multiplicatively written group of orderp.

We have stipulated that our groups should have a bilinear map,e : G1×G2 → GT ,

this is a map which satisfies the following conditions:

1. Bilinear: Given anyQ∈ G1, W ∈ G2 anda,b∈ Zp we have

e(aQ,bW) = e(Q,W)ab.

2. Non-degenerate:e(P1,P2) 6= 1.

In many cases one can setG1 = G2 as is done in [23]. When this is so, we can

takeρ to be the identity map; however, to take advantage of certain families of

groups [69], we do not restrict ourselves to this case. The mape is usually derived

from the Weil or Tate pairings on an elliptic curve.
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Definition 2.7 (Computational Bilinear Group Scheme). If the above conditions

hold, we say thatΓ is a computational bilinear group scheme.

There are several hard problems associated with bilinear groups which we are

interested in for building cryptosystems. These have their origins in the workof

Boneh and Franklin [23].

Definition 2.8 (Computational Bilinear Diffie–Hellman (CBDH)). A computa-

tional bilinear group schemeΓ satisfies the computational bilinear Diffie–Hellman

assumption if all PPT algorithms A have negligible advantage in the following

game.

CBDH
1. a,b,c← Z

∗
p

2. t ← A(Γ,aP2,bP2,cP2)

AdvCBDHΓ (A) := Pr[t = e(P1,P2)
abc].

There are various formulations of the above problem. For example if the input

instance is inG1×G2×G1, one can reduce it to the above problem via the isomor-

phismρ. Note, however, that an equivalence result would require the mapρ−1 to

be efficiently computable.

Definition 2.9 (Decisional Bilinear Diffie–Hellman Problem (DBDH)). A compu-

tational bilinear group schemeΓ satisfies the decisional bilinear Diffie–Hellman

assumption if all PPT algorithms A have negligible advantage in the following

game.
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DBDH
1. a,b,c,d ← Z

∗
p

2. Q0 ← e(P1,P2)
d; Q1 ← e(P1,P2)

abc

3. β ←{0,1}

4. β′ ← A(Γ,aP1,bP2,cP1,Qβ)

AdvDBDHΓ (A) := |2Pr[β′ = β]−1|.

Definition 2.10(Gap Bilinear Diffie–Hellman (GBDH)). A computational bilinear

group schemeΓ satisfies the gap bilinear Diffie–Hellman assumption if all PPT

algorithms A have negligible advantage in the following game.

GBDH
1. a,b,c← Z

∗
p

2. t ← AO(Γ,aP2,bP2,cP2)

AdvGBDHΓ (A,qDBDH) := Pr[t = e(P1,P2)
abc].

HereO is an oracle that given a tuple(Γ,xP1,yP2,zP1,s) returns1 if s=e(P1,P2)
xyz

and0 otherwise. The quantity qDBDH denotes the maximum number of queries that

A can place to the oracle.

Definition 2.11(Modified Gap Diffie–Hellman (mGDH)). Given a computational

bilinear group schemeΓ, we say the computational Diffie–Hellman assumption in

the presence of a decision bilinear Diffie–Hellman oracle holds in G1 if all PPT

algorithms A have negligible advantage in the following game.

mGDH
1. a,b← Z

∗
p

2. Q← AO(Γ,aP1,bP1)

AdvmGDHΓ (A,qDBDH) := Pr[Q = ab·P].
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HereO and qDBDH are as in Definition 2.10.

And finally:

Definition 2.12(q-Bilinear Diffie–Hellman Inversion (q-BDHI)). A computational

bilinear group schemeΓ satisfies the q-bilinear Diffie–Hellman inversion assump-

tion if all PPT algorithms A have negligible advantage in the following game.

q-BDHI
1. a← Z

∗
p

2. t ← A(Γ,aP2,a2P2, . . . ,aqP2)

Advq−BDHI
Γ (A) := Pr[t = e(P1,P2)

1/a].

We have the following reductions between the above problems: DBDH, GBDH

≤P CBDH andq-BDHI ≤P (q−1)-BDHI ≤P · · · ≤P 1-BDHI, and the latter could

be shown to be polynomially equivalent to the CBDH problem.

2.3 Cryptographic Primitives

In this section we introduce some of the basic cryptographic primitives which will

be used throughout this thesis.

2.3.1 Hash Functions and the Random Oracle Methodology

Hash functions are ubiquitous objects in cryptography. Informally, a hash function

is an efficiently computable, “randomly behaving” functionH from a domainA,

which is usually the space of arbitrary bit strings{0,1}∗, to a co-domainB which

could be{0,1}n, the space of bit strings of lengthn, or an algebraic structure such

as a group.

This random behaviour could be stated in a precise way through various se-

curity notions such as one-wayness, collision resistance, entropy smoothing and
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so forth. However, these notions have not been very successful in reducing the

security of many efficient and practical schemes (which have resisted attacks) to

standard complexity-theoretic assumptions.

Bellare and Rogaway [17] proposed a model for hash functions knownas the

random oracle model (ROM). This model enables one to prove the securityof

many cryptographic constructions by treating hash functions asideal. An ideal

hash function is a function chosen uniformly at random from the set of allfunc-

tions mapping fromA to B. Since such a function would almost surely have an

exponential description, it cannot be implemented in practice. Hence the random

oracle model is a non-standard model of computation. However, given that in-

tuitively many hash functions are expected to behave randomly, this model gives

good heuristic evidence for the security of many schemes.

Random oracles are used in the following way in security proofs. All parties

are given oracle access to a random oracle. The protocol is then shown secure with

respect to this oracle by using the following (extra) properties of the random oracle:

• Extractability: The input/output values to the random oracle are observable:

the adversary has indirect access to the oracle.

• Programmability: The output values of the random oracle could be chosen

in a particular way, as long as they maintain a close enough distribution to

that of a random function.

One then replaces the random oracle with a concrete hash function.

Note that in the standard model of computation the adversary has access to

the code of hash functions whereas this piece of information is taken away from

the adversary in the ROM. In fact, this property was used by Canetti et al. [28]

to identify conceptual difficulties associated with the ROM: there are (contrived)

schemes which are secure in the ROM but are insecure when the random oracles
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are instantiated withany concrete hash function. A random oracle model proof

should therefore be considered as a sanity check or a method to ensure that there

are no “embarrassing attacks” against the scheme.

We refer to the model where uninstantiatable mathematical objects such as

random oracles are not used as thestandard model.

2.3.2 Public-Key Encryption Schemes

A public-key encryption (PKE) scheme [15] is defined formally by a triple ofPPT

algorithms(GPKE,EPKE,DPKE) as follows.

• GPKE(1κ): This is the probabilistic key generation algorithm which takes as

input the security parameter 1κ and returns a secret keySK and a matching

public keyPK.

• EPKE(m,PK; r): This is the probabilistic encryption algorithm, which on input

a messagem ∈ MPKE(PK), a public keyPK and possibly some randomness

r ∈ RPKE(PK) outputs a ciphertextc ∈ CPKE(PK).

• DPKE(c,SK): This is the deterministic decryption algorithm. On input a

ciphertextc and a private keySK this algorithm outputs a messagem ∈

MPKE(PK) or a special failure symbol⊥6∈ MPKE(PK).

Let us clarify a few points regarding the above definition, which also applyto

other primitive definitions later on.

• We do not explicitly define setup algorithms which define the domain param-

eters for the scheme such as the underlying groups. This is simply to reduce

the amount of notation. Our results can be expanded to cope with this by

inserting a domain parameter generation algorithmSetup which takes as in-

put 1κ and outputs a global or domain parameterI which is then passed to
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the key generation algorithm. We assume thatI as well as the security pa-

rameter 1κ are included in public keys. Various spaces such as the message,

randomness and ciphertext spaces are parameterised by public keys and are

denoted byMPKE(PK), RPKE(PK) and CPKE(PK) respectively. These spaces

could vary from one public key to another, as is the case with the RSA en-

cryption scheme, or could only depend on the domain parameterI , as in the

ElGamal encryption scheme.

• When the randomnessr is not explicitly passed to an algorithm, we assume

it is chosen uniformly at random from appropriate randomness space.

• A decryption algorithm could be probabilistic. Kiltz [58] describes a ran-

domised decryption algorithm for one of his schemes which performs better

than the deterministic alternative. Since we will not be dealing with ran-

domised decryption algorithms, we shall assume that they are deterministic

throughout this thesis.

We capture the fact that decryption undoes encryption formally by requiring

that the following experiment returns 1 with probability 1.

1. (SK,PK) ← GPKE(1κ)

2. m← MPKE(PK)

3. c← EPKE(m,PK)

4. m′ ← DPKE(c,SK)

5. If m′ = m return 1 else return 0

If this is the case, the scheme is calledcorrect. Observe that we have required

perfect correctness: any ciphertext produced by the genuine encryption algorithm

should always decrypt. All our concrete constructions do indeed satisfy this con-

dition, but our general results can be extended to cover schemes with weaker cor-
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rectness definitions, which allows a negligible failure in decryption, in the stan-

dard way [37]. Correctness condition for many other cryptographic primitives that

appear in this work will be clear from the context, and we will omit an explicit

game-based definition for the ease of exposition.

To cope with probabilistic encryption schemes, we sometimes require that not

too many choices forr encrypt a given message to a given ciphertext. Letγ(PK) be

the least upper bound such that

|{r ∈ RPKE(PK) : EPKE(m,PK; r) = c}| ≤ γ(PK)

for everym ∈ MPKE(PK) andc ∈ CPKE(PK). Our requirement is that the quantity

γ(PK)/|RPKE(PK)| is a negligible function of the security parameter. This condition

is sometimes referred to asγ-uniformity.

Let us now describe the various notions of security of a PKE scheme. Consider

the following two-stage games between an adversaryA= (A1,A2) of the encryption

algorithm and a hypothetical challenger.

OW-atk

1. (SK,PK) ← GPKE(1κ)

2. st← AO1
1 (PK)

3. m← MPKE(PK)

4. c∗ ← EPKE(m,PK)

5. m′ ← AO2
2 (c∗,st)

AdvOW−atk
PKE

(A) := Pr[m′ = m].

IND-atk

1. (SK,PK) ← GPKE(1κ)

2. (m0,m1,st) ← AO1
1 (PK)

3. b←{0,1}

4. c∗ ← EPKE(mb,PK)

5. b′ ← AO2
2 (c∗,st)

AdvIND−atk
PKE

(A) := |2Pr[b′ = b]−1|.

In the above games st is some state information and we requirem0 andm1 to be of

equal length1. Oi denotes the (set of) oracles to which the adversary has access.

1This condition on message lengths and the fact that st denotes some state information apply to
all games. We shall henceforth omit it.
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There are various possibilities for this oracle depending on the attack modelatk ∈

{CPA,CPA++,CCA1,CCA}:

• atk = CPA: In this model, which captures chosen plaintext attacks, the ora-

cles are all null2.

• atk = CPA++: In this model the adversary is given access to the following

oracles:

– A ciphertext validity oracle, which on input a ciphertextc returns 0 if

DPKE(c,SK) =⊥ and 1 otherwise. Public-key encryption schemes for

which an explicit algorithm exists to implement a plaintext/ciphertext

checking oracle will be calledverifiable.

– A plaintext/ciphertext checking oracle, which on input a messagem and

a ciphertextc returns 1 ifDPKE(c,SK) = m and 0 otherwise.

• atk = cCPA++: In this model, referred to as the complete CPA++ model,

the adversary is given access to the following oracles:

– A complete ciphertext validity oracle, which on input(c,PK) returns

1 if DPKE(c,SK) 6=⊥ and 0 otherwise. HereSK in the secret key cor-

responding to the public keyPK. We require the challenger tofind

SK if necessary. This oracle returns 0 ifPK is not a valid public key.

Public-key encryption schemes for which an explicit algorithm exists

to implement this oracle will be calledcompletely verifiable.

– A complete plaintext/ciphertext checking oracle, which takes(c,PK,m)

and returns 1 ifDPKE(c,SK) = m and 0 otherwise. The points made

above also apply here.

2A null oracle outputs the empty string on any input.
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• atk = CCA1: In this model, which captures non-adaptive chosen ciphertext

attacks, the oracleO1 is a decryption oracle with respect to the public keyPK

andO2 is the null oracle.

• atk= CCA: In this model, which captures adaptive chosen ciphertext attacks,

the oraclesO1 andO2 are decryption oracles with respect to the public key

PK, subject to the restriction thatO2 cannot be queried onc∗.

Note that the goal of the adversary in the game on the left is to fully recover the

message underlying the challenge ciphertext whereas its goal in the other game is

easier: it only needs to distinguish which of the two messages is encrypted inside

c∗.

A public-key encryption algorithm is considered to be secure, in the senseof

a given goal and attack model (IND-CCA for example) if, for all PPT adversaries,

the advantage in the relevant game above is a negligible function of the security

parameter3.

In the original work [20], a ciphertext equality oracle, which on input(c1,c2)

returns 1 ifDPKE(c1,SK) = DPKE(c2,SK) and 0 otherwise, is also required to exist.

The proof which appears in Section 7.2.2 is a corrected version where thisoracle

is no longer needed. We call the model with this extra oracle the CCA− model.

Dent [38] calls the attack model CPA++ in which an adversary has access only

to the ciphertext validity checking oracle the CPA+ model (which motivates our

naming). The CPA+ model was first used in [56] to attack a version of the EPOC-2

public-key encryption scheme; it is sometimes referred to as a “reaction attack”.

As we shall see in Chapter 7, one of our generic constructions only requires

a scheme which is OW-CPA++. Such schemes are readily available, for example,

the naive text-book RSA scheme is such a scheme, assuming the RSA problemis

3Once a security game and its advantage are formulated, security is defined by this requirement.
We shall henceforth omit it to avoid repetition.
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hard. As another example, one can take text-book ElGamal, on the assumption

that the gap Diffie–Hellman problem is hard. Textbook RSA is also completely

verifiable, as is textbook ElGamal, if one implements it, for instance, on a group

which admits a bilinear map. Note that in the latter case the DDH problem can be

solved using the bilinear map and hence the security of the scheme cannot rest on

this assumption.

The CPA++ attack model will only be used (in Chapter 7) in the one-way

context and hence we do not need to restrict the above oracles. One can formulate

CPA++ and/or CCA− models in the IND setting. One can then ask if there exist

schemes which are IND-CCA− but not IND-CCA secure.

Note, the way the oracles in CPA++ and CCA− models are defined. The ci-

phertext validity oracle, for instance, is not defined by requiring it to return 1 if

there is a messagem and random coinsr such thatEPKE(m,PK; r) = c. As we shall

see, these oracles will be used to simulate a consistent decryption oracle and hence

we have adapted the formulation above.

Shoup [86] and An et al. [6] consider another security notion called the gener-

alised CCA model (gCCA). In this model, the restriction on the decryption oracle

in the second stage of the game is extended to all ciphertexts which decrypt tothe

same message as that implicit in the challenge ciphertext. This definition allows

the so-calledbenignly malleableschemes to be classified as secure. An et al. [6]

argue that the gCCA model is a more natural definition of security compared tothe

CCA model. The ECIES scheme is only required to be IND-gCCA secure in some

standards [86].

2.3.3 Key Encapsulation Mechanisms

A standard KEM [37] is defined by a triple of PPT algorithms.

• GKEM(1κ): This is the probabilistic key generation algorithm. This takes as
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input 1κ and outputs a secret/public key pair(SK,PK) as well as the descrip-

tions of key spaceKKEM(PK) and encapsulation spaceCKEM(PK).

• EKEM(PK): This is the probabilistic key encapsulation algorithm. This takes

as inputPK and outputs(k,c) ∈ KKEM(PK)×CKEM(PK). The itemc is called

the encapsulation of the (session) keyk. The keyk is assumed to be uni-

formly distributed over the key spaceKKEM(PK).

• DKEM(c,SK): This is the deterministic decapsulation algorithm. On input a

user secret keySK and an encapsulationc this outputs the corresponding

value ofk or an invalid encapsulation symbol⊥.

The security of a KEM is defined according to the following two-stage games4:

OW-atk

1. (SK,PK) ← GKEM(1κ)

2. st← AO1
1 (PK)

3. (k,c∗) ← EKEM(PK)

4. k′ ← AO2
2 (c∗,st)

AdvOW−atk
KEM

(A) := Pr[k′ = k].

IND-atk

1. (SK,PK) ← GKEM(1κ)

2. st← AO1
1 (PK)

3. k0 ← KKEM(PK)

4. (k1,c
∗) ← EKEM(PK)

5. b←{0,1}

6. b′ ← AO2
2 (kb,c

∗,st)

AdvIND−atk
KEM

(A) := |2Pr[b′ = b]−1|.

Here the oraclesOi denote a decapsulation oracle with respect to the public key

PK. In the CPA attack model the adversary is not allowed any access toOi , while

in the CCA attack model it does have access toOi , subject to the restriction that in

the second phaseA is not allowed to callO2 on the challenge encapsulationc∗.

4It is shown in [70] that non-malleability under chosen ciphertext attacks isequivalent to IND-
CCA for KEMs.
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The following alternative security model for KEMs, which is in some sense

more natural as it provides both keys for the adversary, is shown to be equivalent

to the IND-atk definition in Lemma 2.2.

IND-atk′

1. (PK,SK) ← GKEM(1κ)

2. st← AO1
1 (PK)

3. k0 ← KKEM(PK)

4. (k1,c
∗) ← EKEM(PK)

5. b←{0,1}

6. b′ ← AO2
2 (c∗,kb,k1−b,st)

The advantage is defined as before.

We remark that the above security models can be simplified by omitting the first

phase. The resulting game is unchanged in the CPA case and is statistically-close

to the original definition when in the CCA attack model. This follows from the

fact that there is a negligible chance that the adversary could query the challenge

ciphertext to the decryption oracle in the first stage of the game.

Let us prove the equivalence of the atk and atk′ alternatives of KEM security

games. This will also serve as a warm-up to the reductions which will be presented

in this work.

Lemma 2.2. The IND-atk and IND-atk′ security models are equivalent.

Proof. Let us first prove IND-atk′ security implies IND-atk security. LetA be an

adversary against the IND-atk game. We construct an adversaryB against the IND-

atk′ game as follows. AlgorithmB on receiving a public keyPK passes it ontoA an-

swering any decapsulation oracle queries using its own equivalent oracle. WhenA

outputs st, algorithmB also outputs this to receive a challenge(c∗,kb,k1−b,st). Al-
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gorithmB now discards the third componentk1−b and returns the triple(kb,c
∗,st)

to A as the challenge. Oracle queries are answered as in the first stage. When B

receives a bitb′ it outputs this as its guess. Since the challenge bit is unchanged it

is clear that:

AdvIND−atk
′

KEM
(B) = AdvIND−atk

KEM
(A).

We now prove that IND-atk security implies IND-atk′ security. LetA be an

adversary against the IND-atk′ game. We construct an adversaryB against the

IND-atk game as follows. AlgorithmB on receiving the public keyPK returns it to

A, answering any decapsulation queries using its own equivalent oracle.WhenA

outputs st, algorithmB returns this to its challenge oracle to get(k∗,c∗,st). Now B

generates a keyk← KKEM(PK) and a random bitσ. It then setsk0 = k∗ andk1 = k

and passes(c∗,kσ,k1−σ,st) to A, answering any oracle queries as before. WhenA

returns a bitb′, algorithmB returns 1 ifσ = b′ and 0 otherwise.

Now whenb= 1,A is ran in the IND-atk′ game environment, with its challenge

bit beingσ. Hence,

AdvIND−atk
′

KEM
(A) = |Pr[b′ = 1|σ = 1∧b = 1]−Pr[b′ = 1|σ = 0∧b = 1]|.

Also

2Pr[b′ = σ|b = 1] = Pr[b′ = 1|σ = 1∧b = 1]+Pr[b′ = 0|σ = 0∧b = 1]

= Pr[b′ = 1|σ = 1∧b = 1]+1−Pr[b′ = 1|σ = 0∧b = 1].

Therefore

AdvIND−atk
′

KEM
(A) = |2Pr[b′ = σ|b = 1]−1|.

Also Pr[b′ = σ|b = 0] = 1
2 by information theoretic considerations (σ is indepen-
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dent of the adversary’s view). We obtain the result by observing:

2AdvIND−atk
KEM

(B) = |2Pr[b′ = σ|b = 1]−2Pr[b′ = σ|b = 0]|

= |2Pr[b′ = σ|b = 1]−1|

= AdvIND−atk
′

KEM
(A).

2.3.4 Data Encapsulation Mechanisms

A secret-key encryption (SKE) scheme [57] is specified by three PPT algorithms

as follows.

• GSKE(1κ): This is the probabilistic key generation algorithm which on in-

put a security parameter 1κ outputs a keyk ∈ KSKE(κ). As usual, the key,

message and ciphertext spaces are given byKSKE(κ), MSKE(κ) andCSKE(κ)

respectively.

• ESKE(m,k): This is the probabilistic encapsulation algorithm which on input

a messagem ∈ MSKE(κ) and a keyk ∈ KSKE(κ), outputs a ciphertextc.

• DSKE(c,k): This is the deterministic decryption algorithm which on input

a ciphertextc and a keyk ∈ KSKE(κ) outputs a messagem ∈ MSKE(κ) or a

failure symbol⊥.

An SKE scheme is calledcorrect if DSKE(ESKE(m,k),k) = m for all keys k and

messagesm.

The security of an SKE scheme is defined through games similar to those in

the public-key setting.
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IND-atk

1. k← GSKE(1κ)

2. (m0,m1,st) ← AO1
1 (1κ)

3. b←{0,1}

4. c∗ ← ESKE(mb,k)

5. b′ ← AO2
2 (c∗,st)

AdvIND−atk
SKE

(A) := |2Pr[b′ = b]−1|.

FG-atk

1. (m0,m1,st) ← A1(1κ)

2. k← GDEM(1κ)

3. b←{0,1}

4. c∗ ← EDEM(mb,k)

5. b′ ← AO
2 (c∗,st)

AdvFG−atk
DEM

(A) := |2Pr[b′ = b]−1|.

The oraclesOi in the IND-atk game on the left denote an encryption and, in the

CCA setting, a decryption oracle subject to the usual restriction thatO2 cannot

be queried onc∗. In contrast to the public-key setting, the encryption oracle is

necessary to enable the adversary to perform encryption on plaintexts of its choice.

The IND-atk security notion is stronger than what we will need in our work.

Note that in the KEM-DEM construction (see Section 2.4.1), the session key is

chosen after the message and it is only used once. This observation leadsto a

relaxed security model, presented above on the right, where only a second stage

attack is permitted. In this game, known as the Find-then-Guess (FG) game,O in

the CCA setting, is a decryption oracle with respect to the keyk. The adversary

does not have access to an encryption oracle anymore. A secret-key encryption

scheme used in this weaker context is referred to as adata encapsulation mecha-

nism(DEM).

As shown in [37], a secure DEM can be constructed using the one-time pad,

with its key expanded using a pseudo-random generator, together with a one-time

message authentication code (MAC), which ensures the authenticity of the en-

crypted data.
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2.3.5 Identity-Based Encryption Schemes

Here we give the security notions for an identity-based encryption scheme, as

first introduced by Boneh and Franklin [23]. An identity-based encryption (IBE)

scheme is specified by four PPT algorithms.

• GIBE(1κ): A probabilistic algorithm which takes as input the security pa-

rameter 1κ and returns the TA’s master secret keyMsk and a matching master

public keyMpk5.

• XIBE(ID,Msk): The (possibly) probabilistic private key extraction algorithm

which takes as inputMsk andID ∈ {0,1}∗, an identifier string for a user, and

returns the associated private keyD.

• EIBE(m,ID,Mpk; r): This is the probabilistic encryption algorithm. On input

a messagem ∈ MIBE(Mpk), an identifierID, the master public keyMpk and

possibly some randomnessr ∈RIBE(Mpk), this algorithm outputs a ciphertext

c ∈ CIBE(Mpk).

• DIBE(c,D): This is the deterministic decryption algorithm. On input a ci-

phertextc and a private keyD this outputs a messagem ∈ MIBE(Mpk) or a

failure symbol⊥.

The correctness of an IBE scheme is defined analogously to a PKE schemeby

requiring that for all identities decryption undoes encryption given the correct user

private key.

Again, to cope with probabilistic IBE schemes, we sometimes require that not

too many choices forr encrypt a given message to a given ciphertext. Letγ(Mpk)

be the least upper bound such that

|{r ∈ RIBE(Mpk) : EIBE(m,ID,Mpk; r) = c}| ≤ γ(Mpk)
5The points on the definition of a PKE scheme in Section 2.3.2 also apply here.
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for everyID ∈ {0,1}∗, m ∈ MPKE(Mpk) andc ∈ CPKE(Mpk). Our requirement is that

the quantityγ(Mpk)/|RPKE(Mpk)| is a negligible function of the security parameter.

Consider the following two-stage games between an adversaryA of the encryp-

tion algorithm and a hypothetical challenger.

OW-atk

1. (Msk,Mpk) ← GIBE(1κ)

2. (ID∗,st) ← AO1
1 (Mpk)

3. m← MIBE(Mpk)

4. c∗ ← EIBE(m,ID
∗,Mpk)

5. m′ ← AO2
2 (c∗,st)

AdvOW−atk
IBE

(A) := Pr[m′ = m].

IND-atk

1. (Msk,Mpk) ← GIBE(1κ)

2. (m0,m1,ID
∗,st) ← AO1

1 (Mpk)

3. b←{0,1}

4. c∗ ← EIBE(mb,ID
∗,Mpk)

5. b′ ← AO2
2 (c∗,st)

AdvIND−atk
IBE

(A) := |2Pr[b′ = b]−1|.

Here, Oi are the oracles to which the adversary has access. There are various

possibilities for these oracles depending on the attack model:

• In the CPA model (atk=CPA) the adversary only has access to a private key

extraction oracle which on input ofID 6= ID∗ outputs the corresponding value

of D.

• In the CCA model (atk=CCA) the adversary has access not only to a private

key extraction oracle as above, but also to a decryption oracle with respect

to any identityID of the adversary’s choosing. The adversary has access to

this decryption oracle, subject to the restriction that in the second phaseA is

not allowed to call it with the pair(c∗,ID∗).

Remark. Although the concrete IBE schemes considered in this thesis have de-

terministic key extraction algorithms, we mention that one should clearly state the

behaviour, on repeated queries, of an oracle corresponding to a probabilistic key
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extraction algorithm. For generic results the convention agreed does not usually

affect the security argument. For concrete schemes, however, it is usually assumed

in the literature that the extraction oracle simply returns the previously computed

value [22, 48, 88]. This observation applies to all oracles corresponding to ran-

domised algorithms.

The security model for an IBE scheme could be considered in a weaker setting

where the adversary does not choose the target identityID∗ adaptively. In this

selectivemodel the attacked identity is chosen at the beginning of the game:
OW-atk

1. (ID∗,st) ← A0(1κ)

2. (Msk,Mpk) ← GIBE(1κ)

3. st← AO1
1 (Mpk)

4. m← MIBE(Mpk)

5. c∗ ← EIBE(m,ID
∗,Mpk)

6. m′ ← AO2
2 (c∗,st)

IND-atk

1. (ID∗,st) ← A0(1κ)

2. (Msk,Mpk) ← GIBE(1κ)

3. (m0,m1,st) ← AO1
1 (Mpk,st)

4. b←{0,1}

5. c∗ ← EIBE(mb,ID
∗,Mpk)

6. b′ ← AO2
2 (c∗,st)

Hereatk ∈ {sCPAs,sCCA} and the advantage of an adversary is defined as in

the non-selective games. This weaker, but still reasonable, security requirement

might allow for a wider range of IBEs to be classified as secure. It is worthnoting

that a selective-ID secure IBE scheme can often be converted to a fully secure

scheme by modelling the hash function applied to identities as a random oracle

model [22].

2.3.6 Certificateless Encryption Schemes

We now describe certificateless encryption schemes as first proposed by Al-Riyami

and Paterson. We refer the reader to the original works [5, 2, 4] as well as the new

work done in this area [41, 39] for further details.
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A certificateless scheme makes use of a trusted third party known as a key

generation centre (KGC). Unlike the trusted party in an identity-based setting, the

KGC does not have access to users’ private keys. The KGC uses a global secret

key to computepartial private keysfor users from their identities. Partial private

keys are passed from the KGC to the users in a possibly untrusted manner (see [2]

for a discussion of the transmission mechanism in more detail). After a user with

identityID has been supplied with partial private keyD by the KGC, it combinesD

with some additional secret information, itssecret value, to generate a full private

key S. The secret value is not known to the KGC and therefore neither isS. The

user can compute its public keyPK without knowingD.

The system is not identity-based: the public key of a user cannot be derived

from its identity alone. Instead, a user publishes its public key in some publicly

accessible directory. Unlike a traditional public key infrastructure (PKI), it is not

necessary to obtain and verify certificates for public keys in this scenario.

Formally, a certificateless scheme is specified by six PPT algorithms.

• Setup(1κ). This is a global setup algorithm, which takes as input the secu-

rity parameter 1κ and returns the Key Generation Centre’s (KGC) secret key

Msk and domain parametersI including a master public keyMpk and descrip-

tions of message spaceMCLE(I), ciphertext spaceCCLE(I) and randomness

spaceRCLE(I). This algorithm is executed by the KGC, which publishesI .

• Extract-Partial-Private-Key(ID,Msk, I). A probabilistic algorithm that

takes as inputMsk, I and an identifier stringID∈{0,1}∗ representing a user’s

identity, and returns a partial private keyD. This algorithm is run by the

KGC, after verifying the user’s identity.

• Generate-User-Keys(ID, I).A probabilistic algorithm which takes an iden-

tity and the domain parameters and outputs a secret valueSK and a public key
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PK. This algorithm is run by a user to obtain a public key and a secret value

which can be used to construct a full private key. The public key is published

without certification.

• Set-Private-Key(D,SK, I). A deterministic algorithm which takes as input

a partial private keyD and a secret valueSK and returns the full private keyS.

Again, this algorithm is run by a user to construct the full private decryption

key.

• ECLE(m,PK,ID,Mpk; r): This is the probabilistic encryption algorithm. On

input a messagem ∈ MCLE(I), a public keyPK, an identifierID, the master

public keyMpk, and possibly some randomnessr ∈ RCLE(I), this algorithm

outputs either a ciphertextc ∈ CCLE(I) or an error symbol⊥.

• DCLE(c,S). This is the deterministic decryption algorithm. On input a ci-

phertextc and the full private keySthis algorithm outputs the corresponding

value of the plaintextm or a failure symbol⊥.

Owing to the lack of authenticating information for public keys, certificates for

example, an adversary may be able to replace users’ public keys with publickeys of

its choice. This appears to give adversaries enormous power; however, to compute

the full private key of a user, knowledge of the partial private key is necessary.

To capture this scenario, Al-Riyami and Paterson [5] consider a securitymodel in

which an adversary is able to adaptively replace users’ public keys with public keys

of its choice. Such an adversary is called a Type-I adversary.

In a certificateless cryptosystem we also need to ensure the desired escrow-free

property of the system holds. An honest-but-curious KGC, who has access to all

the user partial private keys, should not be able to eavesdrop on private communi-

cation. We refer to an adversary in this setting as a Type-II adversary.

Below we formally describe the two types of adversary discussed above.
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IND-atk-xs

1. (Msk,Mpk) ← Setup(1κ)

2. (m0,m1,ID
∗,st) ← AO1

1 (Mpk,aux)

3. b←{0,1}

4. c∗ ← ECLE(mb,PK
∗,ID∗,Mpk)

5. b′ ← AO2
2 (c∗,st)

When performing the encryption (step 4) in the games, the challenger uses the

current public keyPK∗ of the user with identifierID∗. The adversary’s advantage

is defined to be

AdvIND−atk−x
s

CLE
(A) := |2Pr[b′ = b]−1|,

wherex denotes the type of the attack (I or II) and the variables takes one of the

three values−, + or the empty string and denotes the strength of the attack. These

are referred to as weak, strong and normal Type-x models respectively. In a Type-I

gameaux is the empty string whereas in Type-II, it is the master secret keyMsk.

The oracles to which the adversary has access to are as follows.

• Request public key: on input anID, return the corresponding public key.

This oracle generates a newPK if it does not already exist.

• Replace public key: on input anID and a valid public key6 PK, replace the

public key ofID with PK.

• Extract partial private key: on input anID, return a partial private key for

that identity.

• Extract full private key: on input anID, return a full private key for that

identity.

6In our schemes public keys can be checked for validity.
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• Decryption: on input a ciphertext and an identity, this oracle constructs a full

private key corresponding to the identity, obtaining a public key for it first,

and returns the result of running the decryption algorithm on the ciphertext

and the computed full private key. Note that this oracle might be asked to

decrypt a ciphertext with respect to a replaced public key. In this case,the

decryption oracle is required to firstfind a matching secret value for the

public key, and then decrypt the ciphertext using this secret key.

Let us now describe what the oracle restrictions are in each setting.

A strong Type-I adversary should respect the following restrictions:

1. No full private key extraction forID∗ at any point.

2. No full private key extraction for any identity if the corresponding publickey

has been replaced.

3. No partial private key extraction forID∗ if public key of this identity has

been replaced before challenge ciphertext was issued.

4. No decryption query onc∗ underID∗ unless the public keyPK∗ used to en-

cryptmb is replaced.

The decryption oracle is restricted further in the weak and normal Type-Isettings:

• Normal Type-I: if the adversary has replaced a public key and it subsequently

requires a decryption query that involves a decryption with the corresponding

secret key, it must supply the associated secret value to the decryption oracle.

Note that the decryption oracle continues to useMsk which is unknown to

the adversary.

• Weak Type-I: in this case no decryption queries on replaced public keysare

allowed.
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The oracle access restrictions that a Type-II adversary should respect are simi-

lar to those given in conditions 1–4 above, but with the following extra restrictions:

5. No partial private key extraction for any identity as the adversary cancom-

pute these usingaux = Msk.

6. No public key replacement onID∗ in the first stage.

Normal and weak Type-II adversaries are defined analogously.

Remark. Since the KGC is able to produce partial private keys, it is assumed

in the original work [5] that the KGC does not replace users public keys itself.

Under this assumption, a user is placing the similar level of trust in a KGC that it

would in a PKI certificate authority: it is always assumed that a CA does not issue

certificates for individuals on public keys which it has maliciously generateditself!

We denote a non-replacing Type-II adversary with Type-II=, as it is weaker than

a Type-II− adversary. We believe the Type-II model as introduced here is a more

natural model. Not only it captures a wider range of attacks by the KGC, it also

allows for results such as Lemma 8.1 to be established. Note also that a Type-I

adversary in [5] is referred to as a Type-I+ adversary here.

There exist stronger models for misbehaving KGCs. The malicious KGC

model [7] formalises the setting where the KGC generates the system parameters

(Msk,Mpk) maliciously. A more natural and stronger variant of this model, where

the adversary is not required to provide the master secret key, is presented below.

The allowed oracles and their restrictions in the Type-Ms model are identical to

those in the Type-IIs model. Note that in order to answer decryption queries in the

strong variant the challenger might need to findD as well asSK [40]. These values

should be provided by the adversary in the normal models.
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IND-atk-Ms

1. (Mpk,st) ← A0(1κ)

2. (m0,m1,ID
∗,st) ← AO1

1 (Mpk,aux,st)

3. b←{0,1}

4. c∗ ← ECLE(mb,PK
∗,ID∗,Mpk)

5. b′ ← AO2
2 (c∗,st)

AdvIND−atk−M
s

CLE
(A) := |2Pr[b′ = b]−1|.

In each of the above settings, if the adversary does not make any decryption

queries, it is said to be an IND-CPA-x adversary. The strength of attackin the CPA

models is irrelevant as there are no decryption oracles.

Remark. Whether the strong security models given above are relevant to prac-

tice or not remains controversial. The game which requires correct decryption of

ciphertexts with replaced public keys cannot be specified in a way which runs in

polynomial time: one needs to search through an exponential space to find acorrect

matching secret value. Given that oracles are intended to model real life procedures

which have polynomial run-time, the relevance of these models is somewhat theo-

retical. The authors in [5] justify these models by stating that they leave a margin

of error in the security analysis. Strongly secure CLE schemes are shown to be

realisable in the standard model [41]: although the original game does not run in

polynomial time, a suitable deformation of it, which is negligibly different from

any PPT adversary’s view, does run in polynomial time.

2.3.7 One-Time Signature Schemes

So far we have presented different flavours of encryption schemes whose goals

were to ensure the privacy of data. Digital signature schemes, on the other hand,
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are concerned with the problem ofauthenticityof data, ensuring the receiver of the

origin and integrity of data. A (digital) signature scheme is formally defined via

three PPT algorithms are follows.

• GSIG(1κ): This is the probabilistic key generation algorithm which, on input

of the security parameter, outputs a verification/signing key pair(vk,sk).

This algorithm might be split into a global parameter and a key generation

algorithm as for PKE schemes.

• Sig(m,sk): This is the probabilistic signature algorithm, which takes a mes-

sagem and a secret keysk, and returns a signatureσ.

• Ver(m,σ,vk): This is the deterministic verification algorithm which, given

a messagem, a signatureσ on the message and a verification keyvk, returns

either 0 (for reject) or 1 (for accept).

In our constructions of workflow schemes in Chapter 6, we achieve chosen

ciphertext security using an adaptation of the technique by Canetti et al. [29] which

is based on a one-time signature (OTS) scheme. An OTS is a signature scheme

which satisfies only a weak notion of security where the adversary gets to see only

one signature. For a general signature scheme, however, the adversary has access to

a signing oracle on messages of its choice, providing access to multiple signatures.

Thestrong existential unforgeabilityof an OTS scheme is defined through the

following game in which any PPT adversary must have negligible advantage.

UF

1. (vk,sk) ← GOTS(1κ)

2. (m,st) ← A1(vk)

3. σ ← Sig(sk,m)

4. (m′,σ′) ← A2(σ,st)
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The advantage is defined to be:

AdvUF
OTS

(A) := Pr[(m′,σ′) 6= (m,σ) ∧ Ver(m′,σ′,vk) = 1].

One-time signature schemes meeting this security definition can be constructed

from any one-way function [61].

2.3.8 Secret Sharing Schemes

Informally, a secret sharing scheme allows a number of parties to share a secret

between them in a way which allows the original secret to be reconstructed if, for

example, a threshold number of parties provide their shares. In this thesis,we

follow the approach in [19] for secret sharing over general accessstructures.

Definition 2.13. A collectionP of subsets of a set P= {X1, . . . ,Xn} is called a

monotone access structure on P if:

∀A∈ P and∀B⊆ P,A⊆ B⇒ B∈ P .

A set Q⊆ P is called a qualifying subset of P if Q∈ P .

The access structures considered in this work are all monotone and non-trivial

(P 6= /0). Note that non-triviality impliesP∈ P .

A secret sharing scheme is defined as a pair of algorithms as follows.

• S(1κ,s,P ): This is the probabilistic secret sharing algorithm which on input

of the security parameter 1κ, a strings and a (monotone) access structure

P , outputs a list of sharesshr = (shr1, . . . ,shrn) one for each element in

P = {X1, . . . ,Xn} as well as some auxiliary informationaux.

• S
−1(shr,aux): This is the deterministic secret reconstruction algorithm. On

input a list of sharesshr and some auxiliary informationaux, this algorithm
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outputs a secrets or a failure symbol⊥.

A secret sharing scheme iscorrect if for all access structuresP and strings

s ∈ {0,1}∗ of polynomial length inκ, the following experiment returns 1 with

probability 1.

1. (shr,aux) ← S(1κ,s,P )

2. Q← P

3. Parse(Xi1, . . . ,Xik) ← Q

4. [shr′] j ← [shr]i j ,1≤ j ≤ k

5. s′ = S
−1(shr′,aux)

6. If s′ = s return 1 else return 0

Our workflow schemes in Chapter 6 use secret sharing schemes as a building-

block. The level of security provided by a secret sharing scheme will influence the

overall security of our constructions. We consider both perfect and computational

(non-perfect) secret sharing schemes [59].

For perfect secret sharing we will not require a game-based securitydefini-

tion. When necessary, we use an information-theoretical argument basedon the

following definition of security.

Definition 2.14(Perfect Secret Sharing). A secret sharing scheme provides perfect

secrecy if every non-qualifying subset of shares does not contain any information

about the secret (in the information-theoretic sense). Formally, for any non-empty

and non-qualifying set{i1, . . . , in} of an access structureP , and for every two se-

cretssec0 andsec1, let (auxb,shrb) ← S(secb,P ), for b∈ {0,1}. Then, for every

possible share valueshri j , 1≤ j ≤ n and for every possibleaux value

Pr[shri j = [shr0]i j ]=Pr[shri j = [shr1]i j ] and Pr[aux = aux0]=Pr[aux = aux1].
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Note that, for perfect secret sharing schemes we do not have an asymptotic

definition of security, and therefore we drop the security parameter in the primitive

definition.

In perfect secret sharing schemes, the secret size constitutes a lowerbound

on the individual size of shares. To reduce this lower bound, one must relax the

security definition and settle for polynomial-time indistinguishability. For compu-

tational secret sharing, we shall use the following definitions of security:secret

indistinguishability against selective share attacks (IND-SSA), and against chosen

share attacks (IND-CSA).

IND-SSA

1. (s0,s1,P
∗, i1, . . . , ik,st) ← A1(1κ)

2. b←{0,1}

3. (shr∗,aux∗) ← S(1κ,sb,P
∗)

4. b′ ← A2(aux
∗,([shr∗]i j )

k
j=1,st)

IND-CSA

1. (s0,s1,P
∗,st) ← A1(1κ)

2. b←{0,1}

3. (shr∗,aux∗) ← S(1κ,sb,P
∗)

4. b′ ← AO
2 (aux∗,st)

In the SSA model,k≤ n, and{i1, . . . , ik} must not include a qualifying set of shares

in P ∗. In the CSA model,O is a share extraction oracle subject to the condition

that the adversary cannot extract a set of shares corresponding toa qualifying set

in P ∗. The advantage is:

AdvIND−atk
SS

(A) := |2Pr[b′ = b]−1|,

whereatk ∈ {SSA,CSA}.

2.4 Cryptographic Constructions

For completeness, in this section we describe the details of some well-known cryp-

tographic constructions which are referred to frequently in this work.
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2.4.1 The KEM-DEM Construction

The formal details for the KEM-DEM construction, as discussed in Section 1.3,

are shown below.

EPKE(m,PK)

• (k,c1) ← EKEM(PK)

• c2 ← EDEM(m,k)

• c← (c1,c2)

• Returnc

DPKE(c,SK)

• (c1,c2) ← c

• k← DKEM(c2,SK)

• If k =⊥ return⊥

• m← DDEM(c2,k)

• Returnm

The proof of the following theorem can be found in [37].

Theorem 2.1 (Cramer and Shoup). The above construction results in an IND-

CCA secure public-key encryption scheme if the underlying KEM and DEMare

IND-CCA and FG-CCA secure respectively. More precisely, for any adversary A

there exist adversaries B1 and B2 such that:

AdvIND−CCA
PKE

(A) ≤ 2AdvIND−CCA
KEM

(B1)+AdvFG−CCA
DEM

(B2).

2.4.2 The Fujisaki–Okamoto Transformation

Fujisaki and Okamoto [45] gave a general transformation which convertsany (rea-

sonable) OW-CPA secure public-key encryption scheme to one which achieves

IND-CCA security in the random oracle model. This transformation was later ex-

tended to incorporate identity-based and certificateless encryption schemes [89,

63].

The key generation algorithm of the transformed scheme is the same as that in

the underlying PKE scheme. Encryption and decryption are as follows.
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EPKE
′(m,PK)

• m′ ← MPKE(PK)

• r ← H(m′,m)

• c1 ← EPKE(m
′,PK; r)

• c2 ← ESKE(m,KDF(m′))

• c← (c1,c2)

• Returnc

DPKE
′(c,SK)

• (c1,c2) ← c

• m′ ← DPKE(c1,SK)

• If m′ =⊥ return⊥

• m← DSKE(c2,KDF(m′))

• If m =⊥ return⊥

• r ← H(m′,m)

• If c1 6= EPKE(m
′,PK; r) return⊥

• Returnm

Here the key derivation function KDF :MPKE(PK)→KSKE(κ) is a cryptographic

hash function. It is proved in [45] that:

Theorem 2.2 (Fujisaki and Okamoto). In the random oracle model, the above

transformation results in an IND-CCA public-key encryption scheme if the under-

lying PKE scheme is OW-CPA secure andγ-uniform and the SKE is FG-CCA se-

cure. More precisely, for any adversary A there exist adversaries B1 and B2 such

thatAdvIND−CCA
PKE

′ (A) is at most

(2(qH +qK)ε1 + ε2 +1)

(

1−2ε1−2ε2−
γ(PK)

|RPKE(PK)|
−

1
|MPKE(PK)|

)−qD

−1,

whereε1 = AdvOW−CPA
PKE

(B1), ε2 = AdvFG−CCA
SKE

(B2), qH ,qK and qD denote the number

of queries to H,KDF and decryption queries respectively andγ(PK) is as defined

in Section 2.3.2.

A refined security analysis of this transformation is presented in [47].
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2.4.3 A Generic Construction of KEMs

Dent [38] describes a method akin to that introduced by Fujisaki and Okamoto [45]

which builds an IND-CCA secure KEM using an OW-CPA secure PKE scheme.

Combined with a secure DEM, we obtain an alternative way to build a secure PKE

scheme.

EKEM(PK)

• m′ ← MPKE(PK)

• r ← H(m′)

• c← EPKE(m
′,PK; r)

• k← KDF(m′)

• Return(k,c)

DKEM(c,SK)

• m′ ← DPKE(c,SK)

• If m′ =⊥ return⊥

• r ← H(m′)

• If c 6= EPKE(m
′,PK; r) return⊥

• k← KDF(m′)

• Returnk

Theorem 2.3(Dent). In the random oracle model, the above transformation results

in an IND-CCA secure key encapsulation mechanism if the underlying PKEscheme

is OW-CPA secure andγ-uniform. More precisely, for any adversary A there exists

an adversary B such that:

AdvIND−CCA
PKE

′ (A) ≤ 2(qD +qH +qK)AdvOW−CPA
PKE

(B)+
2qD

|MPKE(PK)|
+

2γ(PK)qD

|RPKE(PK)|
,

where qH ,qK and qD are the number of queries to H,KDF and the decapsulation

oracles respectively andγ(PK) is as defined in Section 2.3.2.

The transparency of security proofs is often cited as a problem in the crypto-

graphic community. The proofs of Theorems 2.1 and 2.3 are considerably simpler

than that of Theorem 2.2 given in [45]. This demonstrates one of the benefits of a

modular approach to design of cryptosystems.
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2.4.4 The ElGamal Encryption Scheme

Given a computational group schemeΓ with a generatorP of order p, the El-

Gamal public-key encryption scheme [44] operates as follows. The global pa-

rameter isI = Γ which includes the security parameter and the group definition.

The key generation algorithmGPKE(I) takes the global parameters and returns a

key pair(SK,PK) = (x,xP) for x ← Z
∗
p. The encryption algorithmEPKE(m,PK; r)

takes the public key and a message in the message spaceMPKE(I) = G, and re-

turns a ciphertext(c1,c2) := (rP,m+ r ·PK) for r ← Z
∗
p. The decryption algorithm

DPKE((c1,c2),SK) takes a ciphertext inG×G and a secret key and returns the mes-

sagem = c2−SK ·c1. This scheme could be easily shown to be IND-CPA secure

under the DDH assumption [87]:

AdvIND−CPA
PKE

(A) ≤ 2AdvDDHΓ (B).

The “hashed” version of this scheme, wherec2 = m⊕H(rPK), can be shown

to be IND-CPA secure under the weaker CDH assumption in the random oracle

model. Hashed ElGamal KEM [37] is shown to be IND-CCA secure under thegap

Diffie–Hellman assumption in the ROM.

2.4.5 The IBE Scheme of Boneh and Franklin

Boneh and Franklin [23] gave two identity-based encryption schemes, one called

BasicIdent satisfying the OW-CPA security definition and the other called FullIdent

satisfying the IND-CCA security definition of an IBE scheme. In one of ourcon-

structions in Chapter 3 we will use the BasicIdent system, but will then compare

the construction with the FullIdent system.

For a computational bilinear group schemeΓ, we will need to define crypto-
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graphic hash functions:

H1 : {0,1}∗ −→ G2,

H2 : GT −→ {0,1}n,

H3 : {0,1}∗ −→ Z
∗
p,

for an integern corresponding to the length of messages to be encrypted.

In both schemes the trusted authority’s keys are given byMpk = Msk ·P1 for

Msk ∈ Z
∗
p chosen uniformly at random, and the user private keyD for identity ID

is D = Msk ·QID whereQID := H1(ID).

BasicIdent:

We defineMIBE(Mpk) = {0,1}n, CIBE(Mpk) = G1×{0,1}n andRIBE(Mpk) = Z
∗
p.

We then define

E
BasicIdent

IBE
(m,ID,Mpk; r)

• c1 ← rP1

• QID ← H1(ID)

• t ← e(Mpk,QID)
r

• c2 ← m⊕H2(t)

• Return(c1,c2)

D
BasicIdent

IBE
(c,D)

• (c1,c2) ← c

• t ← e(U,D)

• m← c2⊕H2(t)

• Returnm

Note thatγ(Mpk)/|RIBE(Mpk)| for BasicIdent is equal to 1/p≈ 2−κ.

Boneh and Franklin prove the following security result about BasicIdent.

Theorem 2.4. Let H1 and H2 be modelled as random oracles and suppose A is an

adversary against BasicIdent making at most qX private key extraction queries and

q2 queries of H2. Then there is an algorithm B with essentially the same running
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time of A such that

AdvOW−CPA
IBE

(A) ≤ e· (1+qX) ·q2 ·

(

AdvCBDHΓ (B)+
1

q2 ·2n

)

.

Here, and in Theorems 2.5 and 2.6 below, e is the base of the natural logarithm.

FullIdent:

Although not explicitly defined in [23], there are in fact two variants of FullIdent

mentioned in [23]. We shall present both here.

FullIdent-1:

We defineMIBE(Mpk) = {0,1}n, CIBE(Mpk)= G1×{0,1}n×{0,1}|m|, RIBE(Mpk) =

{0,1}n. We require all the hash functions used by BasicIdent and in addition we re-

quire a cryptographic hash functionH4 : {0,1}n −→ {0,1}|m|, to encrypt messages

of length|m|. We define the scheme as follow.

E
FullIdent−1
IBE

(m,ID,Mpk;σ)

• r ← H3(σ,m)

• (c1,c2)←E
BasicIdent

IBE
(σ,ID,Mpk; r)

• c3 ← m⊕H4(σ)

• Return(c1,c2,c3)

D
FullIdent−1
IBE

(c,D)

• (c1,c2,c3) ← c

• σ←D
BasicIdent

IBE
((c1,c2),D)

• m← c3⊕H4(σ)

• r ← H3(σ,m)

• If rP1 6= c1 return⊥

• Returnm

The authors in [23] handle the security of the FullIdent-1 scheme above byfirst

reducing it to the security of a standard public-key encryption and then establishing

the security of this latter scheme using the Fujisaki–Okamoto transformation as

described in Section 2.4.2.
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Theorem 2.5. Let H1, H2, H3 and H4 be modelled as random oracles and suppose

A is an adversary against FullIdent-1 making at most qX private key extraction

queries, qD decryption queries and q2,q3 and q4 queries of H2, H3 and H4 respec-

tively. Then there is an algorithm B, running in time essentially that of A, such

that

AdvIND−CCA
IBE

(A) ≤ c1 ·

(

1
c2

(

c3 ·

(

q2 ·AdvCBDHΓ (B)+
1
2n

)

+1

)

−1

)

,

where c1 = e· (1+qX +qD), c2 = (1−2/p)qD and c3 = 2· (q3 +q4).

FullIdent-2:

Let (GSKE,ESKE,DSKE) denote a symmetric encryption scheme, with message space

MSKE(κ), ciphertext spaceCSKE(κ) and key spaceKSKE(κ) for security parameter

κ. We assume that this symmetric algorithm is secure in the sense of FG-CPA. The

following scheme is mentioned but not analysed in [23]. We define

MIBE(Mpk) = MSKE(κ)

CIBE(Mpk) = G1×{0,1}n×CSKE(κ)

RIBE(Mpk) = {0,1}n.

We also let

H5 : {0,1}∗ −→ KSKE(κ)

denote a cryptographic hash function. We then define encryption and decryption

algorithms as follows.
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E
FullIdent−2
IBE

(m,ID,Mpk;σ)

• r ← H3(σ,m)

• (c1,c2)←E
BasicIdent

IBE
(σ,ID,Mpk; r)

• c3 ← ESKE(m,H5(σ))

• Return(c1,c2,c3)

D
FullIdent−2
IBE

(c,D)

• (c1,c2,c3) ← c

• σ←D
BasicIdent

IBE
((c1,c2),D)

• m← DSKE(c3,H5(σ))

• r ← H3(σ,m)

• If rP1 6= c1 return⊥

• Returnm

The following result can be proved for the scheme FullIdent-2 using the same ar-

gument as is used in [23] for FullIdent-1. Alternatively one could use the result

in [89] to derive this result.

Theorem 2.6.Suppose H1, H2, H3 and H5 are modelled as random oracles and A is

an adversary against FullIdent-2 making at most qX private key extraction queries,

qD decryption queries and q2,q3 and q5 queries of H2, H3 and H5 respectively.

Then there are algorithms B1 and B2, running in time essentially that of A, such

that

AdvIND−CCA
IBE

(A) ≤ c1 ·







1
c2







c3 ·
(

q2 ·AdvCBDHΓ (B1)+ 1
2n

)

+AdvFG−CPA
SKE

(B2)+1






−1






,

where c1 = e· (1+qX +qD), c3 = 2· (q3 +q5) and

c2 =

(

1−2

(

q2 ·AdvCBDHΓ (B1)+
1
2n

)

−2AdvFG−CPA
SKE

(B2)−
1
p
−

1
|MSKE(Mpk)|

)qD

.

2.4.6 The IBE Scheme of Sakai and Kasahara

Sakai and Kasahara [77] gave another identity-based encryption scheme based on

bilinear maps. The key generation algorithm of this scheme is identical to that in
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2.4 Cryptographic Constructions

the IBE scheme of Boneh and Franklin: a random element ofZ
∗
p is the master

secret key and the master public key is set to beMsk ·P1. The user private keys are

derived using the following alternative method:

X
BasicSK

IBE
(ID,Msk) :=

1
Msk+H1(ID)

P2,

whereH1 : {0,1}∗ → Z
∗
p is a cryptographic hash function. The encryption and

decryption algorithms are:

E
BasicSK

IBE
(m,ID,Mpk; r)

• r ← Z
∗
p

• c1 ← r(Mpk+H1(ID) ·P1)

• c2 ← m⊕H2(e(P1,P2)
r)

• c← (c1,c2)

• Returnc

D
BasicSK

IBE
(c,D)

• (c1,c2) ← c

• m← c2⊕H2(e(c1,D))

• Returnm

Note that ife(P1,P2) is pre-computed, no pairing computations will be needed

when encrypting data. Note also that no hashing into groupG2 is needed.

Chen et al. in [30] established the IND-CPA security of this construction under

the q-BDHI assumption (see Section 2.2.2). The authors then use the Fujisaki–

Okamoto transformation a la Boneh and Franklin to build a fully secure IND-CCA

scheme in the random oracle model.
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Chapter 3

Identity-Based Key

Encapsulation Mechanisms

In this chapter we extend the concept of key encapsulation mechanisms to the

identity-based setting (an IBKEM). After defining appropriate security models for

this primitive, we show that the natural combination of secure IBKEMs and data

encapsulation mechanisms results in secure identity-based encryption schemes.

Next, we give a generic construction of IBKEMs, and compare a specificinstan-

tiation of it with the FullIdent-2 scheme (Section 2.4.5) and a construction due to

Lynn [66], whose security is proved in Section 3.2.1. Parts of this chapter, first

appeared in [20] and represent joint work with Kamel Bentahar, John Malone-Lee

and Nigel Smart.

3.1 The IBKEM-DEM Paradigm

3.1.1 The IBKEM Primitive

An IBKEM is specified by four PPT algorithms as follows.

• GIBKEM(1κ). A probabilistic algorithm which takes as input 1κ and returns
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3.1 The IBKEM-DEM Paradigm

the master public keyMpk and the master secret keyMsk. This algorithm

also outputs a description of the key space. The remark regarding the key

generation algorithm of a PKE made in Section 2.3.2 also applies here.

• XIBKEM(ID,Msk). A (possibly) probabilistic algorithm which takes as input

Msk and an identifier stringID ∈ {0,1}∗ for a user and returns the associated

private keyD.

• EIBKEM(ID,Mpk). This is the probabilistic encapsulation algorithm. On input

of ID andMpk this outputs a pair(k,c) wherek ∈ KIBKEM(Mpk) is a key and

c ∈ CIBKEM(Mpk) is an encapsulation of that key.

• DIBKEM(c,D). This is the deterministic decapsulation algorithm. On input an

encapsulationc and a user secret keyD this algorithm outputs either a keyk

or a failure symbol⊥.

The security of an IBKEM is defined through the following two-stage games

between an adversaryA and a challenger.

OW-atk

1. (Msk,Mpk) ← GIBKEM(1κ)

2. (ID∗,st) ← AO1
1 (Mpk)

3. (k,c∗) ← EIBKEM(ID
∗,Mpk)

4. k′ ← AO2
2 (c∗,st)

AdvOW−atk
IBKEM

(A) = Pr[k′ = k].

IND-atk

1. (Msk,Mpk) ← GIBKEM(1κ)

2. (ID∗,st) ← AO1
1 (Mpk)

3. k0 ← KIBKEM(Mpk)

4. (k1,c
∗) ← EIBKEM(ID

∗,Mpk)

5. b←{0,1}

6. b′ ← AO2
2 (kb,c

∗,st)

AdvIND−atk
IBKEM

(A) = |2Pr[b′ = b]−1|.

In the aboveOi denotes oracles to which the adversary has access. There are two

possibilities for these oracles depending on the attack model for our game:

66



3.1 The IBKEM-DEM Paradigm

• In the CPA model (atk=CPA) the adversary only has access to a private key

extraction oracle which, on input ofID 6= ID∗, will output the corresponding

value ofD.

• In the CCA model (atk=CCA) the adversary has access not only to a private

key extraction oracle, but also to a decapsulation oracle with respect to any

identity ID of the adversary’s choice. The adversary has access to this de-

capsulation oracle, subject to the restriction that in the second phase it is not

allowed to call it with the pair(c∗,ID∗).

An IBKEM is considered to be secure, in the sense of a given goal and attack

model (IND-CCA for example) if for all PPT adversariesA, the advantage in the

relevant game above is a negligible function of the security parameterκ. In this

thesis, we shall be concerned with IND-CCA secure IBKEMs and have presented

the one-way game for completeness only.

3.1.2 Combining IBKEMs with DEMs

In order to apply our IBKEM constructions we will need to combine them with

data encapsulation mechanisms. In addition, when we compare our IBKEM-DEM

construction with that of the original Boneh–Franklin identity-based encryption

scheme, we will need to know the exact security guarantees.

We assume that the key space output by the IBKEM corresponds to the key

space required by the DEM. Our construction follows that in [37, Section 7.3] and

consists of the natural concatenation of the key encapsulation followed bythe data

encapsulation of the message under the key encapsulated by the first component.

We denote such a ciphertextc= (c1,c2) henceforth, wherec1 encapsulates the key

andc2 encapsulates the data, and we refer to such a construction ashybrid.

The following theorem is a natural generalisation of Theorem 2.1. Note that,

unlike the equivalent result in [37], we are implicitly assuming that for all keys,
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3.2 IBKEM Constructions

all encapsulations decapsulate properly. As noted in Section 2.3.2, it wouldbe

straightforward to generalise the result; however, the correctness condition that we

are assuming applies to all the primitives that we consider in this thesis.

Theorem 3.1. Let A be a PPT adversary against the hybrid identity-based encryp-

tion scheme in the IND-CCA sense. Then there exists PPT adversaries B1 and B2,

whose running times are essentially that of A, such that

AdvIND−CCA
IBE

(A) ≤ 2AdvIND−CCA
IBKEM

(B1)+AdvFG−CCA
DEM

(B2).

We defer the proof of this theorem until Section 4.2 where we shall prove a

more general result.

3.2 IBKEM Constructions

In this section, we present three constructions of IBKEMs. The first twoare

based on specific computational problems, namely variants of the bilinear Diffie–

Hellman problem on elliptic curves as described in Section 2.2.2, while the third

construction is generic.

The first construction is due to Lynn [66]. We note that Lynn only mentions

this IBKEM construction in passing and does not give a security definition or

proof. In Section 3.2.1 we present a security proof for this constructionunder

the GBDH problem (see Section 2.2.2). The second construction is a variant of

Lynn’s construction and is based on Dent’s fifth generic construction described in

Section 2.4.3. It is secure under the standard CBDH problem. Our third construc-

tion takes any probabilistic OW-CPA secure identity-based encryption scheme and

produces an IND-CCA secure IBKEM.

The second construction can be considered as either a strengthening ofLynn’s

construction or as an optimisation of the third generic construction, when in the
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third construction we use the BasicIdent algorithm from Section 2.4.5. The second

construction is less efficient than Lynn’s method, but its security rests on the CBDH

problem rather than the stronger GBDH problem. Since the CBDH problem is a

more natural and well studied problem than the GBDH problem, we see this extra

confidence in the security as more than offsetting the slight performance reduction

compared to Lynn’s construction.

Our first two constructions follow the standard setup for identity-based sys-

tems built on pairings, as first explained in [23]. For completeness, we recall the

setup here. We letH1,H2,H3,H4 andH5 denote cryptographic hash functions as

described in Section 2.4.5. However, now we let(GDEM,EDEM,DDEM) denote a DEM,

and so the co-domain ofH5 is the key space of the DEM.

For our first two constructions we adopt the initial setup as in the Boneh–

Franklin IBE scheme by defining the trusted authority’s keys asMpk = Msk ·P1

for Msk ∈ Z
∗
p chosen uniformly at random. The user private keyD corresponding

to identityID is D = Msk ·H1(ID). We sometimes writeQID for the point (on an

elliptic curve) that we obtain by computingH1(ID).

3.2.1 Lynn’s IBKEM

The scheme proposed by Lynn [66] is given below.

EIBKEM(ID,Mpk)

• r ← Z
∗
p

• c← rP1

• T ← e(Mpk,H1(ID))
r

• k← H5(T)

• Return(k,c)

DIBKEM(c,D)

• T ← e(c,D)

• k← H5(T)

• Returnk

We now prove the security of this construction.
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Theorem 3.2. If the GBDH problem is hard and H5 and H1 are modelled as ran-

dom oracles then the above construction is secure against adaptive chosen cipher-

text attacks. Specifically, if A is a PPT algorithm that breaks the above IBKEM in

the IND-CCA sense, then there exists a PPT algorithm B such that

AdvIND−CCA
IBKEM

(A) ≤ 2qT ·AdvGBDHΓ (B,q2
D +2q5qD +q5)+

2q5

p
,

where qT = q1 + qX + qD + 1, and q1, q5, qD, and qX are the maximum number

of queries that can be made by A to H1, H5, the decryption and the private key

extraction oracles respectively.

Proof. Let S be the event thatA correctly determines the bit chosen by the chal-

lenge encryption oracle during its attack. LetID∗ be the identity chosen byAduring

its attack and letT∗ be the output of the bilinear map generated byA’s challenge

encapsulation oracle at the third stage of the encapsulation process. We define the

following events.

• AskK: The event thatA makes the queryT∗ to H5 during its attack.

• AskH: The event thatA makes the queryID∗ to H1 during its attack or that it

makes a decryption query involvingID∗.

We have

Pr[S] = Pr[S∧AskK]+Pr[S∧¬AskK]

= Pr[S∧AskK]+
1
2
. (3.1)

This follows from the fact that ifA does not queryT∗ to H5 then it can have no
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advantage. We can then express

Pr[S∧AskK] = Pr[S∧AskK∧AskH]+Pr[S∧AskK∧¬AskH]

≤ Pr[S∧AskK∧AskH]+
q5

p
. (3.2)

Here the inequality comes from the fact that, ifA does not make the queryID∗ to

H1, thenQID
∗ is completely unknown toA and hence, fromA’s view, there arep

equally likely possibilities forT∗.

Using the definition ofA’s advantage with (3.1) and (3.2) we have

AdvIND−CCA
IBKEM

(A) ≤ 2Pr[S∧AskK∧AskH]+
2q5

p
. (3.3)

To complete the proof we argue that, in the eventS∧AskK∧AskH, there is an

adversaryB that solves the GBDH problem with probability at least 1/qT , where

qT is as in the statement of the theorem, while making at mostq2
D + 2q5qD + q5

queries to its DBDH oracle.

Suppose that we have a CBDH problem instance(aP2,bP2,cP2) that we wish

to solve. We construct an algorithmB to do this by usingA. We set the value of

Mpk for algorithmA to becP1 = ρ(cP2), whereρ is the isomorphism described in

Section 2.2.2.

We maintain three listsL1 ⊂ {0,1}∗×G2×Zp, L5 ⊂ GT ×KDEM(κ) andLD ⊂

G1×G2×G1×KDEM(κ) that allow us to provide consistent answers toA’s oracle

calls. We simulate these oracles as follows.

• H1 Queries: We choose an indexi from {1, . . . ,qT}. We respond to queries

to H1 as follows (assuming that the query is not already present inL1).

– If we are responding to thei-th query, which we denoteID′, we respond

with bP2 and add(ID′,bP2,⊥) to L1.
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– If we are responding to any other queryID we choosex← {1, . . . , p}

and respond withxP2. We also add(ID,xP2,x) to L1.

• H5 Queries: We respond to a (non-repeat) queryT to H5 as follows. We first

searchLD for an entry(c,bP2,cP1,k) such that the DBDH oracle returns 1

when queried with(c,bP2,cP1,T). If such an entry is found we respond

with k. Otherwise, we call the DBDH oracle with(aP1,bP2,cP1,T). If the

oracle returns 1 we outputT and terminate the simulation – the solution to

the CBDH problem has been found. If the oracle returns 0 we simply choose

a random responsekT to respond with and updateL5 by adding(T,kT).

• XIBKEM Queries: We respond to an extraction oracle queryID made byA as

follows. We first call theH1 oracle withID. We then search the listL1 for

the entry corresponding toID. If this entry has third component equal to⊥

then we abort. Otherwise we obtain the triple(ID,xP2,x). We then respond

with D ← x(cP2).

• DIBKEM Queries: We respond to a decapsulation oracle query(c,ID) as fol-

lows. We first call the oracleH1. We then look for the entry corresponding

to ID in L1. There are two possibilities.

– If ID = ID′, so the response we get fromH1 is bP2. We then search

L5 for an element(T,kT) such that the DBDH oracle returns 1 when

queried with(c,bP2,cP1,T). If such an element is found we respond

with kT . If no such element is found we choose a responsek at random

and add(c,bP2,cP1,k) to LD.

– If ID 6= ID′, we obtain the entry corresponding entry(ID,xP2,x) from

L1 and we computeD ← x(cP2). We then computeT ← e(c,D) and

call H5 with T. We relay the response toA.
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• Challenge Query: WhenA makes its challenge encryption oracle query we

choosek′ at random and we setc∗ ← aP1. We respond with(k′,c∗).

In the above simulation what we want is thatH1(ID
∗) = bP1. The oracleH1 is

called at mostqT times in the simulation above; therefore, we achieve this with

probability at least 1/qT in the eventAskH. Since by construction we also have

c∗ = aP1 andMpk = cP1 we conclude that, in the eventAskH, with probability at

least 1/qT , the value ofT∗ implicit in the challenge ciphertext ise(P1,P2)
abc; this

is the value which we wish to compute. We conclude that

Pr[S∧AskK∧AskH] ≤ qT ·AdvGBDHΓ (B,q2
D +2q5qD +q5)). (3.4)

The result follows from (3.3) and (3.4).

3.2.2 An IBKEM Based on BasicIdent

In Section 2.4.5 we presented the details of the BasicIdent encryption scheme. We

now present an IBKEM based on this construction.

EIBKEM(ID,Mpk)

• m←{0,1}n

• r ← H3(m)

• c1 ← rP1

• c2 ← m⊕H2(e(Mpk,H1(ID))
r)

• c← (c1,c2)

• k← H5(m)

• Return(k,c)

DIBKEM(c,D)

• (c1,c2) ← c

• m←V ⊕H2(e(c1,c2))

• r ← H3(m)

• If c1 6= rP1 return⊥

• k← H5(m)

• Returnk
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The security of this construction follows by combining Theorem 2.4 and The-

orem 3.4 proved in the next section.

Theorem 3.3. If H2, H3 and H5 are modelled as random oracles then the above

construction is secure against adaptive chosen ciphertext attack. Specifically, if A

is a PPT algorithm that breaks the above IBKEM using a chosen ciphertextattack,

then there exists a PPT algorithm B, with

AdvIND−CCA
IBKEM

(A) ≤ 2eq2 · (q3 +q5 +qD)(1+qX)

(

AdvCBDHΓ (B)+
1

q2 ·2n

)

+
2qD

p
.

Here q2, q3, q5, qD and qX denote the maximum number of queries that A can place

to the H2, H3, H5, decryption and private key extraction oracles respectively.

3.2.3 A Generic Construction of IBKEMs

In [38] Dent proposes a number of generic constructions of KEMs from standard

public-key encryption schemes. The KEMs themselves are secure in a strong sense,

however the encryption schemes from which they are built require only a weak

notion of security. It is this line of work which we aim to extend in this section.

Here we take a generic probabilistic identity-based encryption scheme charac-

terised by(GIBE,XIBE,EIBE,DIBE). We assume the message space of this scheme

is given byMIBE(Mpk) and the space of randomness is given byRIBE(Mpk). We

assume a cryptographic hash functionH ′
3 : {0,1}∗ → RIBE(Mpk).

In the following construction we make no assumption on how such an identity-

based scheme is constructed only that it exists. In practice one can take, for in-

stance, the BasicIdent scheme.
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EIBKEM(ID,Mpk)

• m← MIBE(Mpk)

• r ← H ′
3(m)

• c← EIBE(m,ID,Mpk; r)

• k← H5(m)

• Return(k,c)

DIBKEM(c,D)

• m← DIBE(c,D)

• If m =⊥ return⊥

• r ← H ′
3(m)

• If c 6= EIBE(m,ID,Mpk; r) return⊥

• k← H5(m)

• Returnk

This construction is shown to be secure in the next theorem.

Theorem 3.4. If the underlying identity-based encryption scheme above is OW-

CPA secure and H′3 and H5 are modelled as random oracles then the construction

is secure against adaptive chosen ciphertext attack. Specifically, if A is aPPT

algorithm that breaks the above IBKEM using a chosen ciphertext attack,then

there exists a PPT algorithm B, with

AdvIND−CCA
IBKEM

(A) ≤ 2(q3 +q5 +qD) ·AdvOW−CPA
IBE

(B)+
2qDγ(Mpk)
|RIBE(Mpk)|

,

where q3, q5 and qD are the maximum number of queries made by A to H′
3, H5 and

the decryption oracle respectively, andγ(Mpk) is as defined in Section 2.3.5.

Proof. Let A denote an IND-CCA adversary against the IBKEM, as specified in

the statement of the theorem. Security is proved via a game-hop. In each game

Gamei , wherei = 0,1, we letSi denote the event thatb = b′. We letGame0 denote

the original attack game so that

AdvIND−CCA
IBKEM

(A) = |2Pr[S0]−1|.

Let Game1 be the same asGame0 except we simulate theH ′
3, H5, extraction and
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decapsulation queries as described below.

• H ′
3 queries: We maintain a listL3 which contains at mostq3 pairs(m,h3).

On input ofm, if (m,h3) ∈ L3 then we returnh3, otherwise we selecth3 at

random append(m,h3) to the list and returnh3.

• H5 queries: We maintain a listL5 of length at mostq5+qD pairs(m,h5). On

input ofm, if (m,h5)∈ L3 then we returnh5, otherwise we selecth5 at random

append(m,h5) to the list and returnh5.

• Extraction queries: These are answered as in the genuine attack game.

• Decapsulation queries:We respond to a query(c,ID) as follows:

– If ID 6= ID∗ then we compute the private keyD via theXIBKEM oracle

and respond as the real decapsulation oracle would.

– If ID = ID∗ butc 6= c∗ we check for each pair(m,h3) ∈ L3, if

EIBE(m,ID,Mpk;h3) = c.

If such a pair exists then run the simulator ofH5 on inputm so as to

obtainh5, we then returnh5. If no such pair exists we return⊥.

Note thatGame0 andGame1 are identical, asA operates in the random oracle model,

except if a decapsulation query with inputc where

m = DIBE(c,D) andc = EIBE(m,ID,Mpk;H ′
3(m))

is made but noH ′
3 queries on inputm have been made. Call this eventE, hence

Pr[S0∧¬E] = Pr[S1∧¬E].
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From Lemma 2.1 we have

|Pr[S0]−Pr[S1]| ≤ Pr[E] ≤
qDγ(Mpk)
|RIBE(Mpk)|

.

This follows from the fact that, for each decryption query for whichID = ID∗ and

c 6= c∗ but for no pair(m,h3) ∈ L3 do we haveEIBE(m,ID,Mpk;h3) = c, there is

probability at mostγ(Mpk)/|RIBE(Mpk)| that for r chosen at random there is anm

such thatEIBE(m,ID,Mpk; r) = c; moreover, there are at mostqD such queries.

Let m∗ denote the hidden value encrypted byc∗. We let E′ denote the event

that the attacker queries eitherH ′
3 or H5 with m∗. Then, since we are in the random

oracle model,

Pr[S1] = Pr[S1∧E′]+Pr[S2∧¬E′] = Pr[S1∧E′]+
1
2
.

Hence|Pr[S1]−1/2| ≤ Pr[S1|E′]. The theorem follows if we can describe an algo-

rithm B such that

AdvOW−CPA
IBE

(B) = Pr[S1|E
′]/(q3 +q5 +qD).

Algorithm B operates as follows. On input ofMpk it simply relays this onto

algorithmA’s first stage. AlgorithmA then responds with an identityID∗. This

value ofID∗ is passed ontoB’s challenger who responds with an encryptionc∗ of

a random messagem∗. The value ofc∗ is then passed ontoA’s second stage, along

with a random keyk∗ from the co-domain ofH5. Note that ifH ′
3 is queried on

m∗ thenA can see that the encapsulationc∗ has not been computed correctly. All

oracle queries are answered as inGame1, except the private key extraction queries

which are now answered using the oracle given to algorithmB. At the end of the

game algorithmB picks a random value which has been input intoH ′
3 or H5 from
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theL3 or L5 list and returns this as its guess form∗. It is clear that AdvOW−CPA
IBE

(B) =

Pr[S1|E′]/(q3 +q5 +qD) and so the result follows.

We note that Theorem 3.4 was used by Chen et al. in [31] to produce an

IBKEM based on the IBE scheme of Sakai and Kasahara (see Section 2.4.6). When

combined with a DEM, this gives the most efficient IBE scheme currently known.

3.2.4 Comparison with FullIdent

In the following table we count the various operation counts for encryptionand

decryption of our identity-based encryption schemes. Note we make no distinction

as to in which group exponentiations occur since one can select the groupso as

to make the operation more efficient in any given implementation. We let C-1,

denote Lynn’s KEM construction in Section 3.2.1 combined with a DEM, and C-2

denote our second construction in Section 3.2.2 combined with a DEM, which is

an optimised version of our third generic construction in Section 3.2.3.

Pairings Exp’s Hash Fncs Message

Scheme EIBE DIBE EIBE DIBE EIBE DIBE Size

FullIdent-1 1 1 2 1 4 3 |G1|+n+ |m|

FullIdent-2 1 1 2 1 4 3 |G1|+n+ |ESKE(m)|

C-1 1 1 2 0 2 1 |G1|+ |EDEM(m)|

C-2 1 1 2 1 4 3 |G1|+n+ |EDEM(m)|

From the table we see that the KEM-DEM approach with Lynn’s method is

marginally more efficient than the technique of Boneh and Franklin, or the IBKEM

approach of our construction two. We also note that FullIdent-2 requiresa less

stringent definition of security of the symmetric encryption scheme, this is be-

cause chosen-ciphertext security is provided by the Fujisaki–Okamoto transforma-

tion rather than the CCA security of the symmetric cipher.
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We also need to compare the tightness of the security guarantees offered by the

various constructions. To do this we make an explicit numerical comparison.We

take a security parameter where for our bilinear groups which results in a value of

p ≈ 2λ. We assume adversaries against our schemes exists which make at most

qX ≈ 232 calls to their key extraction oracles and at mostqD ≈ 232 calls to their

decryption oracles. For our GBDH adversary we also limit the number of DBDH

queries to 232. We also assume that the number of hash function queries is bounded,

for each hash function, by approximately 232. We then obtain the following tight-

ness results:

FullIdent-1 :

AdvIND−CCA
IBE

(A) ≤ 299 ·AdvCBDHΓ (B)+267−n.

FullIdent-2 :

AdvIND−CCA
IBE

(A) ≤ 299 ·AdvCBDHΓ (B)+267−n +234AdvFG−CPA
SKE

(C).

C-1 :

AdvIND−CCA
IBE

(A) ≤ 234 ·AdvGBDHΓ (B,232)+233−λ +AdvFG−CCA
DEM

(C).

C-2 :

AdvIND−CCA
IBE

(A) ≤ 2100AdvCBDHΓ (B)+267−n +233−λ +AdvFG−CCA
DEM

(C).

Suppose we use an elliptic curve system to implement our bilinear groups,

with MOV embedding degreed (see [69] for a definition). We then know that

there exists a sub-exponential algorithm to solve the CBDH and GBDH algorithms
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with running time essentially [78]

L2dλ(1/3,(64/9)1/3) = exp
(

(64/9)1/3(log2dλ)1/3(log log2dλ)2/3
)

.

In addition there is an exponential algorithm [73] with running time essentially

2λ/2.

Hence, we can estimate a lower bound for AdvCBDH

Γ (B) and AdvGBDHΓ (B,c) via

1/min(L2dλ(1/3,(64/9)1/3),2λ/2).

Suppose we wished to obtain a security guarantee of an advantage of the adversary

A against our identity-based scheme of 2−80, in addition we assume that our sym-

metric cipher is chosen so that it can guarantee an advantage of 2−µ. We now look

at what this implies for the parameters of the pairing based parts of the scheme.

FullIdent-1 :

n≥ 147 andλ ≥ max(358,5700/d) ≈ 950 ( if d = 6 ).

FullIdent-2 :

n≥ 147, µ≥ 114 andλ ≥ max(358,5700/d) ≈ 950 ( if d = 6 ).

C-1 :

µ≥ 80 andλ ≥ max(112,226,1900/d) ≈ 316 ( if d = 6 ).
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3.2 IBKEM Constructions

C-2 :

n≥ 147, µ≥ 80 andλ ≥ max(113,360,5740/d) ≈ 957 ( if d = 6 ).

Notice, the weaker security requirement on the symmetric cipher in FullIdent-2,

is not such an advantage when one considers the tightness result. Also note, the

tightness of the reduction of our first construction, needs to be balancedagainst the

fact that one is reducing to a possibly easier problem.
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Chapter 4

Multi-Recipient Schemes

In this chapter we first recall the definition of a secure multi-recipient public-key

encryption scheme as introduced in [14]. We then consider a natural extension

to key encapsulation mechanisms, which are closely related to the mKEM notion

proposed by Smart in [83]. Next we consider IBKEMs, as introduced inChapter 3,

in the multi-recipient settings and present an efficient multi-recipient IBKEM.We

prove our scheme secure and conclude with an analysis of its efficiency.The work

in this chapter first appeared in [9, 10] and represents joint researchwith Manuel

Barbosa.

4.1 Definitions

4.1.1 Multi-Recipient PKE Schemes

An m-Multi-Recipient PKE (m-MR-PKE) scheme [14] is defined similarly to a

standard PKE scheme, with two exceptions: (1) the key generation algorithmis

parameterised with a domain parameterI which ensures compatibility between

users’ key pairs and various spaces1; and (2) the encryption algorithm takes a list

1This parameter is generated once for all users and henceforth, unless specifically stated other-
wise, we leave its generation as implicit to simplify notation. See the definition of PKE schemes in
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of m message/public key pairs and outputs a list ofm ciphertexts. More formally,

anm-MR-PKE consists of the following algorithms:

• Gm−MR−PKE(I): This is the probabilistic key generation algorithm which takes

as input the domain parameterI and returns a secret keySK and a matching

public keyPK.

• Em−MR−PKE((mi ,PKi)
m
i=1; r): This is the probabilistic encryption algorithm,

which on input messagesmi ∈ Mm−MR−PKE(PKi), public keysPKi and possibly

some randomnessr ∈ Rm−MR−PKE(I) outputs a ciphertext vector(c1, . . . ,cm)

with ci ∈ Cm−MR−PKE(PKi).

• Dm−MR−PKE(c,SK): This is the deterministic decryption algorithm. On input

a ciphertextc and a private keySK this algorithm outputs a messagem ∈

Mm−MR−PKE(PK) or a special failure symbol⊥.

The correctness of anm-MR-PKE is defined in the obvious way that each ciphertext

component should decrypt properly under the appropriate secret key.

Given a PKE scheme we can build theassociated m-MR-PKE scheme as fol-

lows. The key generation and decryption algorithms are identical to the underlying

PKE scheme (which we call thebasescheme). Encryption is defined naturally by

running multiple parallel instances of the base encryption algorithm. In case there

are common parameters that may be shared by all public keys to improve overall

efficiency (for example in an ElGamal-based scheme, this might include a domain

modulus and a generator which all parties use to create key pairs), these are in-

cluded in the domain parameterI . The formal security model for anm-MR-PKE,

as defined in [14], considers the possibility of insider attacks by allowing theadver-

sary to corrupt some of the users by maliciously choosing their public and private

keys. This ensures that security is still in place between the legitimate recipients,

Section 2.3.2.
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or in other words, that there is no “cross-talk” between the ciphertexts intended for

different recipients.

IND-atk

1. t ← A0(I) with 1≤ t ≤ m

2. Fori = 1, . . . , t

(SKi ,PKi) ← Gm−MR−PKE(I)

3. ((mi,0,mi,1)
t
i=1,(SKi ,PKi ,mi)

m
i=t+1,st) ← AO1

1 (PK1, . . . ,PKt)

4. b←{0,1}

5. c∗ ← Em−MR−PKE((mi,b,PKi)
t
i=1,(mi ,PKi)

m
i=t+1)

6. b′ ← AO2
2 (c∗,st)

AdvIND−atkm−MR−PKE(A) := |2Pr[b′ = b]−1|.

The adversary runs in three stages: (1) given the global parameters,it chooses

the number of non-corrupt userst in the game; (2) given the public keys for the

legitimate users, it produces all the information that is necessary to build a complete

challenge (this includes pairs of plaintext messages for the legitimate users, single

plaintext messages for corrupt users and the corresponding key pairs2); and (3)

given the challenge, it guesses the value of the hidden bit. Throughout the game,

the adversary also has access toO1 andO2, which denote a set of (possibly null)

oracles:

• If atk = CPA thenO1 = O2 = null.

• If atk= CCA thenO1 is a set of decryption oracles one for eachPKi andO2 is

2The fact that the adversary provides the secret keys of corrupt users is justified by observing that
access to decryptions under public keys of the adversary’s choice is an unrealistic attack scenario
(c.f. the last remark in Section 2.3.6).
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same asO1 except that no componentc∗i of the challenge ciphertextc∗ could

be submitted to an oracle corresponding toPKi .

Remark. The above security model could be strengthened by giving the adversary

access to a left-right oracle and the ability to adaptively corrupt users asfollows: (1)

an honest user generation oracle where public keys are provided to theadversary;

(2) a malicious user generation where the adversary provides maliciously chosen

public keys; and (3) a user corruption oracle, where the adversary can ask for the

secret key of an honest user. The left-right oracle should be restricted so that it can

only be called with distinct messages on non-corrupt and non-malicious users. We

do not pursue this model here further and note that one might be able to establish

its equivalence to the single-user security model via a hybrid argument.

Remark. Note also thatm is not an input to any of the algorithms: it is a parameter

of the definition of the primitive. One could consider an alternative MR-PKE prim-

itive wherem is taken as an input by the encryption algorithm. In this case, it is not

necessarily the case that if an MR-PKE is secure form users then it is also secure

for m−1 users ifm is chosen by the challengerin the security definition. For a

uniform treatment we should letm to be chosen in an adversarial way. Since all the

schemes studied in this thesis are built out of a base PKE scheme (and the proofs

hold for anym polynomial in the security parameter), their associated MR-PKE

schemes satisfy this uniform security property automatically. We therefore adopt

the standard definition as given in [14].

In this work we are interested in a special case ofm-MR-PKE schemes where

the same message is sent to all recipients. We refer to this special case as asingle-

messagemulti-recipient scheme (m-SM-PKE in short). This specific case is a re-

curring use-case ofm-MR-PKEs in practice.

• Gm−SM−PKE(I): This is the probabilistic key generation algorithm which takes

85



4.1 Definitions

as input the domain parameterI and returns a secret keySK and a matching

public keyPK.

• Em−SM−PKE(m(PKi)
m
i=1; r): This is the probabilistic encryption algorithm. On

input a messagesm ∈ Mm−SM−PKE(I), public keysPKi and possibly some ran-

domnessr ∈ Rm−SM−PKE(I) this outputs a ciphertext vector(c1, . . . ,cm) with

ci ∈ Cm−SM−PKE(PKi).

• Dm−SM−PKE(c,SK): This is the deterministic decryption algorithm. On input

a ciphertextc and a private keySK this algorithm outputs a messagem ∈

Mm−SM−PKE(I) or a special failure symbol⊥.

Below is the simplified security model form-SM-PKEs.

IND-atk

1. Fori = 1, . . . ,m

(SKi ,PKi) ← Gm−SM−PKE(I)

2. (m0,m1,st) ← AO1
1 (PK1, . . . ,PKm)

3. b←{0,1}

4. c∗ ← Em−SM−PKE(mb,(PKi)
m
i=1)

5. b′ ← AO2
2 (c∗,st)

AdvIND−atkm−SM−PKE(A) := |2Pr[b′ = b]−1|.

There is an important difference to them-MR-PKE model: the adversary is no

longer able to corrupt users. The reason for this is that, since all recipients will be

getting the same message, there is no need to enforce security across the individual

ciphertexts3. The oracles to which the adversary has access are as in the multi-

3The security definition for anm-MR-PKE when considered in the single-message setting gives
rise to the single- message security definition. This follows since in this case we must havemi,b =
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message game. We will also see in the next section that this model is particularly

relevant in the hybrid encryption scenario.

4.1.2 Multi-Recipient KEMs

An m-Multi-Recipient KEM (m-MR-KEM) is identical to a standard KEM, except

that the encapsulation algorithm takes a list ofm public keys and outputs a list of

mciphertext/key pairs.

• Gm−MR−KEM(I): This is the probabilistic key generation algorithm which takes

as input the domain parameterI and returns a secret keySK and a matching

public keyPK.

• Em−MR−KEM((PKi)
m
i=1): This is the probabilistic encapsulation algorithm. On

input public keysPKi , this outputs an encapsulation vector(kici)
m
i=1 where

ci ∈ Cm−MR−KEM(PKi) is an encapsulation ofki underPKi .

• Dm−MR−KEM(c,SK): This is the deterministic decapsulation algorithm. On

input a ciphertextc and a private keySK this algorithm outputs a keyk ∈

Km−MR−KEM(PK) or a special failure symbol⊥.

The correctness of anm-MR-KEM is defined by requiring each encapsulation com-

ponent to decapsulate properly under the appropriate secret key.

Again, given a KEM we can build theassociated m-MR-KEM as follows. The

key generation and decapsulation algorithms are identical to the underlying KEM

(which we call thebaseKEM). Encapsulation is defined naturally by using multiple

parallel instances of the base KEM algorithm.

A direct adaptation tom-MR-KEMs of the full multiple-recipient PKE security

model, described in the previous section, is shown below. We maintain the possi-

m j,b = mb andmi = mb, which would mean either all messages are the same or there are no corrupted
users.
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bility of inside attacks since we want to ensure legitimate users cannot eavesdrop

on each others’ ciphertexts.

IND-atk

1. t ← A0(I) with 1≤ t ≤ m

2. Fori = 1, . . . , t

(SKi ,PKi) ← Gm−MR−KEM(I)

3. ((SKi ,PKi)
m
i=t+1,st) ← AO1

1 (PK1, . . . ,PKt)

4. (ki,0)
t
i=1 ← Km−MR−KEM(I)

5. ((ki,1,c
∗
i )

t
i=1,(ki ,c

∗
i )

m
i=t+1) ← Em−MR−KEM((PKi)

m
i=1)

6. b←{0,1}

7. b′ ← AO2
2 ((ki,b,c

∗
i )

t
i=1,(ki ,c

∗
i )

m
i=t+1,st)

AdvIND−atkm−MR−KEM(A) := |2Pr[b′ = b]−1|.

In the above,O1 andO2 denote a set of oracles:

• If atk = CPA thenO1 = O2 = null.

• If atk = CCA thenO1 is a set of decapsulation oracles one for eachPKi and

O2 is same asO1 except that no componentc∗i of the challenge encapsulation

c∗ = (c∗i )
m
i=1 could be submitted to an oracle corresponding toPKi .

Smart [83] defines the mKEM primitive, a key encapsulation mechanism which

translates the hybrid encryption paradigm to the multi-cast setting: it permits en-

capsulating the same session key to several different receivers. Thepoint is that

encrypting a single message to all these recipients can then be done using a single

DEM instantiation based on that unique key rather thanmdifferent ones. This pro-

vides, not only reduced processing load, but also bandwidth savings, and captures

a common use of hybrid encryption in practice. The mKEM primitive is as follows.
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• GmKEM(1κ) which is a probabilistic key generation algorithm. On input of 1κ

and the domain parameters, this algorithm outputs a public/private key pair

(PK,SK).

• EmKEM(P K ) which is a probabilistic encapsulation algorithm. On input a set

of public keysP K = {PK1, . . . ,PKm} this algorithm outputs an encapsulated

key-pair(k,c), wherek ∈ KmKEM(κ) is the session key andc is an encapsula-

tion of the keyk under the public keys{PK1, . . . ,PKm}.

• DmKEM(c,SK) which is a decapsulation algorithm. This takes as input an en-

capsulationc and a private keySK, and outputs a keyk or⊥.

An mKEM is correct if the following experiment returns 1 with probability 1.
1. (PKi ,SKi) ← GmKEM(1κ) for 1≤ i ≤ m

2. (k,c) ← EmKEM(PK1, . . . ,PKm)

3. j ←{1, . . . ,m}

4. If k = DmKEM(c,SK j) return 1 else return 0

Security of an mKEM is defined via the following game.

(m,n)-IND-gCCA

1. (PKi ,SKi) ← GmKEM(1κ) for i = 1, . . . ,n

2. P K ←{{PK1, . . . ,PKn}}

3. (P K ∗,st) ← AO1
1 (P K )

4. k0 ← KmKEM(κ)

5. (k1,c∗) ← EmKEM(P K ∗)

6. b←{0,1}

7. b′ ← AO2
2 (kb,c∗,st)
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The advantage is defined in the usual way. In step 3 above,P K ∗ ⊆ P K andm=

|P K ∗| ≤ n. HereOi denote the decapsulation oracles to which the adversary has

access in rounds 1 and 2. As it is noted in [83], restricting access to this oracle by

simply disallowing the query(c∗,PK∗) for somePK∗ ∈ P K ∗ would be too lenient.

Consider an mKEM in which an encapsulation is of the formc∗ = c∗1|| . . . ||c
∗
m

where eachc∗i is intended for the recipient with public keyPK∗i . On reception of a

challenge encapsulation of this form, the adversary could query the decapsulation

oracle with a pair(c∗i ,PK
∗
i ), which isnot disallowed, and win the game.

To avoid this type of problem, Smart [83] defines a more restrictive, but still

reasonable, oracle access. The restriction imposed in the model is that in thesecond

stage the adversary is only allowed to query the decapsulation oracle with thosec

which decapsulate to a different key from that encapsulated byc∗. This means the

ciphertexts could be benignly malleable (see Section 2.3.2).

The primitive and security definitions we adopt for such single-key KEMs are

slightly different from the mKEM primitive. In this alternative definition, referred

to as anm-SK-KEM, the encapsulation algorithm takes a list ofm public keys

and outputs an encapsulation for each user. The decapsulation algorithmtakes the

designatedciphertext for a user.

• Gm−SK−KEM(I): This is the probabilistic key generation algorithm which takes

as input the domain parameterI and returns a secret keySK and a matching

public keyPK.

• Em−SK−KEM((PKi)
m
i=1): This is the probabilistic encapsulation algorithm. On

input public keysPKi , this outputs an encapsulation vector(k,(ci)
m
i=1 where

ci ∈ Cm−SK−KEM(PKi) is an encapsulation ofk underPKi .

• Dm−SK−KEM(c,SK): This is the deterministic decapsulation algorithm. On

input a ciphertextc and a private keySK this algorithm outputs a keyk ∈
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Km−SK−KEM(I) or a special failure symbol⊥.

We believe our choice of primitive captures more closely multi-cast applica-

tions where each user decapsulates his share of the ciphertext. Note thatsince a

KEM assigns independent encapsulated keys to each public key, one cannot build

anm-SK-KEM (or an mKEM) by running the KEM’s encapsulation algorithm mul-

tiple times. Let us now present the security model form-SK-KEMs and compare it

with that of mKEMs.

IND-atk

1. Fori = 1, . . . ,m

(SKi ,PKi) ← Gm−SK−KEM(I)

2. st← AO1
1 (PK1, . . . ,PKm)

3. k0 ← Km−SK−KEM(I)

4. (k1,(c
∗
i )

m
i=1) ← Em−SK−KEM((PKi)

m
i=1)

5. b←{0,1}

6. b′ ← AO2
2 (kb,(c

∗
i )

m
i=1,st)

AdvIND−atkm−SK−KEM(A) := |2Pr[b′ = b]−1|.

The oracles to which the adversary has access are as in the multi-key game.

To compare the security models, note that one can naturally build an mKEM

out of anm-SK-KEM. Conversely, anm-SK-KEM could be built using an mKEM

by setting each user’s ciphertext to be that returned by the mKEM’s encapsulation

algorithm. One then can easily show that the associated mKEM of a securem-SK-

KEM is also secure. However, the converse does not hold if the underlying mKEM

is benignly malleable. This comparison is, however, somewhat artificial sincefor

concrete schemes one can build a betterm-SK-KEM by letting a user’s ciphertext

91



4.1 Definitions

to consist of only those components of the encapsulation which are essential to that

particular user.

4.1.3 Multi-Recipient IBE Schemes

The IBE primitive can be extended to the multi-recipient setting in an analogous

manner: the encryption algorithm takes a list ofm message/identity pairs and out-

puts a list ofm ciphertexts. Form-MR-IBEs the master public key acts as the

domain parameterI . One can restrict this notion to the single-message setting and

build m-SM-IBEs. We give the details of the security model form-MR-IBEs for

completeness.

IND-atk

1. (Mpk,Msk) ← Gm−MR−IBE(1κ)

2. ((mi,0,mi,1,ID
∗
i )

t
i=1,(mi ,ID

∗
i )

m
i=t+1,st) ← AO1

1 (Mpk)

3. b←{0,1}

4. c∗ ← Em−MR−IBE((mi,b,IDi)
t
i=1,(mi ,IDi)

m
i=t+1,Mpk)

5. b′ ← AO2
2 (c∗,st)

AdvIND−atkm−MR−IBE(A) := |2Pr[b′ = b]−1|.

In the above,O1 andO2 denote a set of oracles as follows:

• If atk= CPA thenO1 andO2 denote key extraction oracle with the restriction

they cannot be queries onID∗1, . . . ,ID
∗
t .

• If atk= CCA thenO1 andO2 are as above together with a set of decapsulation

oracles one for eachIDi with the usual restriction that no componentc∗i of

the challenge ciphertextc∗ can be submitted to an oracle inO2 corresponding

to IDi .
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Note that we no longer need to specify the corrupt users due to the presence

of the extraction oracle. The security model form-SM-IBEs can be easily derived

from the above game.

4.1.4 Multi-Recipient IBKEMs

In this section we define what we mean by an identity-based key encapsulation to

multiple parties or anm-SK-IBKEM. This primitive is an adaptation of them-SK-

KEM primitive (as opposed to the mKEM primitive) to the identity-based setting.

An m-SK-IBKEM is a four-tuple of PPT algorithms as follows.

• Gm−SK−IBKEM(1κ). A probabilistic algorithm which takes as input a security

parameter 1κ and returns the master public keyMpk and the master secret

key Msk. We assume, as usual, thatMpk contains all system parameters,

including the security parameterκ and is available as the domain parameter

to all users.

• Xm−SK−IBKEM(ID,Msk). A (possibly) probabilistic algorithm which takes as

input an identifier stringID ∈ {0,1}∗ andMsk, and returns the associated

private keyD.

• Em−SK−IBKEM(ID1, . . . ,IDm,Mpk). This is the probabilistic encapsulation al-

gorithm. On input a tuple of identities and the master public key, this out-

puts a pair(k,c), wherek is a session key inKm−SK−IBKEM(Mpk) andc =

(c1, . . . ,cm), where eachci ∈ Cm−SK−IBKEM(Mpk) is an encapsulation ofk for

userIDi .

• Dm−SK−IBKEM(c,D). This is the deterministic decapsulation algorithm. On

input an encapsulationc and a private keyD this outputs a keyk or a failure

symbol⊥.
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An m-SK-IBKEM is calledcorrectif for all m-tuple of identities(ID1, . . . ,IDm)

the following experiment returns 1 with probability 1.

1. (Mpk,Msk) ← Gm−SK−IBKEM(1κ)

2. (k,c1, . . . ,cm) ← Em−SK−IBKEM(ID1, . . . ,IDm,Mpk)

3. Di ← Xm−SK−IBKEM(IDi ,Msk),1≤ i ≤ m

4. j ←{1, . . . ,m}

5. If k = Dm−SK−IBKEM(c j ,D j) return 1 else return 0

We define the security of anm-SK-IBKEM according to the following two-stage

game.

IND-CCA

1. (Mpk,Msk) ← Gm−SK−IBKEM(1κ)

2. (ID∗1, . . . ,ID
∗
m,st) ← AO1

1 (Mpk)

3. k0 ← Km−SK−IBKEM(Mpk)

4. (k1,(c
∗
i )

m
i=1) ← Em−SK−IBKEM(ID

∗
1, . . . ,ID

∗
m,Mpk)

5. b←{0,1}

6. b′ ← AO2
2 (kb,(c

∗
i )

m
i=1,st)

AdvIND−CCAm−SK−IBKEM(A) := |2Pr[b′ = b]−1|.

In the aboveOi denotes oracles to which the adversary has access. The adver-

sary has access to a private key extraction oracle which, on input ofID, will output

the corresponding value ofD. The extracted identity should not be one of the chal-

lenge identities. The adversary can also query a decapsulation oracle withrespect

to any identityID of its choice. It has access to this decapsulation oracle, subject

to the restriction that in the second phaseA is not allowed to call it with any pair
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(c∗i ,ID
∗
i ), where we assume the adversary is challenged onc∗ = (c∗1, . . . ,c

∗
m)4.

4.2 The Composition Theorem

We now prove our multi-recipient IBKEM-DEM composition theorem which al-

lows for a secure multi-recipient IBE to be built. We prove this theorem for single-

key IBKEMs and single-message IBEs, as these are primarily studied in this work.

One could prove in almost an identical manner a composition theorem for multi-

key variants as well as the standardm-SK-KEMs andm-MR-KEMs. To avoid

repetition we omit the details. Note also that this theorem implies the promised

single-user IBKEM-DEM composition theorem in Section 3.1.2.

Theorem 4.1. If an m-SK-IBKEM is IND-CCA secure and a DEM is FG-CCA se-

cure, then the resulting hybrid m-SM-IBE scheme is secure in the IND-CCA sense.

More precisely, for any PPT adversary A against the hybrid scheme there are PPT

adversaries B1 and B2 against the m-SK-IBKEM and the DEM such that:

AdvIND−CCAm−SM−IBE(A) ≤ 2AdvIND−CCAm−SK−IBKEM(B1)+AdvFG−CCA
DEM

(B2).

Proof. Our proof strategy is as follows. We define a sequenceGame0,Game1 and

Game2 of modified attack games in whichA runs. The only difference between

games is how the environment responds toA’s oracle queries.

We fix some notation that we will use throughout. Letc∗ = (c∗i,1,c
∗
i,2)

m
i=1 be the

challenge ciphertext presented toA by its challenge encryption oracle, the oracle

that encrypts eitherm0 or m1 according to a bitb. Let k∗ denote the symmetric

key used by the challenge encryption oracle in the generation of the challenge

ciphertext, or alternatively, the decapsulation ofc∗i using the secret keys associated

4Note that this accounts for cases where the adversary includes repetitions in the challenge iden-
tities.
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4.2 The Composition Theorem

to ID∗i , the identities chosen by the adversary on which it wishes to be challenged.

We letSi be the event thatb′ = b in gameGamei wherei = 0,1,2. Hereb is the bit

chosen byA’s challenge encryption oracle.

Let Game0 be the genuine attack game played byA. So by definition we have

|Pr[S0]−1/2| =
1
2

AdvIND−CCAm−SK−IBKEM(A).

GameGame0 is now modified so that whenever an identityID and(c1,c2) is

presented to the decryption oracle after the invocation of the challenge encryption

oracle, ifID= ID∗i andc1 = c∗i,1 then the decryption oracle does not use the genuine

decryption procedure for the hybrid scheme, instead it uses the keyk∗ to decap-

sulatec2 and returns the result to the adversary. This modification toGame0 gives

us the gameGame1. GamesGame0 andGame1 are identical under the correctness

condition of them-SK-IBKEM, and so Pr[S1] = Pr[S0].

We now modifyGame1 by replacingk∗ with a random keyk′ from KDEM(κ,κ′),

whereκ andκ′ are the security parameters of them-SK-IBKEM and DEM respec-

tively. With this modification we have the gameGame2. The result then follows

from the following two lemmas using the triangle inequality.

Lemma 4.1. There is a PPT algorithm B1, whose running time is essentially the

same as that of A, such that

|Pr[S2]−Pr[S1]| = AdvIND−CCAm−SM−IBE(B1).

Proof. To prove this we demonstrate how to construct an adversaryB1 of the KEM

to violate the assumed security against adaptive chosen ciphertext.

AdversaryB1 is constructed by running adversaryA. We respond toA’s queries

as follows.
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4.2 The Composition Theorem

• WhenA calls any oracle, bar its decryption or challenge encryption oracles,

thenB1 simply relays these queries to its own equivalent oracle.

• To respond toA’s decryption oracle query for an identityID and a ciphertext

(c1,c2) beforeA has queried its challenge encryption oracle,B1 proceeds as

follows. It first obtainsk by calling its own decapsulation oracle withc1. If

k =⊥ thenB1 replies toA with ⊥. Otherwise it proceeds to usek to decrypt

c2 and relays the result toA.

• When A calls its challenge encryption oracle with identitiesID∗i for i =

1, . . . ,m and messages(m0,m1), algorithmB1 first calls its own challenge

encryption oracle with(ID∗i )
m
i=1 to obtain(k†,(c∗i,1)

m
i=1). It then chooses a bit

d at random and computesc∗2 ← EDEM(md,k
†). Finally, it responds toA with

(c∗i,1,c
∗
i,2)

m
i=1.

• To respond toA’s decryption oracle query for an identityID and a ciphertext

(c1,c2) after A has queried its challenge encryption oracle,B1 proceeds as

follows.

– If (ID,c1) 6= (ID∗i ,c
∗
i,1) then it uses the same procedure that it used

beforeA’s call to its challenge encryption oracle.

– Otherwise,B1 usesk† to decryptc2 and relays the result toA.

At the end of the simulation,A outputs a bitd′. If d′ = d, algorithmB1 outputs

1, otherwise it outputs 0.

Let b be the internal bit ofB1’s challenge oracle whichB1 seeks to determine

and letb′ be the bit output byB1. By construction we see that whenb = 1, sok†

is the key encapsulated withinc∗i,1, algorithmA is run exactly as it would be run in

Game1. This means that

Pr[S1] = Pr[d′ = d|b = 1] = Pr[b′ = 1|b = 1],
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4.2 The Composition Theorem

where, from the above simulation,d is A’s challenge bit andd′ is its guess. Also,

whenb= 0, so a random keyk′ is used in the generation of the challenge ciphertext,

A is run exactly as it would be inGame2. This means that:

Pr[S2] = Pr[d′ = d|b = 0] = Pr[b′ = 1|b = 0].

The result follows from the above two equations and the definitions of security

for m-SK-IBKEMs when one observes that

AdvIND−CCAm−SK−IBKEM(B1) = |2Pr[b′ = b]−1| = |Pr[b′ = 1|b = 1]−Pr[b′ = 1|b = 0]|.

Lemma 4.2. There is a PPT algorithm B2, whose running time is essentially the

same as that of A, such that

|Pr[S2]−1/2| =
1
2

AdvFG−CCA
DEM

(B2).

Proof. To construct such aB2 we simply runA as it would be run in gameGame2.

We run them-SK-IBKEM’s key generation algorithm so we can respond toA’s

queries before it calls its challenge encryption oracle. WhenA calls its chal-

lenge encryption oracle with identityID∗i for i = 1, . . . ,m and messages(m0,m1)

we simply relay(m0,m1) to the challenge encryption oracle ofB2 to obtainc∗i,2. We

then run the key encapsulation mechanism to obtain(k,ci,1) we discardk and set

c∗i,1 := ci,1. Finally we return(c∗i,1,c
∗
i,2)

m
i=1 to A. We continue to respond toA’s

queries as before except if it a makes decapsulation query onID∗i and(c∗i,1,c2) for

somec2. In this instance we queryB2’s decryption oracle withc2 and relay the

response toA.

In this simulationA is run by B2 in exactly the same manner as the former
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4.3 Twom-SK-IBKEMs

would be run in gameGame2; moreover, Pr[S2] corresponds exactly to the proba-

bility that B2 correctly determines the hidden bit of its challenge encryption oracle

sinceB2 outputs whateverA outputs. The result follows.

4.3 Twom-SK-IBKEMs

In this section we present twom-SK-IBKEMs, one of which is a construction that

simply uses an identity-based encryption. The second scheme is non-trivial in the

sense that it provides a significant improvement in efficiency.

4.3.1 A Simplem-SK-IBKEM

One might think that an obvious way to construct anm-SK-IBKEM would be to use

m instances of an IBKEM. However, this is not valid since it would not guarantee

that the same keyk is encapsulated to all users. In fact, this would imply using

m parallel instances of the associated DEM, thereby subverting the principleof

efficient hybrid encryption to multiple users.

An m-SK-IBKEM can be easily built using a generic construction similar to

that used in [83], whereby an IND-CCA secure public-key encryptionalgorithm

is used to build a secure mKEM. In the identity-based setting, one would take a

secure IBE scheme, for instance Boneh and Franklin’s FullIdent scheme [23], as

the starting point. The resultingm-SK-IBKEM construction operate as follows.

Em−SK−IBKEM(ID1, . . . ,IDm,Mpk)

• m← MIBE(Mpk)

• k← KDF(m)

• For i = 1, . . . ,m

ci ← EIBE(m,IDi ,Mpk)

• Return(k,c1, . . . ,cm)

Dm−SK−IBKEM(ci ,Di)

• m← DIBE(ci ,Di)

• If m =⊥ return⊥

• k← KDF(m)

• Returnk
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4.3 Twom-SK-IBKEMs

Here KDF is a key derivation function that maps the message space of the identity-

based encryption algorithm to the key space of the DEM.

The security proof in [83] for the generic mKEM construction builds on the

work by Bellare et al. [13], who established that a public-key encryptionalgorithm

which is secure in the single-user setting is also secure when multiple users are

involved. Therefore proving the security of the previous construction will require

extending Bellare et al.’s results to the identity-based setting. Since our main result

in this chapter is a more efficient scheme, we do not further debate the security of

this simple construction.

4.3.2 An Efficientm-SK-IBKEM from Bilinear Maps

The scheme we propose in this section is inspired by Smart’sOR constructions

in [82]. Our construction relies on bilinear groups as defined in Section 2.2.2 and

uses a parameter generatorGm−SK−IBKEM(1κ) similar to that of most identity-based

schemes. On input a security parameter 1κ, it outputs the master public keyMpk

and the master secret keyMsk, whereMsk← Z
∗
p andMpk← Msk ·P1.

Private key extraction is also performed in the usual way. On input an identity

ID and the master secret keyMsk, the extraction algorithmXm−SK−IBKEM returns

D ← Msk ·QID, whereQID = H1(ID) with H1 : {0,1}∗ → G2 a cryptographic hash

function.

We also choose a cryptographic hash functionH2 that maps elements inGT ×

G1×G1 to the key space of the DEM. The key encapsulation and decapsulation

algorithms work as follows. HereP2 is a generator ofG2.
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4.3 Twom-SK-IBKEMs

Em−SK−IBKEM(ID1, . . . ,IDm,Mpk)

• r ← Z
∗
q; s← Z

∗
q

• Ur ← rP1; Us ← sP1

• For i = 1, . . . ,m

Ui ← r(H1(IDi)−sP2)

ci ← (Ur ,Us,Ui)

• T ← e(Mpk, rsP2)

• k← H2(T,Ur ,Us)

• Return(k,c1, . . . ,cm)

Dm−SK−IBKEM(ci ,Di)

• Parse(Ur ,Us,Ui) ← c

• t ← e(Ur ,Di)

• t ′ ← e(Mpk,−Ui)

• T ← t · t ′

• k← H2(T,Ur ,Us)

• Returnk

Theorem 4.2 describes our result on the security of the abovem-SK-IBKEM

with respect to the security model defined in Section 4.1.4. The technique we use

in the proof might allow one to establish the security of a suitable modification of

the scheme in [82], for which no proof is provided.

Theorem 4.2.The m-SK-IBKEM construction described above is IND-CCA secure

under the hardness of GBDH problem in the random oracle model. Specifically, for

any PPT algorithm A that breaks this m-SK-IBKEM, there exists a PPT algorithm

B with

AdvIND−CCAm−SK−IBKEM(A) ≤ 2qm
T ·AdvGBDHΓ (B,q2

D +2qDq2 +q2),

where q1, q2, qX and qD denote the maximum number of queries the adversary

places to the H1, H2, private key extraction and decapsulation oracles respectively,

and qT = q1 +qX +qD +m is the maximum number of queries placed to H1.

Proof. Let S be the event thatA wins the IND-CCA adversarial game. Let also

(T∗,U∗
r ,U∗

s ) denote the value that must be passed toH2 to obtain the correct key
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4.3 Twom-SK-IBKEMs

encapsulated in the challenge ciphertext. Then, we have

Pr[S] = Pr[S∧Ask]+Pr[S∧¬Ask] = Pr[S∧Ask]+
1
2
, (4.1)

whereAsk denotes the event thatA queriesH2 with (T∗,U∗
r ,U∗

s ) during the sim-

ulation. This follows from the fact that ifA does not place this query, then it can

have no advantage.

We argue that in the eventS∧ Ask, there is an adversaryB that usesA to solve

the GBDH problem with probabilityq−m
T while making at mostq2

D + 2qDq2 + q2

queries to the DBDH oracle. We implement algorithmB as follows.

For a given GBDH problem instance(Γ,aP2,bP2,cP2) the strategy is to embed

the problem into them-SK-IBKEM challenge presented to the adversary. Namely

we construct the simulation so that the value of the pairing associated with the

challenge encapsulation isT∗ = e(P1,P2)
abc. Hence, whenA places a query with

the correct value ofT∗ to H2, it provides us with the solution to the GBDH problem

instance.

We passΓ andMpk = cP1 = ρ(cP2), whereρ is the isomorphism defined in

Section 2.2.2, on toA as the domain parameters. We also maintain three lists

that allow us to provide consistent answers toA’s oracle calls: L1 ⊂ {0,1}∗ ×

G2 ×Zp; L2 ⊂ GT×G1×G1×Km−SK−IBKEM(Mpk); andLD ⊂ {0,1}∗×G1×G1×

Km−SK−IBKEM(Mpk).

Initially, we generate a list ofm random indexesi∗1, . . . , i
∗
m, with 1≤ i∗k ≤ qT .

These indexes will determine the set ofm identities whichB is guessing the adver-

sary will include in its challenge identities. These indexes determine the way in

which the hash functionH1 will be simulated.

H1 queries on(IDi): On thei-th query toH1, we check whetheri matches one

of the indexesi∗k. If this is the case, we generate randomr i∗k ∈ Z
∗
q, returnQIDi∗k

=
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r i∗kP2+bP2 and add(IDi∗k ,QIDi∗k
, r i∗k) to L1. Otherwise, we generate randomr i ∈ Z

∗
q,

returnQIDi = r iP2 and add(IDi ,QIDi , r i) to L1.

Algorithm B requires that at the end of phase one, the adversary outputs a

list of identitiesI D∗ = (ID∗1, . . . ,ID
∗
m) such thatID∗k = IDi∗k . This happens with

probability at leastq−m
T . If this is not the case, the simulation fails. Otherwise, the

m-SK-IBKEM challenge encapsulation is created as

Ur ← ρ(aP2)

Us ← ρ(bP2)

Uk ← r i∗kaP2

c∗k ← (Ur ,Us,Uk)

for each challengeID∗k. Notice that this is a well-formed encapsulation:

Uk = a(QID
∗
k
−bP2) = a(r i∗kP2 +bP2−bP2) = r i∗kaP2.

WhenA outputsI D∗, algorithmB responds withc∗ = (c∗1, . . . ,c
∗
m) constructed as

above plus a random challenge keyk∗.

Given thatA is not allowed to obtain the private keys associated with the iden-

tities in the challenge, the extraction oracle is easily simulated as follows.

Extraction queries on (ID j): On inputID j , we obtainQID j by callingH1 first.

If QID j is of the formr iP2, we look inL1 for the correspondingr i and returnDIDi =

r i(cP2). If during the first stage of the game,A should query for the extraction of

a private key corresponding to aQID of the formr i∗kP2 +bP2, the simulation would

fail.

Finally, the decapsulation andH2 oracles are simulated as follows.
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Decapsulation queries on(IDℓ,Urℓ ,Usℓ ,Uℓ): On queries in which we can cal-

culate a valueTℓ, we do so, and callH2 with parameters(Tℓ,Urℓ ,Usℓ) to obtain

the return value. This will happen whenIDℓ does not appear inI D∗, in which

case we query the private key extraction oracle, and computeTℓ as in a standard

decapsulation:

Tℓ = e(Urℓ ,DIDℓ)e(ρ(cP2),−Uℓ).

WhenIDℓ is one of the identities inI D∗ we first searchL2 for an entry such that

Urℓ = Urn, Usℓ = Usn and the DBDH oracle returns 1 when queried with the tuple

(Urℓ ,Usℓ ,cP2,Tn). If this entry exists, we return the correspondingkn. If not, we

searchLD for a tuple matching the parameters(IDℓ,Urℓ ,Usℓ). If it exists, we return

the associated keykℓ. Otherwise, we generate a randomkℓ, return it and updateLD

by adding the entry(IDℓ,Urℓ ,Usℓ ,kℓ).

H2 queries on(Tℓ,Urℓ ,Usℓ): We first check ifTℓ is the solution we are looking for

by calling the DBDH oracle with(aP1,bP1,cP2,Tℓ). If it returns 1, the solution is

found, we outputTℓ and terminate. Otherwise, we proceed to searchL2 for a tuple

matching the parameters(Tℓ,Urℓ ,Usℓ). If it exists, we return the corresponding key

kℓ. If not, we searchLD for an entry such thatUrn = Urℓ , Usn = Usℓ and the DBDH

oracle returns 1 when queried with(Urn,Usn,cP2,Tn). If this entry exists, we return

the correspondingkℓ. Otherwise, we generate a randomkℓ, return it and updateL2

by appending the entry(Tℓ,Urℓ ,Usℓ ,kℓ).

To complete the proof, it suffices to notice thatB will not fail if the indexes

of the identities inI D∗ chosen byA at the end of the first round match the random

indexes chosen at the beginning. Since this happens with probability at least q−m
T ,
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we conclude

Pr[S∧Ask] ≤ qm
T ·AdvGBDHΓ (B,q2

D +2qDq2 +q2). (4.2)

The total number of DBDH oracle calls,q2
D +2qDq2 +q2, can be calculated from

the way we simulate the decapsulation andH2 oracles. The theorem now follows

from (4.1) and (4.2).

We note that the tightness of the security reduction in Theorem 4.2 decreases

exponentially with the number of recipients. For practical purposes, and inline

with the discussions on practice-oriented provable security in [12], it is important to

emphasise that our result provides theoretical security guarantees onlyin scenarios

where messages are encrypted to a small number of recipients. A slightly better

result, although still exponential inm, can be obtained by optimising the simulation

in the proof above. We note, however, that the above scheme can be proved secure

in the selective-ID model with a tighter security reduction. We leave it as an open

problem to find a better security reduction for this type of scheme.

4.3.3 Efficiency Considerations

Execution time and bandwidth usage are two important factors affecting the effi-

ciency of a KEM. In this section we present a comparison, with respect to these

factors, between the simple scheme described in Section 4.3.1 and the scheme pro-

posed in Section 4.3.2.

The former scheme requiresm identity-based encryption computations for en-

capsulation, and one identity-based decryption computation for decapsulation. As-

suming that we use the FullIdent-1 scheme of Boneh and Franklin as described in

Section 2.3.5,mpairing computations for encapsulation and another for decapsula-

tion will be needed. On the other hand, as it can be seen from the description of the
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latter scheme, it takes only one pairing computation to encapsulate and two more

to decapsulate. Note that one can essentially eliminate the pairing computation

needed in encapsulation by pre-computinge(Mpk,P2).

The bandwidth usage of the scheme in Section 4.3.2 is 2ℓ1 + ℓ2 bits for each

recipient, whereℓ1 andℓ2 are the bit-lengths of the representations of elements of

G1 andG2. Using the FullIdent-1 scheme, the simpler scheme usesℓ1+2ℓK bits per

user whereℓK is the length of the session key. For example, using super-singular

elliptic curves over characteristic three we could takeℓk = 128 andℓ1 = ℓ2 ≈ 190

bits. This means a bandwidth usage of 570 bits for the second scheme versus 446

bits for the first one.

To conclude this discussion we note them-fold gain in computational speed

obtained in Section 4.3.2 is achieved at the cost of a small increase in bandwidth

usage, and also by reducing the security of the scheme to the hardness ofthe GBDH

problem, which is a stronger assumption than the hardness of the CBDH problem

used in [23]. Furthermore the security reduction of this scheme (in non-selective-

ID model) is exponentially slack.
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Chapter 5

Randomness-Reuse

In this chapter we investigate the general properties of public-key schemes which

allow for computational or bandwidth saving in their associated multi-recipient

schemes. We extend the generic framework of reproducibility for reuse of ran-

domness in multi-recipient encryption schemes as proposed by Bellare et al.[14].

A new notion ofweak reproducibilitycaptures not only encryption schemes which

are (fully) reproducible under the criteria given in the previous work, but also a

class of efficient schemes which can only be used in the single-message setting.

In particular, we are able to capture the single-message schemes suggested by

Kurosawa [60], which are more efficient than the direct adaptation of themultiple-

message schemes studied by Bellare et al. Our study of randomness-reuse in key

encapsulation mechanisms provides an additional argument for the relevance of

these results: by taking advantage of our weak reproducibility notion, we are able

to generalise and improve multi-recipient KEM constructions found in the liter-

ature. We also propose an efficient multi-recipient KEM provably securein the

standard model. We conclude the work on public-key schemes by proposing a no-

tion of direct reproducibilitywhich enables tighter security reductions. We then

take a brief look at the extensions of our work to the identity-based settings and
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analyse some well-known schemes. We conclude this chapter by proposingsome

open problems for further research. The main part of the work in this chapter first

appeared in [10] and represents joint work with Manuel Barbosa.

5.1 Weak Reproducibility

Recall from Section 4.1.1 that we may build the associatedm-MR-PKE scheme

of a PKE scheme by running multiple parallel instances of the base encryption

algorithm. If the randomness tapes in all instantiations are identical, the resulting

m-MR-PKE scheme is calledrandomness reusing.

It is shown in [14] that an IND-atk secure PKE scheme satisfying the defini-

tion below can be used to construct an IND-atk securem-MR-PKE scheme (see

Section 4.1.1 for the security definition), even reusing randomness across multiple

instances. This result is interesting in itself, as it constitutes a generalisation of a

proof strategy which can be repeated, almost without change, for all schemes sat-

isfying the reproducibility test. This is a hybrid argument where anm-MR-PKE

attacker is used to construct an attacker against the base scheme. The reproducibil-

ity algorithm generalises the functionality required to extend a challenge in the

single-user PKE security game, to construct a complete challenge for them-MR-

PKE security game.

Definition 5.1. A PKE scheme isfully reproducibleif there exists a PPT machine

R such that the following experiment returns1 with probability1.

1. (SK,PK),(SK′,PK′) ← GPKE(I)

2. r ← RPKE(I); m,m′ ← MPKE(I)

3. c← EPKE(m,PK; r)

4. If R(PK,c,m′,PK′,SK′) = EPKE(m
′,PK′; r) return1 else return0
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As seen in Section 4.1.1, the single-message security model for anm-SM-PKE

is simpler than the full multi-message model. Therefore it is conceivable that a

wider range of PKE schemes can be used to construct securem-SM-PKEs, namely

efficient randomness reusing ones. Hence, we are interested in defining a less re-

strictive version of reproducibility that permits determining whether a PKE scheme

can be safely used in the single-message scenario, even if it does not satisfy the full

reproducibility test above. The following definition achieves this.

Definition 5.2. A PKE scheme isweakly reproducible(wREP) if there exists a PPT

machine R such that the following experiment returns1 with probability1.

1. (SK1,PK1),(SK2,PK2),(SK3,PK3) ← GPKE(I)

2. r ← RPKE(I); m,m′ ← MPKE(I)

3. c1 ← EPKE(m,PK1; r); c2 ← EPKE(m,PK2; r)

4. If R(PK1,c1,m,PK2,SK2) 6= c2 return0

5. If R(PK1,c1,m
′,PK3,SK3) 6= R(PK2,c2,m

′,PK3,SK3) return0 else return1

Similarly to the original full reproducibility definition, the wREP definition

follows from the generalisation of the hybrid argument which allows reducing the

security of a randomness reusingm-SM-PKE to that of its base scheme. The in-

tuition behind the definition is as follows. We are dealing with single-message

schemes. Therefore we only require correct reproduction when the two messages

are the same. When the messages are different, we relax the definition and require

only thatR is source-PK independent (condition 5). This property is easy to check.

To see why more schemes might satisfy this definition, note thatR is not even

required to produce a valid ciphertext when the messages are different.In Sec-

tion 5.2 we analyse specific PKE schemes and give a formal separation argument

which establishes that the wREP definition is not redundant: there are schemes
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which satisfy this definition and which are not fully reproducible. Conversely, it is

easy to check that the following lemma holds, and hence wREP fits in the original

reproducibility generalisation.

Lemma 5.1. If a scheme is fully reproducible then it is also weakly reproducible.

The following theorem shows that the weak reproducibility property is suf-

ficient to guaranteem-SM-PKE security. Our proof uses techniques which are

somewhat different from that in [14] and may be of independent interest in other

contexts.

Theorem 5.1. The associated randomness reusing m-SM-PKE scheme of an IND-

atk public-key encryption scheme is IND-atk secure if the base PKE scheme is

weakly reproducible. More precisely for any PPT adversary A againstthe m-SM-

PKE scheme there are two distinct PPT adversaries B and D against the base PKE

scheme such that:

AdvIND−atkm−SM−PKE(A) ≤ m·AdvIND−atk
PKE

(B)+(m−1) ·AdvIND−atk
PKE

(D).

Proof. We present the argument for the IND-CPA case. The IND-CCA versionis

a straightforward extension where simulators use their knowledge of secret keys

and external oracles to answer decryption queries.

Consider the following experiment parameterised with an IND-CPA attackerA

against the randomness reusingm-SM-PKE scheme, and indexed by a coinb and

an integerl such that 0≤ l ≤ m.
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Expl ,b(A)

1. (ŜK, P̂K)←GPKE(I); (SKi ,PKi)←GPKE(I), 1≤ i ≤m

2. (m0,m1,st) ← A1(PK1, . . . ,PKm)

3. ĉ← EPKE(mb, P̂K)

4. ci ← R(P̂K, ĉ,m1,PKi ,SKi), for 1≤ i ≤ l

5. ci ← R(P̂K, ĉ,m0,PKi ,SKi), for l +1≤ i ≤ m

6. b′ ← A2(c1, . . . ,cm,st)

7. Returnb′

Recall from the wREP definition thatR performs perfect reproduction when

the input message is the same as that inside the input ciphertext. Hence:

AdvIND−CPAm−SM−PKE(A) = |Pr[Expm,1(A) = 1]−Pr[Exp0,0(A) = 1]|.

This follows from the advantage definition, and the fact that when(l ,b) = (m,1),

ciphertextĉ will encapsulatem1, and all challenge ciphertexts are reproduced with

m1, which gives rise to a valid multi-recipient ciphertext encapsulatingm1. The

same happens form0, when(l ,b) = (0,0).

We now define an algorithmB which tries to break the base PKE usingA.

B1(P̄K)

1. Selectl at random such that 1≤ l ≤ m

2. (SKl ,PKl ) ← (⊥, P̄K)

3. (SKi ,PKi) ← GPKE(I), for 1≤ i ≤ mandi 6= l

4. (m0,m1,st) ← A1(PK1, . . . ,PKm)

5. Return(m0,m1,(m0,m1, l , P̄K,(PK1,SK1), . . . ,(PKm,SKm),st))
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B2(c̄,(m0,m1, l , P̄K,(PK1,SK1), . . . ,(PKm,SKm),st))

1. cl ← c̄

2. ci ← R(P̄K, c̄,m1,PKi ,SKi), for 1≤ i ≤ l −1

3. ci ← R(P̄K, c̄,m0,PKi ,SKi), for l +1≤ i ≤ m

4. b̂← A2(c1, . . . ,cm,st)

5. Returnb̂

To continue the proof, we will require the following two lemmas, which we shall

prove shortly.

Lemma 5.2. For 1≤ l ≤m−1, and for any PPT adversary A, there is an adversary

D such that

AdvIND−CPA
PKE

(D) = |Pr[Expl ,1(A) = 1]−Pr[Expl ,0(A) = 1]|.

Lemma 5.3. For 1 ≤ i ≤ m, the output of algorithm B and that ofExpl ,b(A) are

related as follows.

Pr[b̂ = 1|l = i∧ b̄ = 1] = Pr[Expi,1(A) = 1]

Pr[b̂ = 1|l = i∧ b̄ = 0] = Pr[Expi−1,0(A) = 1].

Hereb̄ is the hidden bit in̄c.

Let us now analyse overall the probability thatB returns 1, conditional on the

value of the hidden challenge bitb̄. SinceB choosesl uniformly at random:

Pr[b̂ = 1|b̄ = 1] =
1
m

m

∑
i=1

Pr[b̂ = 1|l = i∧ b̄ = 1]

Pr[b̂ = 1|b̄ = 0] =
1
m

m

∑
i=1

Pr[b̂ = 1|l = i∧ b̄ = 0].
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Taking advantage of Lemma 5.3, we can rewrite these as:

Pr[b̂ = 1|b̄ = 1] =
1
m

m

∑
i=1

Pr[Expi,1(A) = 1]

Pr[b̂ = 1|b̄ = 0] =
1
m

m

∑
i=1

Pr[Expi−1,0(A) = 1].

Subtracting the previous equations and rearranging the terms, we get

m(Pr[b̂ = 1|b̄ = 1]−Pr[b̂ = 1|b̄ = 0]) −

(
m−1

∑
i=1

Pr[Expi,1(A) = 1] −
m−1

∑
i=1

Pr[Expi,0(A) = 1])

= Pr[Expm,1(A)=1]−Pr[Exp0,0(A)=1].

Considering the absolute values of both sides and using Lemma 5.2, we can write

m·AdvIND−CPA
PKE

(B)+(m−1) ·AdvIND−CPA
PKE

(D) ≥ AdvIND−CPAm−SM−PKE(A).

We now prove the required lemmas.

Proof. (Lemma 5.2) We build an algorithmDl = (D1,l ,D2,l ) which runsA in ex-

actly the same conditions as it is run inExpl ,b, and which can be used to win the

IND-CPA game against the base PKE with an advantage which is the same asA’s

capability of distinguishing betweenExpl ,0 andExpl ,1.

D1,l (P̄K)

1. (SKi ,PKi) ← GPKE(I), for 1≤ i ≤ m

2. (m0,m1,st) ← A1(PK1, . . . ,PKm)

3. Return(m0,m1,(m0,m1, P̄K,(PK1,SK1), . . . ,(PKm,SKm),st))
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D2,l (c̄,(m0,m1, P̄K,(PK1,SK1), . . . ,(PKm,SKm),st))

1. ci ← R(P̄K, c̄,m1,PKi ,SKi), for 1≤ i ≤ l

2. ci ← R(P̄K, c̄,m0,PKi ,SKi), for l +1≤ i ≤ m

3. b̂← A2(c1, . . . ,cm,st)

4. Returnb̂

Algorithm D simply uses the challenge public keȳPK in place of P̂K in the ex-

periment, and uses the PKE challenge ¯c in place ofĉ. Note that the only visible

difference to the definition ofExp is thatD does not knowS̄K, which it does not

need1, and that the IND-CPA hidden bit̄b is used in place ofb. We can therefore

write, for a given value ofl :

Pr[b̂ = 1|b̄ = 1] = Pr[Expl ,1(A) = 1]|

Pr[b̂ = 1|b̄ = 0] = Pr[Expl ,0(A) = 1]|,

and consequently

AdvIND−CPA
PKE

(D) = |Pr[Expl ,1(A) = 1]−Pr[Expl ,0(A) = 1]|.

Proof. (Lemma 5.3) The first case of the lemma states that

Pr[b̂ = 1|l = i∧ b̄ = 1] = Pr[Expi,1(A) = 1].

We must show that the probability distribution of the inputs presented toA is ex-

actly the same in the scenarios corresponding to both sides of the equation above.

This is trivially true for the public keys thatA1 receives, since all of them are

1In the CCA setting the decryption queries are answered using the equivalent outside oracle.
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independently generated using the correct algorithm. Regarding the challenge ci-

phertext thatA2 gets, we start by expanding the values of(c1, . . . ,cm).

In Expi,1(A), we have ˆc = EPKE(m1, P̂K; r) and

c j = R(P̂K, ĉ,m1,PK j ,SK j) for 1≤ j ≤ i

c j = R(P̂K, ĉ,m0,PK j ,SK j) for i +1≤ j ≤ m.

Now, in B2(c̄, s̄t), given thatl = i andb̄ = 1 we have ¯c=EPKE(m1, P̄K; r) and

ci = c̄

c j = R(P̄K, c̄,m1,PK j ,SK j) for 1≤ j ≤ i−1

c j = R(P̄K, c̄,m0,PK j ,SK j) for i +1≤ j ≤ m.

To show that the distributions are identical, we split the argument in three parts

and fix the values of all random variables, considering the case where the public

keys provided toA in both cases are the same, and that the implicit randomness in

bothĉ andc̄ is the samer. We show that the resulting challenge ciphertexts in both

cases are exactly the same:

• j = i: Note that in the second scenario we haveci = c̄, while in the first

scenario we haveci = R(P̂K, ĉ,m1,PKi ,SKi). Sinceĉ encryptsm1, the result

of R is perfect and equal toEPKE(m1,PKi ; r) = c̄.

• j < i: In this range, challenge components are identical in both scenarios:

they are perfect reproductionsEPKE(m1,PK j ; r), sincem1 is passed toR both

in encrypted and plaintext form.

• j > i: In this range, challenge components are outputs ofR, but in this case

we cannot claim that they are identical without resorting to the properties

of the wREP algorithm. For different message reproduction, condition 5 of
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Definition 5.2 ensures that

R(P̂K, ĉ,m0,PK j ,SK j) = R(P̄K, c̄,m0,PK j ,SK j),

as required.

This means that the first case of the lemma follows.

We now prove the lemma for the case

Pr[b̂ = 1|l = i∧ b̄ = 0] = Pr[Expi−1,0(A) = 1].

The argument is similar to the previous case. We must show that the probabil-

ity distribution of the inputs presented toA is exactly the same in the scenarios

corresponding to both sides of the equation above. This is trivially true forthe

public keys thatA1 receives, since all of them are independently generated using

the correct algorithm. Regarding the challenge ciphertext thatA2 gets, we start by

expanding the values of(c1, . . . ,cm).

In Expi−1,0(A), we have ˆc = EPKE(m0, P̂K; r) and

c j = R(P̂K, ĉ,m1,PK j ,SK j) for 1≤ j ≤ i−1

c j = R(P̂K, ĉ,m0,PK j ,SK j) for i ≤ j ≤ m.

Now, in B2(c̄, ŝt), given thatl = i andb̄ = 0 we have ¯c=EPKE(m0,PK; r) and

ci = c̄

c j = R(PK, c̄,m1,PK j ,SK j) for 1≤ j ≤ i−1

c j = R(PK, c̄,m0,PK j ,SK j) for i +1≤ j ≤ m.

To show that the distributions are identical, we split the argument in three partsand

fix the values of all random variables, considering the case where the public keys
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provided toA in both cases are the same, and that the implicit randomness in both

ĉ and c̄ is the samer. We show that the resulting challenge ciphertexts in both

cases are exactly the same:

• j = i: Note that in the second scenario we haveci = c̄, while in the first

scenario we haveci = R(P̂K, ĉ,m0,PKi ,SKi). Sinceĉ encryptsm0, the result

of R is perfect and equal toEPKE(m0,PKi ; r) = c̄.

• j < i: In this range, challenge components are outputs ofR, but in this case

we cannot claim that they are identical without resorting to the properties

of R described in Definition 5.2 for different message reproduction, which

ensure that

R(P̂K, ĉ,m1,PK j ,SK j) = R(P̄K, c̄,m1,PK j ,SK j),

as required.

• j > i: In this range, challenge components are identical in both scenarios:

they are perfect reproductionsEPKE(m0,PK j ; r), sincem0 is passed toR both

in encrypted and plaintext form.

This means that the second case of the lemma follows.

5.2 Kurosawa’s Efficient Schemes

In this section we analyse modified versions of ElGamal and Cramer–Shoup en-

cryption schemes briefly mentioned by Kurosawa [60] as a way to build efficient

single-message multiple-recipient public-key encryption schemes. These schemes

permit establishing a separation between the original reproducibility notion pro-

posed by Bellare et al. in [14] and the one we introduced in the previous section.
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5.2.1 Modified ElGamal Encryption Scheme

The modified ElGamalencryption scheme is similar to the ElGamal encryption

scheme and operates as follows. The key generation algorithmGPKE(I) on input

I := (p,P) returns the key-pair(SK,PK) = (1/x,xP) for x ← Z
∗
p. The encryption

algorithmEPKE(m,PK; r) returns the ciphertext(U,V) := (r(xP),m+rP) for r ←Z
∗
p.

The decryption algorithmDPKE(U,V,1/x) returns the messagem := V − (1/x)U .

Theorem 5.2 establishes the security of the modified ElGamal scheme as well

as its weak reproducibility property. Theorem 5.3 shows that modified ElGamal

establishes a separation between the notions of full and weak reproducibility.

Theorem 5.2. Modified ElGamal is (1) IND-CPA secure under the decisional

Diffie–Hellman assumption. In other words for any adversary A againstthe scheme

there is an algorithm B which solves the DDH problem such thatAdvIND−CPA
PKE

(A)≤

2AdvDDHΓ (B); and (2) weakly reproducible.

Proof. (1) The proof is similar to that for the ElGamal encryption scheme. We

use a sequence of two gamesGame0 andGame1. We denote bySi the event that an

adversaryA succeeds in guessing the secret bit inGamei . LetGame0 be the original

IND-CPA security game. We have

AdvIND−CPA
PKE

(A) = |2Pr[S0]−1|.

In gameGame1 we make a single change by constructing the challenge setting

U = sP for a randoms. An adversary can have no advantage inGame1, as the

message is encrypted with a one-time padded, i.e. Pr[S1] = 1/2.

We now claim that, for any adversaryA of the modified ElGamal scheme, we

can construct an algorithmB which solves the DDH problem such that:

|Pr[S0]−Pr[S1]| = AdvDDHΓ (B).
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This follows from the observation that inGame0, the tuple(P,xP,V−m,U) is of the

form (P,xP, rP, rxP) while in Game1 it is of the form(P,xP, rP,sP). More precisely,

algorithmB on input(P,aP,bP,Q) works as follows. It sets the public key to beaP

and runs the adversary on this to getm0 andm1. It then sets(U,V) := (Q,mβ +bP)

for random bitβ, and returns 1 ifβ = β′ and 0 otherwise. Hereβ′ is the bit returned

by A. Now if Q = abP, A is being run according to the rules ofGame0; and,

conversely, ifQ is random, the environment is that ofGame1. Hence:

AdvDDHΓ (B) = |Pr[β′ = β|Q = abP]−Pr[β′ = β|Q = sP]| = |Pr[S0]−Pr[S1]|.

Putting these results together we get:

AdvIND−CPA
PKE

(A) = |2Pr[S0]−1| = 2|Pr[S0]−Pr[S1]| = 2AdvDDHΓ (B).

(2) The weak reproducibility algorithmR on input (xP,U,V,m′,x′P,1/x′) re-

turns(x′(V −m′),V). We now check thatR satisfies the two properties required by

the wREP definition. Ifm′ = m, thenV −m′ = (m+ rP)−m = rP and the output is

a valid encryption ofm′ underx′P using random coinsr. Note also thatR’s out-

put does not depend on the public keyxP and hence the second property is also

satisfied.

Theorem 5.3. The modified ElGamal encryption is not fully reproducible under

the CDH assumption.

Proof. Let (P,aP,bP)∈ G3 denote the CDH problem instance. Our goal is to com-

puteabP. The reproduction algorithm on input(P,xP, rxP,m+ rP,m′,yP,1/y) out-

puts (ryP,m′ + rP). We pass toR the input(aP,P,bP,1,1,aP,1) which could be

written as(Q,(1/a)Q,(b/a)Q,1,1,Q,1) whereQ = aP. Here, implicitly, we have

x = 1/a. From rx = b/a we getr = b andm = (−b)Q. Hence this input is valid.
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The first component of the output ofR will be therefore(1·b)Q = abP.

Remark. Note that sinceR succeeds with probability 1, it will run correctly on

the input instance passed to it in the above proof, even though its distributionis

distinguishable from those thatR takes. If required, it is possible to adjust the input

so that it has a distribution which is statistically close to those thatR takes. Note

also that by changing the generator, we have changed the group schemewhich R

is working on. This new group scheme is a valid output of the setup procedure of

modified ElGamal, and henceR will run correctly.

Remark. Let us also note that modified ElGamal encryption scheme isinsecure

when used in the multi-message scenario. This is because the adversary can choose

m2,0 = m2,1 = m for the second user and then recover the maskrP by calculating

c∗2,2−m. The scheme is, however, securewithout randomness-reuse [13].

5.2.2 Modified Cramer–Shoup Encryption Scheme

Another construction of an efficientm-SM-PKE hinted at by Kurosawa [60] is

based on the CS1a encryption scheme of Cramer and Shoup [37], modifiedin an

analogous manner to the ElGamal encryption scheme as presented in the previous

section. In this case, the construction is secure against adaptive chosen ciphertext

attacks in the standard model. Modified versions of the other schemes presented

in [37] also pass the weak reproducibility test without being fully reproducible.

The following scheme, however, is the most efficient among these schemes as it

shares ˆg as a domain parameter.

We use multiplicative notation for the ease of comparison with the original

scheme. The domain parameter isI := (p,g, ĝ,H), whereg and ĝ are generators

of a groupG of prime orderp andH denotes a cryptographic hash function. The

key generation algorithm outputs(x1,x2,y1,y2,z), a random element of(Zp)
5, as
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the secret key and the public key is set to be(gx1ĝx2,gy1ĝy2,gz).

Encryption and decryption algorithms work as follows.

EPKE(m,PK)

• (e, f ,h) ← PK

• u← Zp

• â← ĝu

• b← hu

• c← m ·gu

• v← H(â,b,c)

• d ← eu f uv

• Return(â,b,c,d)

DPKE((â,b,c,d),SK)

• (x1,x2,y1,y2,z) ← SK

• v← H(â,b,c)

• a← b1/z

• If ax1+y1vâx2+y2v 6= d return⊥

• m← c/a

• Returnm

Theorem 5.4. The modified Cramer–Shoup scheme is weakly reproducible.

Proof. The weak reproduction algorithm is a natural extension of the one presented

for modified ElGamal, returning

(â,(c/m′)z′ ,c,(c/m′)(x′1+v′y′1)â(x′2+v′y′2)),

wherev′ := H(â,(c/m′)z′ ,c).

We leave open the IND-CCA security of the above scheme under the DDH

assumption.

A very important distinction in this case, however, is that the reproduction al-

gorithm produces an outputwhich may not be a valid ciphertextin the sense that

it cannot be an output of the encryption algorithm. In fact, for different-message

reproduction, the encryption algorithm would never be able to produce something
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like the resulting ciphertext. The returned output is, however, indistinguishable

from a valid ciphertext under the decisional Diffie–Hellman assumption. Thefact

that the outputs ofR may not be identically distributed to the outputs of the en-

cryption algorithm, but merely indistinguishable, implies that the proof strategy

presented in [14] doesnot apply for this scheme. On the other hand, note that

the technique presented in the proof of Theorem 5.1 covers this and othersimilar

schemes.

5.3 Hybrid Encryption

Practical applications of public-key encryption are based on the hybrid paradigm

as described in Section 2.4.1. Sharing randomness across multiple instancesof a

KEM may be justified, as before, as a means to achieve computational savings

when performing batch operations. In this section we study randomness-reuse

for building efficientm-MR-KEMs andm-SK-KEMs (see Section 4.1.2 for defi-

nitions), a problem which has not been formally addressed in previous work.

The KEM primitive takes the recipient’s public key as the single parameter to

the encapsulation algorithm. In particular, unlike what happens in PKEs, one does

not control the value of the encapsulated key: this is internally generated inside the

KEM primitive, and its value depends only on the recipient’s public key and onthe

randomness tape of the encapsulation algorithm. In this work we are interested on

the role of randomness in buildingm-SK-KEMs. This leads us to the following

categorisation of KEMs.

Definition 5.3. A KEM ispublic key independentif the following experiment re-

turns1 with probability1.

1. (SK,PK),(SK′,PK′) ← GKEM(I)

2. r ← RKEM(I)
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3. (k,c) ← EKEM(PK; r); (k′,c′) ← EKEM(PK
′; r)

4. If k = k′ return1 else return0

Adaptation of the results in [14] tom-MR-KEMs is straightforward. The same

is not true, however, form-SK-KEMs. To justify why this is the case, we present

a reproducibility test for KEMs in Definition 5.4. It is a direct adaptation of the

reproducibility test for PKEs, considering that there is no message input tothe

encapsulation algorithm and that this returns also the encapsulated secretkey. It

can be easily shown that any KEM satisfying this test can be used to construct an

efficientm-MR-KEM with randomness-reuse.

Definition 5.4. A KEM is calledreproducibleif there exists a PPT algorithm R

such that the following experiment returns1 with probability1.

1. (SK,PK),(SK′,PK′) ← GKEM(I)

2. r ← RKEM(I)

3. (k,c) ← EKEM(PK; r); (k′,c′) ← EKEM(PK
′; r)

4. If R(PK,c,PK′,SK′) = (k′,c′) return1 else return0

Unlike m-MR-KEMs there does not seem to be a natural way of constructing

m-SK-KEMs from single-recipient KEMs. The fact that the same key should be

encapsulated for all recipients makes public key independent KEMs the only pos-

sible candidates to be used as base KEMs. However, any public key independent

scheme which satisfies a reproducibility test such as that in Definition 5.4 must be

insecure, as anyone would be able to use the reproducibility algorithm to obtain

the secret key in an arbitrary ciphertext. In the following section we show how

the weak reproducibility notion for PKEs we obtained in Theorem 5.1 actually

fills this apparent theoretical gap, as it permits capturing the efficientm-SK-KEMs

constructions we have found in literature.
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5.3.1 Generic Construction ofm-SK-KEMs

As in Section 4.3.1, one trivial way to build secure randomness reusingm-SK-

KEMs is to use a secure weakly reproducible encryption scheme, and to set a ran-

dom message to be the ephemeral key. However, the underlying encryption scheme

must have the same security guarantees as those required for the KEM.

A more practical way to build a fully securem-SK-KEM is to use a weaker

PKE through the following generic construction, which generalises the mKEM

proposed in [83] and extends the construction by Dent in Section 2.4.3. The domain

parameters and key generation algorithm are the same as those of the underlying

scheme. Encapsulation and decapsulation algorithms are as follows.

Em−SK−KEM(PK1, . . . ,PKm)

• m← MPKE(I)

• r ← H(m)

• For i = 1. . . ,m

ci ← EPKE(m,PKi ; r)

• c← (c1, . . . ,cm)

• k← KDF(m)

• Return(k,c)

Dm−SK−KEM(c,SK)

• m← DPKE(c,SK)

• If m =⊥ return⊥

• r ← H(m)

• If c 6= EPKE(m,PK; r) return⊥

• k← KDF(m)

• Returnk

Here H and KDF are cryptographic hash functions. The security argument for

this construction has two parts. The first part establishes the one-way security of

them-SK-PKE scheme associated with the base PKE. This follows directly from

the weak reproducibility theorem in Section 5.1 and the fact that one-wayness is

implied by indistinguishability2. The second part builds on the previous result to

achieve IND-CCA security in them-SK-KEM setting using Dent’s construction

2We assume that various message spaces have exponential size in the security parameter.

124



5.3 Hybrid Encryption

in Section 2.4.3. In this construction one models the hash functionH and KDF

as random oracles and shows that the queries placed by any adversary with non-

negligible advantage in breaking them-SK-KEM can be used to invert the one-

wayness of the underlyingm-SM-PKE scheme.

Theorem 5.5. The above construction is an IND-CCA secure m-SK-KEM, if the

underlying PKE is IND-CPA and weakly reproducible, and if we model H andKDF

as random oracles. More precisely, for any PPT adversary A againstthe scheme

there is a PPT adversary B against the underlying PKE scheme such that:

AdvIND−CCAm−SK−KEM(A) ≤ 2m(qH +qK +qD)AdvIND−CPA
PKE

(B)+ ε,

where qH , qK and qD are the number of queries the adversary makes to H,KDF

and decapsulation oracles andε denotes a negligible quantity.

Proof. Let A denote an IND-CCA adversary against the generic construction with

non-negligible advantage. Modelling hash functions as random oracles,we con-

struct an algorithmB with non-negligible advantage in the OW-CPA game for the

m-SM-PKE. One-wayness can be easily adapted to multi-recipient schemes.Note

that one-wayness of anm-SM-PKE scheme is not necessarily implied by the one-

wayness of its base PKE [51]. However, since indistinguishability implies one-

wayness and the indistinguishability property is inherited from the base scheme

due to the wREP property, we do have that them-SM-PKE is OW-CPA. The con-

crete reduction is:

AdvOW−CPAm−SM−PKE(B) ≤ AdvIND−CPAm−SM−PKE(C)+ ε1 ≤ mAdvIND−CPA
PKE

(D)+ ε2.

Hereε1 andε2 are negligible quantities, assuming that the message space has a size

super-polynomial in the security parameter. We omit the straightforward details of
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the proof of the above inequality.

On receiving them public keys for the OW-CPA game,B passes these values

on to algorithmA. DuringA’s first stage, algorithmB replies toA’s oracle queries

as follows:

• H queries:B maintains a listL ⊆ Mm−SM−PKE(I)×Rm−SM−PKE(I) which con-

tains at mostqH pairs(m, r). On input ofm, if (m, r) ∈ L thenB returnsr,

otherwise it selectsr at random from the appropriate randomness space, ap-

pends(m, r) to the list and returnsr.

• KDF queries:B maintains a listLK ⊆ Mm−SM−PKE(I)×Km−SK−KEM(I) which

contains at mostqK + qD pairs(m,k). On input ofm, if (m,k) ∈ LK thenB

returnsk, otherwise it selectsk at random from the appropriate key space,

appends(m,k) to the list and returnsk.

• Decapsulation queries: on input(c,PK), B checks for each(m, r) ∈ L if

EPKE(m,PK; r) = c; if such a pair exists,B calls the KDF simulation pro-

cedure above on valuem and returns the result toA. OtherwiseB returns

⊥.

At some pointA will complete its first stage and return some state information.

At this point,B calls the outside challenge oracle, and obtains a challenge cipher-

text (c1, . . . ,cm) on some unknownm∗. Algorithm B now checks ifA has queried

for decapsulation on a tuple(cℓ,PKℓ) during its first stage. If this is the case, al-

gorithmB terminates. Otherwise it generates a randomk∗ and provides this toA

along with the challenge ciphertext.

In the second stage,B answersA’s oracle queries as in stage one. WhenA

terminates,B randomly returns a message fromL or LK .

Now we analyse the probability that this answer is correct.
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Algorithm B’s execution has no chance of success (eventSB) if it terminates at

the end ofA’s first stage (eventT). Therefore:

Pr[SB] = Pr[SB∧¬T] = Pr[SB|¬T]Pr[¬T].

Note that the challenge encapsulation is independent ofA’s view in the first

stage, so thatA could only have queried decapsulation for one of the challenge en-

capsulations by pure chance. However, the size of the valid encapsulation space for

each public key is the same as the message space. This means that the probability

thatB does not abort is

Pr[¬T] = 1−
qD

M
,

whereM = |Mm−SM−PKE(I)|.

Given that termination does not take place,B’s simulation could be imperfect

if one of the following events occurs:

• EventE1: The adversary places a decapsulation query for a valid ciphertext,

andB returns⊥.

• EventE2: The adversary queriesH or KDF for the unknownm∗ value.

EventE1 occurs ifA finds a valid ciphertext without queryingH to obtain the

randomness required to properly construct it. The probability of this is

Pr[E1] ≤
qDγm

R
,

whereR = |Rm−SM−PKE(I)| andγm = γm(I) is the least upper bound such that for

everym-tuple (PKi)
m
i=1, everym ∈ Mm−SM−PKE(I), every j ∈ {1, . . . ,m} and every

c ∈ Cm−SM−PKE(I) we have

|{r ∈ Rm−SM−PKE(I) : [Em−SM−PKE(m,(PKi)
m
i=1; r)] j = c}| ≤ γm(I).
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This follows from the fact that, sinceH is modelled as a random oracle,A can only

achieve this by guessing the value of randomness. Moreover, the probability that

a given randomness generates a valid ciphertext is at mostγm/R and there are at

mostqD such queries.

Note that we can write

Pr[E1∨E2] ≤ Pr[E1]+Pr[E2] ≤
qDγm

R
+Pr[E2].

On the other hand, sinceA operates in the random oracle model it can have no

advantage if eventE1∨E2 does not occur. Hence we can write

1
2

AdvIND−CCAm−SK−KEM(A) = |Pr[SA]−1/2|

= |Pr[SA∧ (E1∨E2)]+Pr[SA∧¬(E1∨E2)]−1/2|

≤ Pr[E1∨E2]+1/2−1/2

≤ Pr[E2]+
qDγm

R
.

Now:

AdvOW−CPAm−SM−PKE(B) = Pr[SB] = Pr[SB|¬T](1−
qD

M
)

=
1

|L|+ |LK|
Pr[E2](1−

qD

M
)

≥
1

qH +qK +qD
(Pr[E2]−

qD

M
).

Rearranging the terms we get:

Pr[E2] ≤ (qH +qK +qD)AdvOW−CPAm−SM−PKE(B)+
qD

M
.

Putting the above two results together we obtain the required result:

AdvIND−CCAm−SK−KEM(A) ≤ 2(qH +qK +qD)AdvOW−CPAm−SM−PKE(B)+2qD(
1
M

+
γm

R
).
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The mKEM in [83] fits the general framework we introduced in this section by

instantiating the above construction with the ElGamal encryption scheme. The re-

sults in this work permit introducing two interesting enhancements over the mKEM

in [83], if the above construction is instantiated with the modified ElGamal scheme:

• Stronger security guarantees disallowing benign malleability. The security

model in [83] disallows decapsulation queries on any ciphertext which de-

capsulates to the same key as that implicit in the challenge.

• More efficient encryption algorithm, savingm−1 group operations.

5.3.2 An Efficientm-SK-KEM in the Standard Model

In this section we propose an efficientm-SK-KEM candidate, with conjectured

IND-CCA security in the standard model. To the best of our knowledge, it isthe

first such construction which could achieve this level of security and efficiency.

The scheme, which is an adaptation of a KEM proposed by Cramer and Shoup

in [37], is as follows.

Once again we use multiplicative notation. The domain parameter isI :=

(p,g, ĝ,H,KDF), whereg and ĝ are generators of a groupG of prime orderp,

H is a cryptographic hash function and KDF is a key derivation function. The key

generation algorithmGm−SK−KEM(I) outputsSK = (x1,x2,y1,y2,z), a random ele-

ment ofZ4
p×Z

∗
p, as the secret key andPK = (e, f ,h) = (gx1ĝx2,gy1ĝy2,gz) as the

public key. Encapsulation and decapsulation algorithms described below.
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Em−SK−KEM(PK1, . . . ,PKm)

• u← Zp

• â← ĝu; b← gu

• k← KDF(â,b)

• For i = 1, . . . ,m

(ei , fi ,hi) ← PKi

ai ← hu
i

vi ← H(â,ai)

di ← eu
i f uvi

i

ci ← (â,ai ,di)

• Return(k,c1, . . . ,cm)

Dm−SK−KEM(c,SK)

• Parse(â,a,d) ← c

• (x1,x2,y1,y2,z) ← SK

• v← H(â,a)

• b← a1/z

• If bx1+vy1âx2+vy2 6=d return⊥

• k← KDF(â,b)

• Returnk

5.4 Tighter Reductions

5.4.1 Direct Reproducibility

In [14] the authors present tighter security reductions for the multi-recipient ran-

domness reusing schemes associated with the ElGamal and Cramer–Shoup encryp-

tion schemes. These reductions rely on the random self-reducibility property of the

DDH problem [13]. The tighter reductions are achieved by using this property to

unfold a single DDH problem instance, so that it can be embedded in the multi-

ple challenge ciphertext components required in the multiple user setting. In these

proofs, the extra public keys and challenge ciphertexts required in the reduction are

chosen in a controlled manner. For instance, one public key might have a known

discrete logarithm with respect to another. The following notion of reproducibility

could be viewed as a generalisation of this type of proof strategy for tight reduc-

tions.
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Definition 5.5. A PKE scheme is calleddirectly reproducible(dREP) if there exists

a triple of stateful PPT machines R= (R1,R2,R3) such that the following experi-

ment returns1 with probability1.

1. (SK,PK) ← GPKE(I)

2. (PK′,st) ← R1(PK)

3. r ← RPKE(I); m← MPKE(I)

4. c← EPKE(m,PK; r); c′ ← EPKE(m,PK
′; r)

5. If c′ 6= R2(c,st) return0

6. If c 6= R3(c
′,st) return0 else return1

We require the distributions ofPK andPK′ to be (almost) identical.

Note thatR1 controls the generation of the public keys and the main reproduc-

tion algorithm (R2) may take advantage of the state information produced by the

first algorithm. The existence of the third algorithm is required for the simulation

of decryption oracles for CCA-secure schemes and is not needed in theCPA model.

It is easy to show that:

Theorem 5.6.The associated randomness reusing m-SM-PKE scheme of a directly

reproducible and IND-atk secure encryption scheme is also secure in the IND-atk

sense. More precisely, for any PPT adversary A against the m-SM-PKE there is a

PPT adversary B against the base PKE such that:

AdvIND−atkm−SM−PKE(A) ≤ AdvIND−atk
PKE

(B).

Remark. It can then be easily shown that modified ElGamal is directly repro-

ducible (R1 on inputxP returns(sxP,s)). This eliminates the factorm in the proof

of Theorem 5.5.

131



5.4 Tighter Reductions

The above notion of reproducibility, not only permits deriving tighter security

reductions, but also gives rise to a new test for detecting additional schemes which

allow randomness-reuse. In fact, we will show that a modified version of the es-

crow ElGamal encryption scheme is directly but not weakly reproducible. Further-

more it can be easily checked that, unlike the weak and full reproducibility tests,

direct reproducibility of a PKE scheme is preserved under the Fujisaki–Okamoto

transformation (see Section 2.4.2). It therefore establishes a new set ofCCA se-

cure single-message multi-recipient schemes with tight security reductions in the

random oracle model.

5.4.2 Modified Escrow ElGamal Encryption Scheme

Let us consider a modified version of the escrow ElGamal encryption scheme. In

this scheme, which doesnot permit escrow decryption, the domain parameter is

I := (p,P,Q) whereQ = tP for t ← Z
∗
p. The key generation algorithm outputs

(1/x,xP) as the secret/public key-pair forx ← Z
∗
p. The encryption algorithm on

input a messagem and a public keyxP returns(U,V) := (r(xP),m ·e(P,Q)r) where

r is random inZ
∗
p. One is able to decrypt this ciphertext using the secret key 1/x

by computingm := V/e(U,(1/x)Q). Heree : G×G → GT is a non-degenerate

efficiently computable bilinear map as described in Section 2.2.2.

The randomness-reuse properties of this scheme are as follows.

Theorem 5.7. The modified escrow ElGamal encryption scheme given above is:

(1) IND-CPA secure under the decisional bilinear Diffie–Hellman assumption; (2)

directly reproducible; and (3) not weakly reproducible if the computational Diffie–

Hellman assumption holds in G.

Proof. (1) The security proof is analogous to that of escrow ElGamal [23].

(2) The direct reproducibility algorithmR= (R1,R2,R3) operates as follows.

Algorithm R1 on input a public keyxP returns(s(xP),s) where st := s is a random
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element inZ∗
p. The algorithmR2 on input a ciphertext(U,V) = ((xr)P,m ·e(P,Q)r)

and state information st returns(sU,V). It is easily seen thatRproduces a valid en-

cryption ofm unders(xP). Algorithm R3 returns((1/s)U,V). Note that the public

key s(xP) is identically distributed to public keys returned by the key generation

algorithm.

(3) Let (P,aP,bP) ∈ G3 denote the CDH problem instance. Our goal is to

computeabP. The reproduction algorithm on input

(P,Q,xP, rxP,m ·e(P,Q)r ,m,yP,1/y)

outputs(ryP,m ·e(P,Q)r). To computeabPwe pass toR the input

(aP,P,P,bP,e(bP,aP),1,aP,1).

This could be written as:

(P′,(1/a)P′,(1/a)P′,(b/a)P′,e(P′,(1/a)P′)b,1,P′,1),

whereP′ = aP. Note again that sinceR succeeds with probability 1, it will run

correctly on the above input instance. Here, implicitly we havex= 1/a. Fromrx =

b/a we getr = b andm= 1. Note also thaty = 1. Therefore the first component of

the output ofR will be (b·1)P′ = abP.

The direct reproducibility test also poses an interesting problem, which con-

cerns public-key encryption schemes with chosen ciphertext security in the stan-

dard model. In particular, the construction of dREP algorithms for Cramer–Shoup

type encryption schemes remains open. Alternatively, one might be able to design

a new reproducibility test which admits encryption schemes which are IND-CCA

secure in the standard model with tight reduction.
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5.5 Extensions to the Identity-Based Setting

5.5.1 Reproducibility Notions

The notions of reproducibility considered in the previous sections can be extended

to the identity-based setting in a natural way. However, due to the two level na-

ture of IBEs, consisting of a trusted authority and users, randomness-reuse and

reproducibility are better conceived in two dimensions: (1) for a constantidentity,

moving across different TAs; and (2) for different identities under thesame TA.

The latter case is, however, of greater importance in practice. For instance, simi-

larly to the results of Bellare et al. [16], one could interpret randomness-reuse in

the stateful identity-based encryption setting.

Definition 5.6. An IBE scheme is calledfully ID-reproducibleif there exists a PPT

machine R such that the following experiment returns1 with probability1 for any

two identitiesID,ID′ ∈ {0,1}∗.

1. (Mpk,Msk) ← GIBE(I)

2. r ← RIBE(I); m,m′ ← MIBE(I)

3. c← EIBE(m,ID,Mpk; r); c′ ← EIBE(m
′,ID′,Mpk; r)

4. D′ ← XIBE(ID
′,Msk)

5. If R(Mpk,ID,c,m′,ID′,D′) = c′ return1 else return0

An IBE scheme is calledfully TA-reproducibleif there exists a PPT machine

R such that the following experiment returns1 with probability1 for any identity

ID ∈ {0,1}∗.

1. (Msk,Mpk),(Msk′,Mpk′) ← GIBE(I)

2. r ← RIBE(I); m,m′ ← MIBE(I)
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3. c← EIBE(m,ID,Mpk; r); c′ ← EIBE(m
′,ID,Mpk′; r)

4. If R(Mpk,ID,c,m′,Mpk′,Msk′) = c′ return1 else return0

One can then prove analogous reproducibility theorems as in the public-key

setting. The only difference in the proofs is the presence of an extractionoracle for

each TA. These are handled easily using the extraction oracle for the base IBE or

the knowledge ofMsk’s. Note also that for full randomness-reuse across different

TAs and different IDs, we need reproducibility for both IDs and TAs.

Similarly, one can formulate weak reproducibility and theorem in the IBE set-

ting.

Definition 5.7. An IBE scheme is calledweakly ID-reproducibleif there exists a

PPT machine R such that the following experiment returns1 with probability1 for

any three identitiesID1,ID2,ID3 ∈ {0,1}∗.

1. (Msk,Mpk) ← GIBE(I)

2. r ← RIBE(I); m,m′ ← MIBE(I)

3. c1 ← EIBE(m,ID1,Mpk; r); c2 ← EIBE(m,ID2,Mpk; r)

4. D2 ← XIBE(ID2,Msk); D3 ← XIBE(ID3,Msk)

5. If R(Mpk,ID1,c1,m,ID2,D2) 6= c2 return0

6. If R(Mpk,ID1,c1,m
′,ID3,D3) 6= R(Mpk,ID2,c2,m

′,ID3,D3) return 0 else re-

turn 1

An IBE scheme is calledweakly TA-reproducibleif there exists a PPT machine

R such that the following experiment returns1 with probability1 for any identity

ID ∈ {0,1}∗.

1. (Msk1,Mpk1),(Msk2,Mpk2),(Msk3,Mpk3) ← GIBE(I)
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2. r ← RIBE(I); m,m′ ← MIBE(I)

3. c1 ← EIBE(m,ID,Mpk1; r); c2 ← EIBE(m,ID,Mpk2; r)

4. If R(Mpk1,ID,c1,m,Mpk2,Msk2) 6= c2 return0

5. If R(Mpk1,ID,c1,m
′,Mpk3,Msk3) 6= R(Mpk2,ID,c2,m

′,Mpk3,Msk3) return 0

else return1

The direct reproducibility test can also be formulated in the identity-based set-

ting. We omit the details here, and only mention that the definition should (1) assert

the existence of an algorithm for simulation of extraction oracles under different

TAs3; and (2) pass identities to reproducibility algorithms as they are chosen by

the adversary in the security games.

5.5.2 Boneh and Franklin’s Scheme

The IBE scheme of Boneh and Franklin allows for full randomness-reuse. The

workflow scheme in [3] and the hidden credential systems in [27, 53] exploit this

property to gain efficiency. Note that scheme considered below is only IND-CPA

secure.

Theorem 5.8. Boneh and Franklin’s IBE scheme is fully ID- and TA-reproducible.

Proof. We prove this theorem simultaneously for IDs and TAs by considering

aux := XIBE(ID
′,Msk′) for different TAsand identitiesID′. The reproduction al-

gorithm on input(Mpk,ID,c,m′,Mpk′,ID′,aux) returns

(c1,m
′⊕H(e(c1,aux))),

wherec = (c1,c2) = (rP,m⊕H(e(Mpk,H1(ID))
r)). The correctness of this algo-

rithm can be checked easily.

3This might result in a non-polynomial-time game definition.
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5.5.3 Sakai and Kasahara’s Scheme

The IBE scheme of Sakai and Kasahara is an interesting case to study. Weshow in

Lemma 5.4 that Sakai–Kasahara is not weakly reproducible for IDs or TAs. This

scheme is in fact insecure with randomness-reuse across different IDs. Despite

this, the scheme does allow for randomness-reuse across different TAs for a sin-

gle ID. However, the reduction presented below is not a hybrid argument,and is

based on an assumption which is stronger than the security of Sakai and Kasahara

IBE scheme in the single-user setting [30]. This highlights the fact that a scheme

which does not satisfy the reproducibility tests is not necessarily insecurewith

randomness-reuse.

This scheme which encrypts a message for an identityID underm different

TAs is defined as follows. Key generation and secret key extraction arethe same as

those in the Sakai–Kasahara IBE scheme as described in Section 2.4.6. Encryption

and decryption algorithms are given below.

Em−TA−SM−IBE(m,ID,Mpk1, . . . ,Mpkm)

• r ← Z
∗
p

• For i = 1, . . . ,m

Ui ← r(Mpki +H1(ID)P1)

• V ← m⊕H2(e(P1,P2)
r)

• ci ← (Ui ,V)

• c← (c1, . . . ,cm)

• Returnc

Dm−TA−SM−IBE(c,S)

• (U,V) ← c

• t ← e(U,S)

• m←V ⊕H2(t)

• Returnm

Theorem 5.9. The above scheme is IND-CPA under the(mq+1)-BDHI assump-

tion (see Section 2.2.2) in the random oracle model. Here q is the maximum number

of extraction queries under a TA.
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Proof. (Sketch) The proof is an extension of that in [30]. LetA be an adversary

against the scheme, we constructB attacking the(mq+1)-BDHI problem. Algo-

rithm B receives the tuple(R,xR, . . . ,xmq+1R) as its challenge. It selectsh0, . . . ,hq

andr1, . . . , rm randomly fromZ
∗
p. It then setsP= ∏q

j=1[(r1x+h j) . . .(rmx+h j)]R=

∑mq
j=0c jx jR=: f (x)R. The pointP is the global group generator. AlgorithmB now

definesMpki = r i(xP)−h0P, and therefore, implicitly,Mski = r ix−h0. Note that

xP is calculable.

The non-repeatH1 queries are answered byhi +h0 for non-challenge identities,

and byh0 for the challenge identity. Extraction queries(IDi ,Mpk j) are answered

by computing the above product with the term(r jx+hi) omitted. TheH2 queries

are answered randomly.

The challenge is constructed by selecting a randomV and settingUi = r iwP

wherew is randomly chosen inZ∗
p. The challenge tuple is well-formed:

Ui = s(Mpki +h0P) = s(r ixP−h0P+h0P) = s(r ixP) = r i(sxP) = r iwP,

wheres is the implicit randomness and it equalsw/x.

Now we choose a random elementt from the second hash list and compute

(t/t ′)1/c0, wheret ′ = e(( f (x)− c0)/xR,( f (x)+ c0)R). Note thatc0 6= 0. This is

the correct answer ift = e(R,R)s. This value oft will be on the list asH2, being a

random oracle, one-time padsm.

The non-reproducibility of the IBE of scheme of Sakai and Kasahara is proved

next.

Lemma 5.4. If the IBE scheme of Sakai and Kasahara is OW-CPA secure then it

is not weakly ID- or TA-reproducible.

Proof. It is easy to see that the one-wayness of the scheme implies the hardness

of the CDH problem. So let(P,aP,bP) be a CDH input instance. For weak TA-
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reproducibility note that a reproduction algorithmR, whenm′ = m, on input

(I1, . . . , I7) = (P,Mpk, r(Mpk+H1(ID)P),V,ID,Mpk′,Msk′)

outputs as its first component

r(Mpk′ +H1(ID)P) =
I3

dlogI1(I2)+H1(I5)
(I7 +H1(I5)).

If the input(aP,P+hP−h(aP),bP,V,ID,aP,1) whereh = H1(ID) is passed to the

reproducibility algorithm, we obtain

I3
dlogI1(I2)+H1(I5)

(I7 +H1(I5)) =
bP

1/a+h/a−h+h
(1+h) = abP.

Note that the input to the reproducibility algorithm is well-formed andR will run

correctly on it.

For weak ID-reproducibility,R on input

(P,xP, r(xP+H1(ID)P),V,ID,ID′,1/(x+H1(ID
′))P)

outputsr(xP+ H1(ID
′)P) as its first component. We may now unmaskm from V

by computing

rP =
r(xP+H1(ID)P)− r(xP+H1(ID

′)P)

H1(ID)−H1(ID′)
,

asH1(ID) 6= H1(ID
′). This contradicts the one-wayness of the scheme.

5.6 Open Problems

We conclude this chapter by presenting some problems for further research.

1. Prove the security of the modified Cramer–Shoup scheme in Section 5.2.2
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and them-SK-KEM in Section 5.3.2. Can the latter be done by formulating

a useful notion of reproducibility for KEMs?

2. All schemes considered so far are ElGamal-based. Are there non-ElGamal-

based randomness reusing schemes?

3. It remains an important open problem to construct IBE schemes in the stan-

dard model which allow for randomness-reuse across users.

4. Randomness-reuse can be studied for other cryptographic primitivessuch

as CLE schemes, signcryption schemes or hierarchical IBE schemes. One

can also consider the problem of reusing randomness across different cryp-

tographic primitives. If achievable, constructions which are based on such

primitives may be improved.

5. Are Cramer–Shoup based encryption schemes directly reproducible?

6. Are the full reproducibility and/or weak reproducibility tests necessary?

7. As we shall see in Chapter 8, it is possible toamplifysecurity of a specific

scheme by reusing randomness. Can this be done in a generic way?

8. Is it possible to generalise tight security reductions? More generally, what is

the relation between randomness-reuse and the random self-reducibility of

hard problems underlying a scheme?
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Chapter 6

Cryptographic Workflow

In this chapter, following the work of Al-Riyami et al. [3], we define the notion

of key encapsulation mechanism supporting cryptographic workflow (WF-KEM)

and prove a composition theorem which extends the notion of hybrid encryption

to cryptographic workflow. We then generically construct a WF-KEM from an

identity-based encryption scheme and a secret sharing scheme. Chosenciphertext

security is achieved using one-time signatures. Adding a public-key encryption

scheme we are able to modify the construction to obtain escrow-freeness. In con-

trast to the previous construction, we prove our generic scheme to be secure in the

standard model. We refer the reader to Chapter 1 for an introduction on crypto-

graphic workflow. This chapter first appeared in [11] and represents joint work

with Manuel Barbosa.

6.1 KEM Primitives for Cryptographic Workflow

6.1.1 Access Structures, Policies and Credentials

We first explain how we treat access structures (see Section 2.3.8) in ourconstruc-

tions. We follow an approach similar to that in [3], but we briefly clarify this point
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stating our assumptions on their meaning in real life.

Suppose that we would like to encrypt a message such that only British nation-

als can read. One way to achieve this would be to have a TA who issuescredentials

only to those who possess British nationality. For example, the Home Office would

be the obvious TA to issue British Nationality certificates. However, it could bethe

case that two or more TAs are able to issue such a credential. For instance,the

user’s employer could, after checking the appropriate documentation, grant her a

similar credential. We therefore need to specify precisely which authority weare

trusting. The need for this is even more apparent when the policy is more complex.

Consider the policyEnglish ∧ English ∧ Adult, where the first two policy terms

refer to nationality and language with credentials issued by the Home Office and

the British Council, respectively. It could also be the case that the same authority

issues credentials on age and nationality: it is up to the authority to interpret the

semantics.

For this reason, we view a policy term as a pair(ID,Mpk) whereID ∈ {0,1}∗

is an identifier for the policy term andMpk is the public key of the authority issuing

the credential described inID. We denote bym the number of distinct TAs present

in the system, byn the number of distinct policy terms in an access structure and

by k the number of distinct policy terms in a qualifying set.

6.1.2 KEMs Supporting Cryptographic Workflow

A key encapsulation mechanism supporting cryptographic workflow (WF-KEM)

is defined as a four-tuple of PPT algorithms as follows:

• GWF−KEM(1κ,m): This is the probabilistic authority key generation algorithm

which on input a security parameter 1κ and the number of TAsm, which is

required to be polynomial inκ, outputsm authority secret/public key pairs

((Mski ,Mpki))
m
i=1, as well as a domain parameterI and descriptions of the
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key, randomness and ciphertext spaces. These are denoted byKWF−KEM(I),

RWF−KEM(I) andCWF−KEM(I), respectively.

• XWF−KEM(X,Msk): This is the probabilistic credential extraction algorithm

which on input a policy termX, consisting of a policy identifier/authority

public key pair(ID,Mpk), and the secret keyMsk corresponding toMpk, out-

puts a pair(crd,X) which we call acredential.

• EWF−KEM(P ): This is the probabilistic key encapsulation algorithm which on

input an access structureP onn policy termsP= {X1, . . . ,Xn} outputs a pair

(k,c) wherek ∈ KWF−KEM(I) andc is an encapsulation ofk.

• DWF−KEM(c,crd): This is the deterministic decapsulation algorithm which on

input an encapsulationc and a list of credentialscrd, outputs a keyk or a

failure symbol⊥.

A WF-KEM is calledcorrect if for every policy P on n policy terms the fol-

lowing experiment returns 1 with probability 1. In what follows,m,n∈ N and are

polynomial in the security parameter.

1. ((Mski ,Mpki))
m
i=1 ← GWF−KEM(1κ,m)

2. (k,c) ← EWF−KEM(P )

3. Q← P

4. Parse(Xi1, . . . ,Xik) ← Q

5. [crd] j ← XWF−KEM(Xi j ,Mski j ),1≤ j ≤ k

6. If k = DWF−KEM(c,crd) return 1 else return 0

The indistinguishability games against chosen credential and ciphertext attacks

for a WF-KEM are defined as follows. As in [3] we call this notionrecipient

security.
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(m,n)-IND-atk

1. ((Mski ,Mpki))
m
i=1 ← GWF−KEM(1κ,m)

2. (P ∗,st) ← AO1
1 (Mpk1, . . . ,Mpkm)

3. k0 ← KWF−KEM(I)

4. (k1,c∗) ← EWF−KEM(P
∗)

5. b←{0,1}

6. b′ ← AO2
2 (kb,c∗,st)

Adv(m,n)−IND−atk
WF−KEM (A) := |2Pr[b′ = b]−1|.

HereP ∗ must be onn policy terms;O1 andO2 contain credential extraction and

decapsulation oracles subject to the following restrictions:

• The set of queries that the adversary makes to the credential extraction oracle

must not form a qualifying set ofP ∗.

• The adversary cannot query the decapsulation oracle onc∗.

We distinguish adaptive (atk= CCCA) and non-adaptive (atk= CCCA−) chosen

ciphertext and credential attacks. The difference is that in non-adaptive attacks, the

adversary is not allowed to query the extraction oracle on anyX = (ID,Mpk) with

X ∈ P∗ in the second stage of the game (as opposed to a qualifying set ofX’s in the

adaptive attack). Recall from Section 2.3.8 thatP ∗ is a collection of susets ofP∗.

As usual, a WF-KEM is called IND-CCCA (IND-CCCA−) secure if all PPT

attackers have negligible advantage in the above game as a function of the security

parameter.

Note that WF-KEMs are intrinsically multi-user, as anyone who is able to ob-

tain a qualifying set of credentials will be capable of decapsulating. However, in

most practical cases this probably will not be the case, as the credential policy term
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semantics will include the intended recipient’s identity. This is related to another

important characteristic of WF-KEMs. Any colluding set of TAs who can produce

a qualifying set of credentials are also able to invert the encapsulation, and this

means that a WF-KEM is not escrow-free.

6.1.3 KEMs Supporting Escrow-Free Cryptographic Workflow

The notion of a KEM supporting escrow-free cryptographic workflow (EFWF-

KEM) implies modifying the previous primitive to remove recipient ambiguity.

We follow an approach similar to [3] and [5] whereby the primitive is extendedto

include a recipient public and private key pair.

EFWF-KEMs are defined through five PPT algorithms. Four of these algo-

rithms are analogous to those defined for WF-KEMs. In addition to these we add

an extra user key generation algorithm:

• GEFWF−KEM(1κ,m): This is the probabilistic authority key generation algo-

rithm which on input a security parameter 1κ and the number of TAsm,

which is required to be polynomial inκ, outputsm trusted authority se-

cret/public key pairs((Mski ,Mpki))
m
i=1, as well as a domain parameterI and

descriptions of the key, randomness and ciphertext spaces. These are denoted

by KEFWF−KEM(I), REFWF−KEM(I) andCEFWF−KEM(I) respectively.

• G
U

EFWF−KEM(1
κ): This is the probabilistic user key generation algorithm which

on input of the security parameter outputs a private/public key pair(SK,PK).

• XEFWF−KEM(X,Msk): This is the probabilistic credential extraction algorithm

which on input a policy termX, consisting of a policy identifier/authority

public key pair(ID,Mpk), and the secret keyMsk corresponding toMpk, out-

puts a pair(crd,X) which we call acredential.

• EEFWF−KEM(P ,PK): This is the probabilistic encapsulation algorithm which on
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input an access structureP on n policy termsP = {X1, . . . ,Xn} and a public

keyPK, outputs a pair(k,c) wherek∈KEFWF−KEM(I) andc is an encapsulation

of k.

• DEFWF−KEM(c,crd,SK): This is the deterministic decapsulation algorithm that

on input an encapsulationc, a list of credentialscrd, and a secret keySK

outputs a keyk or a failure symbol⊥.

An EFWF-KEM is calledcorrect if for every policy P on n policy terms the

following experiment returns 1 with probability 1. In what follows,m,n∈ N and

are polynomial in the security parameter.

1. ((Mski ,Mpki))
m
i=1 ← GEFWF−KEM(1κ,m)

2. (SK,PK) ← G
U

EFWF−KEM(1
κ)

3. (k,c) ← EEFWF−KEM(P ,PK)

4. Q← P ;Parse(Xi1, . . . ,Xik) ← Q

5. [crd] j ← XEFWF−KEM(Xi j ,Mski j ),1≤ j ≤ k

6. If k = DEFWF−KEM(c,crd,SK) return 1 else return 0

Recipient security for an EFWF-KEM is defined through a game very similar

to that presented for a WF-KEM. The only difference is that here the adversary is

provided with a user key pair which is generated at the beginning of the game. This

captures the notion that even the user who knows the private key must possess a

qualifying set of credentials to decapsulate. The game is specified below onthe left.

Again,P ∗ must be on at mostn policy terms; theO1 andO2 oracles are exactly as in

the previous game for adaptive (atk = CCCA) and non-adaptive chosen credential

attacks(atk = CCCA−).
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(m,n)-IND-atk

1. (Mski ,Mpki)
m
i=1←GEFWF−KEM(1κ)

2. (SK,PK) ← G
U

EFWF−KEM(1
κ)

3. (P ∗,st)←AO1
1 ((Mpki)

m
i=1,SK,PK)

4. k0 ← KEFWF−KEM(I)

5. (k1,c∗) ← EEFWF−KEM(P
∗,PK)

6. b←{0,1}

7. b′ ← AO2
2 (kb,c∗,st)

(m,n)-IND-CCA

1. (Mski ,Mpki)
m
i=1←GEFWF−KEM(1κ)

2. (SK,PK) ← G
U

EFWF−KEM(1
κ)

3. (P ∗,st)←AO1
1 ((Mski ,Mpki)

m
i=1,PK)

4. k0 ← KEFWF−KEM(I)

5. (k1,c∗)← EEFWF−KEM(P
∗,PK)

6. b←{0,1}

7. b′ ← AO2
2 (kb,c∗,st)

To capture escrow-freeness, we follow the approach in [3] and define external

securitythrough the indistinguishability game shown above on the right. Note that

the adversary controls everything except the user’s secret key. Here P ∗ must be on

n policy terms;O1 andO2 denote a decapsulation oracle subject to the restriction

that the adversary cannot query it onc∗. An EFWF-KEM is called IND-CCCA

(IND-CCCA−) and IND-CCA secure if all PPT attackers have negligible advan-

tage in the above games as a function of the security parameter, where advantages

are defined as

Adv(m,n)−IND−atk
EFWF−KEM (A) := |2Pr[b′ = b]−1|

for the recipient security and

Adv(m,n)−IND−CCA
EFWF−KEM (A) := |2Pr[b′ = b]−1|

for the external security. Here we requirem andn to be polynomial in the security

parameter.
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6.1.4 Hybrid Encryption Supporting Cryptographic Workflow

The concept and security model of an encryption scheme supporting escrow-free

cryptographic workflow (EFWF-ENC), as proposed in [3], are defined in a very

similar manner to an EFWF-KEM. Following [3], an encryption scheme support-

ing escrow-free cryptographic workflow (EFWF-ENC) is defined via five PPT al-

gorithms. The algorithmsGEFWF−ENC(1κ,m), G
U

EFWF−ENC(1
κ) andXEFWF−ENC(X,Msk)

are identical to that of an EFWF-KEM. Encryption and decryption are as follows.

• EEFWF−ENC(m,P ,PK): This is the probabilistic encryption algorithm which on

input a messagem, an access structureP and a public keyPK, outputs a

ciphertextc.

• DEFWF−ENC(c,crd,SK): This is the deterministic decryption algorithm which

on input a ciphertextc, a list of credentialscrd and a secret keySK, outputs

a messagem or a failure symbol⊥.

The correctness of an EFWF-ENC scheme is defined similarly to that of an EFWF-

KEM.

The recipient security model is defined below. Here,P ∗ must be onn policy

terms, andO1 andO2 denote credential extraction and decryption oracles subject to

the following restrictions. In the CCCA model the set of queries that the adversary

makes to the credential extraction oracle should not form a qualifying subset of P∗.

In the CCCA− model there is the additional restriction that the adversary cannot

call the extraction oracle on anyX = (ID,Mpk) with X ∈ P∗ in the second stage of

the game. Also, the adversary cannot query the decryption oracle onc∗.
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(m,n)-IND-atk

1. ((Mski ,Mpki))
m
i=1 ← GEFWF−ENC(1κ,m)

2. (SK,PK) ← G
U

EFWF−ENC(1
κ)

3. (m0,m1,P
∗,st) ← AO1

1 ((Mpki)
m
i=1,SK,PK)

4. b←{0,1}

5. c∗ ← EEFWF−ENC(mb,P
∗,PK)

6. b′ ← AO2
2 (c∗,st)

Adv(m,n)−IND−atk
EFWF−ENC (A) := |2Pr[b′ = b]−1|.

Escrow-freeness, or external security, is captured via the game below. Here,

P ∗ must be onn policy terms, andO1 andO2 denote a decryption oracle subject to

the restriction that the adversary cannot query it onc∗.

(m,n)-IND-CCA

1. ((Mski ,Mpki))
m
i=1 ← GEFWF−ENC(1κ,m)

2. (SK,PK) ← G
U

EFWF−ENC(1
κ)

3. (m0,m1,P
∗,st)←AO1

1 ((Mski ,Mpki)
m
i=1,PK)

4. b←{0,1}

5. c∗ ← EEFWF−ENC(mb,P
∗,PK)

6. b′ ← AO2
2 (c∗,st)

Adv(m,n)−IND−CCA
EFWF−ENC (A) := |2Pr[b′ = b]−1|.

Using an EFWF-KEM and a standard DEM with compatible key spaces, one

can construct a hybrid encryption scheme supporting escrow-free cryptographic

workflow in the usual way:

149



6.2 Generic Constructions

EEFWF−ENC(m,P ,PK)

• (k, c̄) ← EEFWF−KEM(P ,PK)

• c← EDEM(m,k)

• c← (c̄,c)

• Returnc

DEFWF−ENC(c,crd,SK)

• (c̄,c) ← c

• k← DEFWF−KEM(c̄,crd,SK)

• If k =⊥ return⊥

• m← DDEM(c,k)

• Returnm

The following theorem relates the security of this hybrid encryption scheme

to that of its EFWF-KEM and DEM components. A similar result holds for non-

escrow free primitives.

Theorem 6.1. The hybrid EFWF-ENC scheme as constructed above is secure in

the recipient and external security models if the underlying EFWF-KEM and DEM

are secure. More precisely, foratk ∈ {CCCA,CCCA−}, and any PPT adversary A

against the EFWF-ENC scheme, there are PPT adversaries B1 and B2 against the

EFWF-KEM and the DEM such that:

Adv(m,n)−IND−atk
EFWF−ENC (A) ≤ 2Adv(m,n)−IND−atk

EFWF−KEM (B1)+AdvFG−CCA
DEM

(B2),

Adv(m,n)−IND−CCA
EFWF−ENC (A) ≤ 2Adv(m,n)−IND−CCA

EFWF−KEM (B1)+AdvFG−CCA
DEM

(B2).

The proof of this theorem is similar to that of composition ofm-SK-IBKEMs

and DEMs presented in Theorem 4.1.

6.2 Generic Constructions

6.2.1 A WF-KEM Construction

We first present a construction of a WF-KEM using an IBE scheme, a secret sharing

scheme and a one-time signature scheme (see Sections 2.3.8 and 2.3.7 for defini-
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tions).

The authority key generation and credential extraction algorithms of the result-

ing WF-KEM are direct adaptations of the master key generation and secret key

extraction algorithms of the underlying IBE:

• GWF−KEM(1κ,m): Runs theGIBE(1κ) algorithm m times in order to obtain

((Mski ,Mpki))
m
i=1. The key space isKWF−KEM(κ) = {0,1}κ.

• XWF−KEM(X,Msk): ParsesX to get(ID,Mpk), extractscrd = XIBE(ID,Msk)

and returns(crd,X).

We let (GOTS,Sig,Ver) denote a one-time signature scheme and let(S,S−1)

be a secret sharing scheme. The encapsulation and decapsulation algorithms are as

follows.

EWF−KEM(P )

• (vk,sk) ← GOTS(1κ)

• k← KWF−KEM(κ)

• (shr,aux) ← S(1κ,k,P )

• For j = 1, . . . ,n

(ID,Mpk) ← Xj

c j ← EIBE([shr] j ||vk,ID,Mpk)

• c← (c1, . . . ,cn,vk,aux,P )

• σ ← Sig(c,sk)

• Return(k,c||σ)

DWF−KEM(c||σ,crd)

• If Ver(c,σ,vk) 6= 1 return⊥

• (c1, . . . ,cn,vk,aux,P ) ← c

• For j = 1, . . . ,k

(crd,X) ← [crd] j

Findci corresponding toX

([shr] j ||vk j) ← DIBE(ci ,crd)

If ([shr] j ||vk j) =⊥ return⊥

If vk j 6= vk return⊥

• k← S
−1(shr,aux)

• If k =⊥ return⊥

• Returnk

Note that, similarly to what is done in [43] for multiple encryption in the public-

key setting, one could use an IBE primitive modified to include non-malleable
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public labels to bindvk to each individualc j . We chose not to do this so that we

could base our construction on the more standard IBE primitive and securitymodel.

The security of the above construction is captured via the following theorem.

Theorem 6.2. The above construction is(m,n)-IND-CCCA secure if the underly-

ing IBE is IND-CCA secure, the OTS is UF secure, and the secret sharing scheme is

information-theoretically secure. More precisely, for any PPT adversary A against

the WF-KEM, there are PPT adversaries B1 and B2 against the OTS and the IBE

scheme such that:

AdvIND−CCCA
WF−KEM (A) ≤ 2AdvUF

OTS
(B1)+2mn2 ·AdvIND−CCA

IBE
(B2).

Proof. We prove the theorem using a sequence of five gamesGame0, . . . ,Game4.

Let A be an adversary against the generic workflow construction. We denoteby Si

the event thatA guesses the challenge bit correctly inGamei .

Let Game0 be the original IND-CCCA attack game. Hence

(1/2) ·AdvIND−CCCA
WF−KEM (A) = |Pr[S0]−1/2|.

To obtainGame1 we introduce a single change: all decapsulation queries where

the OTS verification key included in the challenge is reused by the adversary are

answered immediately with⊥.

We claim thatA’s probability of success changes negligibly. LetE denote

the event that the adversary submits for decapsulation a valid ciphertext(c||σ),

different from the challenge ciphertext(c∗||σ∗)1. Given thatGame0 andGame1 are

1Note thatdifferent in this case means a single bit and, in particular, allows the attacker to reuse
c∗ or σ∗.
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identical, unlessE occurs, we have

|Pr[S0]−Pr[S1]| ≤ Pr[E].

To show that this difference is negligible, it suffices to demonstrate that Pr[E]

must be negligible. This follows easily from the observation that any adversary

that causesE to occur with non-negligible probability can be used to directly con-

struct an algorithmB1 which wins the strong unforgeability game against the OTS

scheme with advantage Pr[E]. Therefore

|Pr[S0]−Pr[S1]| ≤ AdvUF
OTS

(B1).

Now we changeGame1 so that decapsulation queries immediately return⊥ for

all ciphertexts which reuse one or more challenge componentsc∗i and correspond-

ing policy terms inP ∗. We call this new gameGame2 and we claim that

Pr[S1] = Pr[S2].

To prove this claim, we argue that⊥ is the correct decapsulation result for

this type of ciphertext inGame1. To see this, note that all queries which reuse

vk∗ are already returning⊥, so we only need to consider the case wherevk 6=

vk∗. However, by construction, allc∗i components will returnvk∗ when decrypted,

causing the decapsulation consistency check to fail.

We obtainGame3 by changing the way in which the challenge encapsulation

is constructed: thec j challenge components are constructed using shares resulting

from a completely random keyk2 (but still usingaux∗1).

Once again, we claim thatA’s probability of success changes only negligibly
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when one moves toGame3. We prove this claim using a hybrid argument similar to

that in [13].

We show that if|Pr[S2]−Pr[S3]| is non-negligible, then it is possible to build

an algorithmB2 which runsA as a subroutine, interpolates between the two games,

and has non-negligible advantage in the IND-CCA game that defines the security

of the IBE scheme. AlgorithmB2 works as follows:

• B2 chooses a random valueℓ in the range 1, . . . ,n, wheren is the number of

policy terms.

• B2 generates the key pairs form− 1 credential authorities and obtains the

m-th master public key from the external IBE attack game.B2 randomly

permutes these public keys and passes them on toA.

• On input a challenge policyP ∗, algorithmB2 constructs the challenge en-

capsulation as follows:

– If the master public key from the external IBE game is not associated

with theℓ-th policy term (eventF1), B2 terminates. LetXℓ be the first

component of theℓ-th policy term, andIDℓ the identifier inside it.

– B2 chooses three keysk0, k1 andk2 at random, passesk1 andk2 to-

gether withP ∗ to the secret sharing algorithm to obtain(shr∗1,aux
∗
1)

and(shr∗2,aux
∗
2).

– B2 runsGOTS to obtain(vk∗,sk∗).

– For shares 1, . . . , ℓ−1, B2 constructsc∗j using[shr∗1] j ||vk
∗.

– For theℓ-th share,B2 calls the external challenge oracle onIDℓ with

(m0,m1), wherem0 = [shr∗2]ℓ||vk
∗ andm1 = [shr∗1]ℓ||vk

∗.

– For all remaining shares,B2 constructsc∗j using[shr∗2] j ||vk
∗.
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– B2 now generates a random bitband provideskb to the adversary, along

with the challenge ciphertext (which usesaux∗1).

• Credential extraction queries are handled as follows:

– The knowledge of the master secret keys onm− 1 of the authorities

allowsB2 to directly answer most extraction queries using the IBE ex-

traction algorithm.

– For credentials associated with the authority from the external secu-

rity game,B2 will call the secret key extraction oracle provided in that

game.

– Algorithm B2 will terminate ifA chooses to extract the secret key asso-

ciated withXℓ (eventF2), as this would be an invalid query in the IBE

game.

• Decapsulation queries are answered as follows:

– The necessary credentials are obtained by running the credential ex-

traction simulation algorithm above.

– The exception isXℓ in the challenge, for whichB2 simply calls the ex-

ternal decryption oracle. Note that by the rules inGame2 the adversary

will not be able to forceB2 to perform a decryption query which is dis-

allowed in the IBE security game. All queries associatingc∗ℓ with Xℓ

are immediately answered with⊥.

• WhenA returns a bitb′, algorithmB2 will return 1 if b = b′ and 0 otherwise.

First we look at the probability thatB2 does not fail.

We call the event thatB2 failsFail. Since the eventsF1 andF2 are independent,

we have:

Pr[¬Fail] = Pr[¬F1∧¬F2] = Pr[¬F1] · [¬F2] ≥
1

mn
.
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The latter inequality follows from the following observations:

• There is a 1-in-m probability thatA will output a policy in which theℓ-th

share must be extracted under the authority corresponding to the external

IBE game.

• For any non-trivial policy, there is at least one credential whichA cannot

extract. Hence there is at least a 1-in-n chance that this is theℓ-th share.

Let b̂ be the bit returned byB2 and b̄ be the secret bit in the external IBE

security game. We have

AdvIND−CCA
IBE

(B2) = |Pr[b̂ = 1|b̄ = 1]−Pr[b̂ = 1|b̄ = 0]|

= Pr[¬Fail] · |Pr[b̂ = 1|b̄ = 1∧¬Fail]−Pr[b̂ = 1|b̄ = 0∧¬Fail]|.

Let us now focus on executions ofB2 which do not abnormally terminate. It is

clear that algorithmB2 runsA in the environment ofGame2 if ℓ = n and the external

challenge oracle usesm1. Similarly, algorithmB2 runs A in the environment of

Game3 if ℓ = 1 and the external challenge oracle usesm2. This is true regardless of

the fact that the adversary will be able to open up some of thec j components in

the challenge which may contain shares associated withk2. This is guaranteed by

the information-theoretical security of the secret sharing algorithm and bythe fact

that the adversary is never allowed to obtain a qualifying set of credentials.

Hence, we have

Pr[S2] = Pr[b̂ = 1|ℓ = n∧ b̄ = 1∧¬Fail],

and

Pr[S3] = Pr[b̂ = 1|ℓ = 1∧ b̄ = 0∧¬Fail].

BecauseB2 generatesℓ uniformly at random at the beginning of its operation,

156



6.2 Generic Constructions

the following summations hold for any execution ofB2:

Pr[b̂ = 1|b̄ = 1∧¬Fail] =
1
n

n

∑
i=1

(Pr[b̂ = 1|ℓ = i∧ b̄ = 1∧¬Fail])

Pr[b̂ = 1|b̄ = 0∧¬Fail] =
1
n

n

∑
i=1

(Pr[b̂ = 1|ℓ = i∧ b̄ = 0∧¬Fail]).

Now we observe that for any 2≤ i ≤ n, by construction,B2 guarantees the

following

Pr[b̂ = 1|ℓ = i∧ b̄ = 0∧¬Fail] = Pr[b̂ = 1|ℓ = (i−1)∧ b̄ = 1∧¬Fail].

Cancelling out the summation terms, we obtain

Pr[b̂ = 1|b̄ = 1∧¬Fail]−Pr[b̂ = 1|b̄ = 0∧¬Fail] =

=
1
n
(Pr[b̂ = 1|ℓ = n∧ b̄ = 1∧¬Fail]−Pr[b̂ = 1|ℓ = 1∧ b̄ = 0∧¬Fail]).

Putting these results together, we have

AdvIND−CCA
IBE

(B2) =
1
n
·Pr[¬Fail] · |Pr[S2]−Pr[S3]|,

and finally

|Pr[S2]−Pr[S3]| ≤ mn2 ·AdvIND−CCA
IBE

(B2),

which demonstrates that the advantage of any adversary inGame3 must be negligi-

bly different from that inGame2 if the underlying IBE is IND-CCA secure.

To complete the proof, we introduce a final gameGame4 where the only dif-

ference toGame3 is the fact that we replace theaux∗1 component in the challenge

by aux∗2. Again, the information-theoretical security of the secret sharing scheme
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guarantees thatA’s view in the two games is identical:

Pr[S3] = Pr[S4].

Finally, we have that because no information regarding the secret bit chosen by

the challenger can be leaked by the challenge inGame4, the adversary can have no

advantage:

Pr[S4] = 1/2.

Putting together the previous results we obtain the expression in Theorem 6.2.

For computational secret sharing schemes we obtain the following. This result

is further explained in Section 6.3.

Theorem 6.3. The above construction is(m,n)-IND-CCCA− secure if the under-

lying IBE scheme is IND-CCA secure, the OTS is UF secure, and the secret shar-

ing scheme is IND-SSA secure. More precisely, for any PPT adversary A against

the WF-KEM, there are PPT adversaries B1, B2 and B3 against the OTS, the IBE

scheme and the computational secret sharing scheme such that:

AdvIND−CCCA
−

WF−KEM (A) ≤ 2AdvUF
OTS

(B1)+2mn2 ·AdvIND−CCA
IBE

(B2)+AdvIND−SSA
SS

(B3).

Proof. (Sketch) The proof is very similar to that for Theorem 6.2. However, in

this case, we know exactly which credentials the adversary has extractedduring

the first stage, and that it is unable to extract credentials related to the challenge

in stage two. This makes it possible to show that, if the IBE scheme is IND-CCA

secure, the adversary’s advantage changes negligibly if we change the ciphertext

components to which the adversary has no access by encrypting randombit strings

of appropriate length. Once in this game environment, the adversary’s advantage
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can then be used to directly win the IND-SSA game against the secret sharing

scheme. The simulator selects the shares that the adversary will be recovering from

the external IND-SSA game when it is about to construct the challenge. Since all

the other ciphertext components contain random data, any advantage the adversary

obtains must come from attacking the secret sharing scheme.

6.2.2 An EFWF-KEM Construction

We now extend the previous generic construction to achieve escrow-freeness. We

build an EFWF-KEM using an additional component: a PKE scheme. The au-

thority key generation and credential extraction algorithms are as in the WF-KEM

construction. The user key generation algorithm is that of the underlying PKE

scheme. Finally, the encapsulation and decapsulation algorithms are:

EEFWF−KEM(P ,PK)

• (vk,sk) ← GOTS(1κ)

• k1,k2 ← KEFWF−KEM(κ)

• (shr,aux) ← S(1κ,k1,P )

• c̄← EPKE(k2||vk,PK)

• For j = 1, . . . ,n

(ID,Mpk) ← Xj

c j ← EIBE([shr] j ||vk,ID,Mpk)

• c← (c̄,c1, . . . ,cn,vk,aux,P )

• σ ← Sig(c,sk)

• Return(k1⊕k2,c||σ)

DEFWF−KEM(c||σ,crd,SK)

• If Ver(c,σ,vk) 6= 1 return⊥

• (c̄,c1, . . . ,cn,vk,aux,P ) ← c

• For j = 1, . . . ,k

(crd,X) ← [crd] j

Findci corresponding toX

([shr] j ||vk j) ← DIBE(ci ,crd)

If ([shr] j ||vk j) =⊥ return⊥

If vk j 6= vk return⊥

• k1 ← S
−1(shr,aux)

• k2 ← DPKE(c̄,SK)

• If k1 =⊥ or k2 =⊥ return⊥

• Returnk1⊕k2
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Again we have two security results which depend on the security provided by

the underlying secret sharing scheme.

Theorem 6.4. The EFWF-KEM construction given above is(m,n)-IND-CCCA

and(m,n)-IND-CCA secure if the underlying PKE and IBE are IND-CCA secure,

the OTS is UF secure, and the secret sharing scheme is information-theoretically

secure. More precisely, for any PPT adversary A against the EFWF-KEM, there

are PPT adversaries B1 and B2 against the OTS and the IBE/PKE scheme such

that:

AdvIND−CCCA
EFWF−KEM(A) ≤ 2AdvUF

OTS
(B1)+2mn2 ·AdvIND−CCA

IBE
(B2),

AdvIND−CCA
EFWF−KEM(A) ≤ 2AdvUF

OTS
(B1)+2AdvIND−CCA

PKE
(B2).

We present the proof in two stages. First we address IND-CCA security, and

then IND-CCCA security.

Lemma 6.1. The construction is(m,n)-IND-CCA secure if the underlying PKE is

IND-CCA secure and the OTS is UF secure.

Proof. We construct this proof using a sequence of four gamesGame0, . . . ,Game3.

Let A be an adversary against the generic workflow construction. We denoteby Si

the event thatA guesses the challenge bit correctly inGamei .

Let Game0 be the original IND-CCA attack game. Hence

(1/2) ·AdvIND−CCA
EFWF−KEM(A) = |Pr[S0]−1/2|.

To obtainGame1 we introduce a single change: all decapsulation queries where

the OTS verification key included in the challenge is reused by the adversary are

answered immediately with⊥.

We claim thatA’s probability of success changes negligibly. LetE denote
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the event that the adversary submits for decapsulation a valid ciphertext(c||σ),

different from the challenge ciphertext(c∗||σ∗).

Given thatGame0 andGame1 are identical, unlessE occurs, we have

|Pr[S0]−Pr[S1]| ≤ Pr[E].

To show that this difference is negligible, it suffices to demonstrate that Pr[E]

must be negligible. This follows easily from the observation that any adversary that

causesE to occur with non-negligible probability can be used to directly construct

an algorithmB1 which wins the UF game against the OTS scheme with advantage

Pr[E]. Therefore:

|Pr[S0]−Pr[S1]| ≤ AdvUF
OTS

(B1).

Now we changeGame1 so that decapsulation queries immediately return⊥ for

all ciphertexts which reuse one or more challenge componentsc∗i and correspond-

ing policy terms inP ∗. We call this new gameGame2 and we claim that

Pr[S1] = Pr[S2].

To prove this claim, we argue that⊥ is the correct decapsulation result for

this type of ciphertext inGame1. To see this, note that all queries which reuse

vk∗ are already returning⊥, so we only need to consider the case wherevk 6=

vk∗. However, by construction, allc∗i components will returnvk∗ when decrypted,

causing the decapsulation consistency check to fail.

Finally, we obtainGame3 by changing the way in which the challenge encap-

sulation is constructed: the PKE challenge component is constructed using acom-

pletely random string of the correct size.
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Once again, we claim thatA’s probability of success changes only negligibly

when one moves toGame3. To prove this claim we show that if|Pr[S2]−Pr[S3]|

is non-negligible, then it is possible to build an algorithmB2 which runsA as a

subroutine, interpolates between the two games, and has non-negligible advantage

in the IND-CCA game that defines the security of the PKE scheme.B2 works as

follows:

• B2 generates all the IBE-related parameters itself and obtains the public key

for the PKE scheme from the IND-CCA game. These are all handed over to

the adversary.

• Eventually the adversary outputs a challenge policyP ∗ andB2 constructs the

challenge as follows:

– B2 generates the OTS key pair(vk∗,sk∗).

– B2 generates three secret keysk0, k1 andk2.

– B2 passesk2||vk
∗ and a completely random bit string of the same size

to the external IND-CCA challenge oracle.

– B2 usesk1 to construct the part of the challenge ciphertext which relies

on the secret sharing scheme and the IBE scheme.

– B2 calculates the OTS and completes the challenge ciphertext.

– Now B2 flips a coinb. If b = 0 thenB2 hands overk0 and the chal-

lenge to the adversary. Otherwise, the adversary getsk1⊕ k2 and the

challenge ciphertext.

• Eventually the adversary will output its guessb′, andB2 will return 1 if b= b′

and 0 otherwise.

• Throughout its entire operationB2 is able to answer decapsulation queries

correctly according to the rules ofGame2. It takes advantage of its knowledge
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of all the IBE parameters and the external PKE decryption oracle to achieve

that. Again,A is not able to forceB2 into placing an invalid query to this

oracle because by the rules ofGame2 any query which includes the PKE

challenge ciphertext can be immediately answered with⊥.

Let b̂ denote the secret bit in the PKE IND-CCA game, andb̄ denoteB2’s

guess. It is clear thatB2 will run A in an environment consistent withGame2 or

Game3, depending on whether the PKE challenge oracle encryptsk2||vk
∗ (b̂ = 0)

or the random string (b̂ = 1). Hence we can write:

Pr[S2] = Pr[b = b′|b̂ = 0] = Pr[b̄ = 1|b̂ = 0],

Pr[S3] = Pr[b = b′|b̂ = 1] = Pr[b̄ = 1|b̂ = 1].

However, by definition, we have that

AdvIND−CCA
PKE

(B2) = |Pr[b̄ = 1|b̂ = 0]−Pr[b̄ = 1|b̂ = 1]|,

which leads to

|Pr[S2]−Pr[S3]| = AdvIND−CCA
PKE

(B2).

Finally we observe that inGame3 the adversary can have no advantage, since

no information aboutk2 is present in the challenge. Hence

Pr[S3] = 1/2.

The lemma follows from the combination of the game transition results.

Lemma 6.2. The construction is(m,n)-IND-CCCA secure if the underlying IBE

scheme is IND-CCA secure, the OTS is UF secure, and the secret sharing scheme

is information-theoretically secure.
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Proof. (Sketch) This construction is very similar to the WF-KEM construction that

is proven secure in Theorem 6.2. The only difference in the ciphertext isthe inclu-

sion of an additional component which corresponds to the PKE encapsulation of a

random secret.

Furthermore, in the credential security model for an EFWF-KEM, the adver-

sary knows all the parameters for the underlying PKE, including the secret key, so

the additional component in the challenge ciphertext is adding no additional secu-

rity. We need only to show that the public-key component also does not degrade

the security of the construction. To do this we analyse how the adversary could

obtain additional advantage, and show that this is not feasible.

Global Parameters: The global parameters for the PKE component are com-

pletely independent from the remaining global parameters, so the adversary can

obtain no additional advantage through them.

Challenge Oracle: The challenge ciphertext is constructed using an information-

theoretically secure 2-out-of-2 splitting of the secret key. One of the shares is

handed over to the adversary, since it can open up the public-key component. But

this provides no information whatsoever about the encapsulated secret, unless the

adversary can learn something about the other share.

Decapsulation Oracle: The strategy used in Theorem 6.2 to handle decapsula-

tion queries can also be used in this case.

Credential Extraction Oracle: Any credential extraction oracle queries that the

adversary may perform will provide no more advantage than it would obtainagainst

the WF-KEM construction, as the IBE component is completely independent of the

PKE component.
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To summarise, a complete proof of the IND-CCCA security of this EFWF-

KEM construction would be almost identical to the proof in Theorem 6.2, the

only difference being the fact that theB1 and B2 algorithms would need to in-

clude the PKE component in their interaction with the adversary. These algorithms

would generate the additional parameters themselves, provide them to the adver-

sary, and use them to answer any related decapsulation queries that the adversary

might make.

Again for computational secret sharing we have the following result.

Theorem 6.5. The above EFWF-KEM construction is(m,n)-IND-CCCA− and

(m,n)-IND-CCA secure if the underlying PKE is IND-CCA secure, the underlying

IBE is IND-CCA secure, the OTS is UF secure, and the secret sharing scheme is

IND-SSA secure. More precisely, for any PPT adversary A against the WF-KEM,

there are PPT adversaries B1, B2 and B3 against the OTS, the IBE/PKE scheme

and the computational secret sharing scheme such that:

AdvIND−CCCA
−

EFWF−KEM (A) ≤ 2AdvUF
OTS

(B1)+2mn2 ·AdvIND−CCA
IBE

(B2)+AdvIND−SSA
SS

(B3),

AdvIND−CCA
EFWF−KEM(A) ≤ 2AdvUF

OTS
(B1)+2AdvIND−CCA

PKE
(B2).

Proof. (Sketch) The only difference introduced by allowing for a computational

secret sharing scheme resides on the credential security result, as recipient security

is guaranteed by the OTS and PKE schemes. The same argument presentedfor the

WF-KEM construction in Theorem 6.3 applies here.

6.3 Discussion

The main contribution of our work in this chapter is that, through our generic

constructions and composition theorems, and using underlying components which
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achieve the required levels of security in the standard model, we are able to ob-

tain the first WF-ENC and EFWF-ENC schemes which are provably securein the

standard model.

There are, however, other interesting aspects to the results presented inthe

previous sections, which we now discuss.

Relation with the original construction in [3]: The concrete escrow-free work-

flow scheme in [3] is defined as a full encryption scheme, although internally it

is structured as a KEM-DEM construction. The basic building-block in the KEM

part is a weak version of the IBE scheme by Boneh and Franklin [23]. Chosen

ciphertext security is achieved globally through a transformation akin to thatused

in the KEM constructions in [38], which is valid in the random oracle model. Here,

we require fully chosen ciphertext secure individual components, andthe way we

achieve global CCA security in the standard model comes from the IBE to PKE

transformation in [29], adapted to multiple encryption in [43].

Our constructions do inherit the combination of a secret sharing scheme, an

IBE scheme and a PKE scheme. However, if we allow for computational secret

sharing, then we can only achieve IND-CCCA− security. This is true even if the

underlying secret sharing scheme tolerates adaptive chosen share attacks. This

is the main difference between the security of our construction and that in [3].

Intuitively this can be explained as follows. Using random oracle heuristic one can

perform alate bindingbetween challenge share values and the challenge ciphertext.

This makes it possible to construct the challenge without explicitly knowing the

shares, and directly map the adversary’s credential extraction queriesto external

calls to a share extraction oracle. The standard model does not allow the same

proof strategy, so we cannot prove the security of our constructions against adaptive

credential extracting attackers unless we adopt perfect secret sharing. This will
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only be an issue in terms of the overall efficiency of the constructions, which we

discuss below.

Finally, it is interesting to note the effective application of the randomness-

reuse technique, as described in Chapter 5, in the original scheme to achieve im-

pressive computational and ciphertext length savings.

Relation with multiple encryption: This work builds on the general results by

Dodis and Katz [43] for chosen ciphertext security of multiple encryption.How-

ever our constructions require that we extend these results in three different aspects:

(1) we consider adaptive user corruption attacks; (2) we investigate generalised ac-

cess structures; and (3) we require a mix of identity-based and public-key encryp-

tion techniques. Our results imply that equivalent extensions can be derived in the

context of generic multiple encryption.

Relation with certificateless encryption: We will not explore this connection

in detail due to space constraints. However, we do note the similarity between

the security models of a CLKEM (see Chapter 7) and the EFWF-KEM security

models introduced here. This similarity implies that a simplified version of our

construction considering only one credential and a single authority can beseen

as a CLKEM which can be proved IND-CCA secure against (normal) Type-I and

Type-II adversaries.

Efficiency considerations: We analyse the efficiency of our constructions by

looking at their computational load and ciphertext lengths. A high-level analysis

shows that the computational weight associated with encapsulation and decapsula-

tion is that of sharing the secret key, encrypting then shares using the IBE scheme,

possibly encrypting another secret key with the PKE scheme, and generating a

one-time signature. The corresponding ciphertexts include the public sharing in-
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formation,n IBE ciphertexts, possibly one PKE ciphertext, the OTS verification

key and a signature string.

An obvious way to optimise the end-result is to choose underlying components

which are themselves efficient. For example, adopting the IBE scheme of Sakai

and Kasahara [30] one obtains a solution which is computationally more efficient

than the original construction in [3]. However, there are three techniques which

can further improve the efficiency of our constructions.

The enhanced IBE to PKE transformation proposed in [24], which replaces

the OTS component by a MAC and a weak form of commitment has also been

adapted to achieve chosen ciphertext security in [43] for a weak form of multiple

encryption. It turns out that this weak form of multiple encryption is sufficient to

allow an extension to WF-KEMs similar to what we achieved with the OTS-based

technique. We chose not to include these results in this work as they lead to more

involved proofs and they are less intuitive.

The randomness-reuse technique can also be applied in this context. However,

as stated in Section 5.6, there is currently no IBE scheme which is IND-CCA secure

in the standard model, and which allows reuse of randomness across identities. If

we settle security in the ROM, for the fully secure version of the Boneh–Franklin

IBE scheme, we can obtain bandwidth and computational (point multiplication)

savings by reusing the first component in all IBE ciphertexts. Further improve-

ments may be attainable by reusing the same randomness in the PKE component

as in [3].

Our constructions can be easily adapted to work with IBE and PKE schemes

extended to take labels as additional parameters, and bind them non-malleablyto

ciphertexts. This adaptation reduces to using the OTS verification key as thelabel.

Potential benefits of this would arise from labelled IBE or PKE schemes which

achieve this functionality more efficiently than the direct non-malleable labelling
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that we adopted in our constructions [86].

As a final note on efficiency, we look at the potential benefits of using a com-

putational secret sharing scheme rather than a perfect secret sharing scheme. The

main advantage in this is to obtain share sizes which are smaller than the shared

secret, which is important when the secret is large. For example, the schemein [59]

uses a perfect secret sharing scheme as an underlying component to split an auxil-

iary secret key. This key is then used to encrypt the results of partitioning the (large)

secret using an information dispersal algorithm. This provides share sizes which

asymptotically approach the optimal|S|/n by detaching the size of the (large) se-

cret from the input to the perfect secret sharing scheme. In our casethis is an

invalid argument, as the secrets we share are themselves the secret keys which will

be used to encrypt data.
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Chapter 7

Certificateless Key Encapsulation

Mechanisms

In this chapter we extend the concept of key encapsulation mechanisms to thecer-

tificateless setting (a CLKEM). As done for the identity-based settings in Chap-

ter 3, we prove an appropriate CLKEM-DEM composition theorem and then give

a generic construction of secure CLKEMs based on weakly secure IBEand PKE

schemes. The security proofs in this chapter are substantially updated versions of

those which appeared in a joint with Kamel Bentahar, John Malone-Lee andNigel

Smart [20].

7.1 The CLKEM-DEM Paradigm

7.1.1 The CLKEM Primitive

We adapt the KEM definition of Section 2.3.3 to the case of the certificateless sys-

tems as introduced in Section 2.3.6. A CLKEM is specified by six PPT algorithms

as follows.

• Setup(1κ). This is a global setup algorithm, which takes as input the secu-
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rity parameter 1κ and returns the Key Generation Centre’s (KGC) secret key

Msk and domain parametersI including a master public keyMpk and descrip-

tions of key spaceKCLKEM(I), ciphertext spaceCCLKEM(I). This algorithm is

executed by the KGC, which publishesI .

• Extract-Partial-Private-Key(ID,Msk, I). A probabilistic algorithm that

takes as inputMsk, I and an identifier stringID∈{0,1}∗ representing a user’s

identity, and returns a partial private keyD. This algorithm is run by the

KGC, after verifying the user’s identity.

• Generate-User-Keys(ID, I). A probabilistic algorithm which takes an

identity and the domain parameters and outputs a secret valueSK and a pub-

lic key PK. This algorithm is run by a user to obtain a public key and a secret

value which can be used to construct a full private key. The public key is

published without certification.

• Set-Private-Key(D,SK, I). A deterministic algorithm which takes as input

a partial private keyD and a secret valueSK and returns the full private keyS.

Again, this algorithm is run by a user to construct the full private decryption

key.

• ECLKEM(PK,ID, I). This is the probabilistic encapsulation algorithm. On input

of PK, ID andI this outputs a pair(k,c), wherek ∈ KCLKEM(I) is a key and

c ∈ CCLKEM(I) is the encapsulation of that key, or an error symbol⊥.

• DCLKEM(c,S). This is the deterministic decapsulation algorithm. On input of

c andS this outputs a keyk or a failure symbol⊥.

To define the security model for CLKEMs we simply adapt the security model of

Al-Riyami and Paterson [5] into the KEM framework.
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IND-atk-xs

1. (Msk,Mpk) ← Setup(1κ)

2. (ID∗,st) ← AO1
1 (Mpk,aux)

3. (k0,c
∗) ← ECLKEM(PK

∗,ID∗,Mpk)

4. k1 ← KCLKEM(I)

5. b←{0,1}

6. b′ ← AO2
2 (kb,c

∗,st)

AdvIND−CCA−x
s

CLKEM
(A) := |2Pr[b′ = b]−1|.

Here, as for CLEs, x is either I or II ands is −, the empty string or+, reflecting

the strength of the attack. When performing the encapsulation in line three above

the challenger uses thecurrent public keyPK∗ of the entity with identifierID∗.

Furthermore, in a Type-II attackaux := Msk. The various oracle accesses allowed

are identical to those defined in Section 2.3.6, where we simply replace the word

“decryption” with “decapsulation”.

7.1.2 Combining CLKEMs with DEMs

Similarly to the identity-based composition theorem in Section 3.1.2, we prove our

CLKEM-DEM composition theorem which allows one to construct IND-CCA se-

cure certificateless encryption schemes from IND-CCA secure CLKEMsand FG-

CCA secure DEMs. Again we assume that the key space output by the CLKEM

corresponds to the key space required by the DEM, and that for all keys, all encap-

sulations decapsulate properly.

Theorem 7.1. Let A be a PPT adversary against the hybrid certificateless scheme

in the sense of IND-CCA-I and IND-CCA-II adversaries, then there exist PPT ad-
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versaries B1 and B2, whose running time is essentially that of A, such that

AdvIND−CCA−I
CLE

(A) ≤ 2AdvIND−CCA−I
CLKEM

(B1)+AdvFG−CCA
DEM

(B2),

AdvIND−CCA−II
CLE

(A) ≤ 2AdvIND−CCA−II
CLKEM

(B1)+AdvFG−CCA
DEM

(B2).

The proof of this theorem is similar to that of Theorem 4.1. There is, however,

an important difference when adapting Lemma 4.2 to the certificateless setting in

strong models. We can no longer provide decryptions on replaced public keys and

we shall require the adversary to provide the associated secret values, as defined in

the normal Type-I model. This obstacle to proving natural composition theorems

for strong models could be viewed as another argument against their relevance in

practice. Also it can be easily deduced that analogous results hold for weak models.

We note that since an IND-CCA-I+/II+ secure CLKEM is clearly IND-CCA-

I/II secure, the above result allows us to combine an IND-CCA-I+/II+ secure

CLKEM with a secure DEM, so as to obtain an IND-CCA-I/II secure CLE scheme.

7.2 CLKEM Construction

Our generic construction of a CLKEM can now be given as follows.

• Let (GPKE,EPKE,DPKE) be a public-key encryption scheme.

• Let (GIBE,XIBE,EIBE,DIBE) be an identity-based encryption scheme.

We define our six algorithms as follows. The algorithmSetup is defined to be

equal toGIBE andI is set to beMpk. The algorithm partial private key extraction

returnsD, the output fromXIBE(Msk,ID). The values returned by the user key

generation algorithm are simply the outputsSK andPK from GPKE. The algorithm

Set-Private-Key returns the pairS= (D,SK). Finally, using a hash functionH,

encapsulation and decapsulation work as follows.
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ECLKEM(PK,ID,Mpk)

• m1 ← MPKE(PK)

• m2 ← MIBE(I)

• c1 ← EPKE(m1,PK)

• c2 ← EIBE(m2,ID,Mpk)

• k← H(c1,PK,m1,m2)

• c← (c1,c2)

• Returnc

DCLKEM(c,S)

• (c1,c2) ← c

• (D,SK) ← S

• m1 ← DPKE(c1,SK)

• m2 ← DIBE(c2,D)

• If m1 =⊥ or m2 =⊥ return⊥

• k← H(c1,PK,m1,m2)

• Returnk

7.2.1 Security Against Type-I+ Adversaries

In this section we shall prove that Type-I+ security of our generic CLKEM con-

struction rests both on the security of the identity-based component of the scheme

and on the security of the public-key component. Throughout the proof we shall be

dealing with the OW-cCPA++ security model. We refer the reader to Section 2.3.2

for the details.

Theorem 7.2.For any Type-I+ adversary A against our generic CLKEM construc-

tion in the random oracle model, there is an adversary B1 against the identity-

based encryption scheme in the OW-CCA sense and an adversary B2 against the

public-key scheme in the OW-CPA++ sense such that:

AdvIND-CCA-I
+

CLKEM
(A)≤2(qH +qD)AdvOW-CCA

IBE
(B1)+2(qPK +qD +1)AdvOW-cCPA

++

PKE
(B2).

Here qH , qPK, and qD denote the maximum number of calls that A places to the

random oracle H, public key request, and decapsulation oracles respectively.

Proof. Let A denote a Type-I+ adversary against our CLKEM as specified in the
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statement of the theorem. We letID∗ denote the challenge identity chosen byA

after its first stage. We shall denote the target encapsulation byc∗ = (c∗1,c
∗
2) which

encapsulates the keyk∗1. Let m∗1 denote the message encrypted inc∗1 underPK∗, the

public key ofID∗ at the time the challenge ciphertext is created, and letm∗2 denote

the message encrypted inc∗2 underID∗. Let k∗0 denote a random key selected from

the co-domain ofH, and letb denote a random bit; both outside the view of the

adversary. In the second stage of the game we letk∗ = k∗b denote the key given to

the adversary and we letb′ denote the bit returned by the adversary.

Security is proved using two gamesGame0 andGame1. In each gameGamei we

let Si denote the event thatb′ = b.

We letGame0 denote the original attack game and so by definition

(1/2) ·AdvIND−CCA−I
+

CLKEM
(A) = |Pr[S0]−1/2|.

In Game1 we replace the public key request, public key replacement, full pri-

vate key extraction, the hash function oracle, and the decapsulation oracles by the

following.

• Public Key Request: We keep a listLPK of triples (ID,PK,SK) which is at

most of lengthqPK +qSK+qX +qR+qD +1, whereqR, qSK andqX are the

number queries placed to the public key request, full private key and partial

private key extraction oracles. On input an identityID, we check whether

this identity already appears on the list, if so we respond with eitherPK.

Otherwise we callGPKE to obtain a new pair(SK,PK) insert(ID,PK,SK) onto

the list and then returnPK.

• Public Key Replacement: If A wishes to replace the public key for user

ID with PK′ then we search theLPK list for an entry corresponding toID

and replace this entry with(ID,PK′,⊥). If no such entry exists then we add
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(ID,PK′,⊥) to the listLPK.

• Full Private Key Extraction: The challenger answers these queries by ob-

taining the appropriate secret value from theLPK list and concatenating it

with the answer obtained by querying the partial private key extraction ora-

cle.

• Hash Function: We keep a listLH of tuples(k,c1,PK,m1,m2) of length at

mostqH +qD. If this oracle is called with input(c1,PK,m1,m2) we perform

the following steps:

– If (k,c1,PK,m1,m2) is onLH , we respond withk.

– If there is some(k,c1,PK,⊥,m2) on LH such thatc1 is the encryption

of m1 under the keyPK we respond withk (and update this entry to

make it(k,c1,PK,m1,m2)). Note, this step requires the complete plain-

text/ciphertext checking oracle.

– Otherwise we generatek at random from the co-domain ofH, we place

(k,c1,PK,m1,m2) ontoLH and respond withk.

• Decapsulation Queries:On input of(c1,c2) andID, the simulator for algo-

rithm A can decrypt the componentc2 to obtainm2, since it knows the master

key for the identity-based scheme. It returns⊥ if m2 =⊥. Then, by making

a call to the public key request oracle we can obtain the public/private key

pair (PK,SK) from the listLPK corresponding to the identityID. There are

two cases:

– SK 6=⊥, in which case the public key has not been replaced. We can

then useSK to decryptc1 to obtainm1, returning⊥ if m1 =⊥. The simu-

lator for hash functionH can then be called on the input(c1,PK,m1,m2)

so as to obtain the encapsulated keyk.
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– SK =⊥, in which case the public key has been replaced. We call

the ciphertext validity oracle on(c,PK) and return⊥ if c1 is invalid.

We then searchLH to find an entry(k,c1,PK,m1,m2) such thatc1 is

the encryption ofm1 under the keyPK. Note again that this uses the

complete plaintext/ciphertext checking oracle. If such an entry exists

then we returnk. Otherwise, if(k,c1,PK,⊥,m2) appears onLH we re-

turn k, else we generatek at random from the co-domain ofH, place

(k,c1,PK,⊥,m2) ontoLH and returnk.

SinceA is working in the random oracle model its view in two games are identical:

Pr[S0] = Pr[S1].

Before proceeding we define three events.

• R: The event thatA replaces the public key forID∗ before the challenge

ciphertext is issued.

• E: The event thatA extracts the partial private key forID∗.

• Ask: The event that the simulator forH is called with input(c∗1,PK
∗,m∗1,m

∗
2).

We immediately have the following.

Pr[S1] = Pr[S1∧R]+Pr[S1∧¬R]

= Pr[S1|R]Pr[R]+Pr[S1|¬R](1−Pr[R]).

Also,

Pr[S1|R] = Pr[S1∧¬E|R].

The last equality above follows from the fact that, by definition of a Type-I+ ad-

versary, ifR occurs thenE is forbidden.
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Now,

Pr[S1∧¬E|R] = Pr[S1∧¬E∧Ask|R]+Pr[S1∧¬E∧¬Ask|R]

= Pr[S1∧¬E∧Ask|R]+
1
2
.

The final equality follows from the fact that, if the query(c∗1,PK
∗,m∗1,m

∗
2) is never

made to the simulator forH, thenA can have no advantage.

We also have

Pr[S1|¬R] = Pr[S1∧Ask|¬R]+Pr[S1∧¬Ask|¬R]

= Pr[S1∧Ask|¬R]+
1
2
.

Again, the last equality follows from the fact that, if the query(c∗1,PK
∗,m∗1,m

∗
2) is

never made to the simulator forH, thenA can have no advantage.

Putting the above equalities together we have:

|2Pr[S1]−1| = |2Pr[S1∧¬E∧Ask|R]Pr[R]+Pr[R]+

+2Pr[S1∧Ask|¬R]Pr[¬R]+1−Pr[R]−1|

= |2Pr[S1∧¬E∧Ask|R]Pr[R]+2Pr[S1∧Ask|¬R]Pr[¬R]|

≤ 2Pr[S1∧¬E∧Ask|R]Pr[R]+2Pr[S1∧Ask|¬R]Pr[¬R]

≤ 2Pr[S1∧¬E∧Ask]+2Pr[S1∧Ask|¬R].

We now describe an algorithmB1 to break the assumed OW-CCA security

of the identity-based encryption scheme used in the construction when the event

S1∧¬E∧Ask occurs.

This algorithm runsA in a similar manner to howA is run inGame1. The first

differences is how we respond toA’s partial private key extraction and decapsula-

tion queries in the construction ofB1.
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• Partial Private Key Extraction: The challenger answers these queries us-

ing the IBE extraction oracle provided in the OW-CCA game. Note that the

simulation will not fail as the eventE will not occur.

• Decapsulation Queries: We introduce an additional listL′
H . This list is

initially empty, it is updated by the new decapsulation oracle as described

below.

Suppose that we are responding to a query(ID, (c1,c2)). If ID 6= ID∗ or

c2 6= c∗2 we respond as inGame1 except that, rather than using knowledge of

the master key for the identity-based scheme which we no longer have, we

decryptc2 using the decryption oracle provided toB1. Otherwise, we make

a call to the public key request oracle to obtain(PK,SK) from the listLPK

corresponding to the identityID. There are two cases.

– If SK 6=⊥, we decryptc1, returning⊥ on failure. If (k,c1,PK,m1) ap-

pears onL′
H we returnk. Otherwise we generatek at random from the

co-domain ofH, add(k,c1,PK,m1) to L′
H and respond withk. Note that

the simulation is inconsistent if(k′,c1,PK,m1,m
∗
2) with k′ 6= k is (going

to be) onLH .

– If SK =⊥, we first check the validity ofc1 using the complete cipher-

text validity checking oracle. If this oracle returns 0, we return⊥.

Now if there is a(k,c1,PK,m1) in L′
H such that the complete plain-

text/ciphertext checking oracle returns 1 on(c1,PK,m1) we returnk.

Else we check if(k,c1,PK,⊥) appears onL′
H , and if so returnk. Oth-

erwise we generatek at random from the co-domain ofH, add the

tuple(k,c1,PK,⊥) to L′
H and respond withk. Note that the simulation

is inconsistent if(k′,c1,PK,⊥,m∗2) with k′ 6= k is (going to be) onLH .

To generate the challenge citphertext forA we proceed as usual to computec∗1,
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we obtainc∗2 by relayingID∗ output byA to B1’s challenge oracle and we choose

k∗ at random from the co-domain ofH.

Finally, at the end ofA’s execution, we choose a random input fromLH and

output the last component,m2, asB1’s attempt to recover the plaintext withinc∗2.

Let us define the event

• Ask′: The event that an entry of the form(k,c,PK,m1,m
∗
2) or (k,c,PK,⊥,m∗2)

appears onLH .

Now, as longAsk′ does not occur,A is run byB1 in exactly the same manner

asA is run in Game1; moreover, if the eventAsk′ occursB1 succeeds to recover

the plaintext withinc∗2 with probability at least 1/(qH +qD) since there are at most

(qH +qD) entries inLH . However,Ask′ is implied byAsk. This tells us that

Pr[S1∧¬E∧Ask] ≤ Pr[S1∧¬E∧Ask′] ≤ (qH +qD)AdvOW−CCA
IBE

(B1).

We complete the proof by describing an adversaryB2 of the public-key scheme

used in our construction when the eventS1∧ Ask occurs and the event¬R is as-

sumed to hold throughout.

The adversaryB2 is given a public keyPK∗ for which it wishes to recover a

message from a ciphertext. To constructB2 we runA in similar manner to howA

is run inGame1. The oracles that are modified are described below.

• Public Key Request: At the very beginning of the simulation we choosei

uniformly at random from{1, . . . ,qPK +qD +1}. We maintain a listLPK of

tuples(ID,PK,SK) of length at mostqPK +qR+qSK+qD +1. We have two

cases when responding to a queryID.

– If we are responding to thei-th public key request, made either by

A directly or by the decapsulation oracle, or made by the challenge
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encryption oracle, we respond withPK∗ and add(ID,PK∗,⊥) to LPK.

We do not need to monitor queries from public key replacement and

full private key extraction oracles as these are not permitted onID∗ in

stage 1 (we have conditioned on¬R).

– Otherwise, we check whether this identity already appears on the list,

if so we respond with eitherPK or SK as appropriate and, if not, we call

GPKE to obtain a new pair(SK,PK) insert(ID,PK,SK) onto the list and

then returnPK.

• Hash Function: We modify how the hash function operates after the chal-

lenge ciphertext has been issued. Suppose that we are responding to aquery

(c∗1,PK
∗,m1,m2), wherec∗1 is the first component of the challenge encap-

sulation. Before proceeding as inGame1 we check if the complete plain-

text/ciphertext checking oracle returns 1 on input(c∗1,PK
∗,m1). If so we out-

putm1 and terminate the simulation.

To generate the challenge ciphertext forA first call the public key request oracle. If

we do not receivePK∗ in response we abort the simulation. If we do receivePK∗ we

proceed as usual to computec∗2, we obtainc∗1 by callingB2’s challenge encryption

andk∗ at random from the co-domain ofH.

Now, conditioned on the event¬R, when we are generating the challenge ci-

phertext we obtainPK∗ from the public key request oracle with probability at least

1/(qPK +qD +1). Assuming this is so,A is run byB2 in exactly the same way that

A is run in Game1 up until the eventAsk occurs and, moreover, if the eventAsk

occurs,B2 succeeds due to the simulation ofH above. We conclude that

Pr[S1∧Ask|¬R] ≤ (qPK +qD +1)AdvOW−cCPA
++

PKE
(B2).
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7.2.2 Security Against Type-II+ Adversaries

In this section we shall prove that Type-II+ security of our generic CLKEM con-

struction rests solely on the security of the public-key component of the scheme.

Theorem 7.3. For any Type-II+ adversary A against our generic CLKEM con-

struction in the random oracle model, there is an adversary B2 against the public-

key scheme in the OW-CPA++ sense such that:

AdvIND−CCA−II
+

CLKEM
(A) ≤ 2qTAdvOW−cCPA

++

PKE
(B2).

Here qT = qPK +qD +1 and various q∗’s are as in Theorem 7.2.

Proof. Let A denote a Type-II+ adversary against our CLKEM as specified in the

statement of the theorem. Security is proved via gamesGame0, Game1 andGame2.

We defineID∗, PK∗, c∗ = (c∗1,c
∗
2), m

∗
1, m∗2, k∗0, k∗1, b, b′, Si andAsk exactly as in the

proof of Theorem 7.2.

We letGame0 denote the original attack game and so

(1/2) ·AdvIND−CCA−II
+

CLKEM
(A) = |Pr[S0]−1/2|.

In Game1 we replace the public key request, public key replacement, full private

key extraction and the hash function oracles by the following.

• Public Key Request: We keep a listLPK of triples (ID,PK,SK) which is at

most of lengthqPK + qR+ qSK+ qD + 1. On input an identityID we check

whether this identity already appears on the list, if so we respond withPK.

Otherwise we callGPKE to obtain a new pair(SK,PK) insert(ID,PK,SK) onto

the list and then returnPK.

• Public Key Replacement: If A wishes to replace the public key for user

ID with PK′ then we search theLPK list for an entry corresponding toID
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and replace this entry with(ID,PK′,⊥). If no such entry exists then we add

(ID,PK′,⊥) to the listLPK.

• Full Private Key Extraction: The challenger answers these queries by ob-

taining the appropriate secret value from theLPK list and concatenating it

with the partial private key.

• Hash Function: We keep a listLH of tuples(k,c1,PK,m1,m2) of length at

mostqH +qD. If this oracle is called with input(c,PK,m1,m2) we see whether

this pair already appears on the list, if so we respond with the appropriate

value ofk. Otherwise we generatek at random from the co-domain ofH,

we place(k,c,PK,m1,m2) onto the list and returnk.

SinceA is working in the random oracle model, the two games are identical. We

have

Pr[S0] = Pr[S1]

= Pr[S1∧Ask]+Pr[S1∧¬Ask]

= Pr[S1∧Ask]+
1
2
.

This last equality holds sinceH is a random oracle; ifA does not make the critical

query then it is able to determine whether or notk∗b is the encapsulated key with

probability at most 1/2. Hence we have

|Pr[S0]−1/2| = Pr[S1∧Ask] ≤ Pr[S1|Ask].

In Game2 a random valuei is chosen from{1, . . . ,qT}, whereqT = qPK +qD +

1. In this game, we abort if thei-th query made either byA directly or by the

decapsulation oracle or by the challenge oracle is not on the identityID∗1.

1Again, we do not need to monitor queries from public key replacement and full private key
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Let F1 denote the abort event described above when considered inGame1. Then

clearly Pr[¬F1] ≥ 1/qT . In addition we have Pr[S1|Ask∧¬F1] = Pr[S2|Ask]. This

gives us

Pr[S2|Ask] = Pr[S1|Ask] ·Pr[¬F1] ≥
Pr[S1|Ask]

qT
.

The first equality above follows from the observations that Pr[S1∧ Ask∧¬F1] =

Pr[S1∧Ask] ·Pr[¬F1] and Pr[Ask∧¬F1] = Pr[Ask].

We claim that

Pr[S2|Ask] = AdvOW−cCPA
++

PKE
(B2)

for an algorithmB2.

Algorithm B2 runs as follows. It generates(Msk,Mpk) by runningGIBE(1κ).

WhenA outputsID∗, algorithmB2 calls its challenge oracle to obtainc∗1. It gen-

eratesm2 ← MIBE(I) and setsc∗2 ← EIBE(m2,ID
∗,Mpk; r). Algorithm B2 returns

(k∗,c∗1,c
∗
2) for a randomk∗ from the co-domain ofH as the challenge. Except the

following alterations, algorithmB2 answers the oracle calls of the algorithmA just

as the oracles do inGame2.

• Public Key Request: The i-th query made either byA directly or by the

decapsulation oracle or by the challenge oracle is replaced by(ID∗,PK∗,⊥),

whereID∗ is the challenge identity output byA1 andPK∗ is the input public

key for algorithmB2. Note that, by the restrictions in the Type-II+ model,

we will not need to extract the full private key forID∗. Also PK∗ cannot be

replaced in the first stage.

• Decapsulation Queries:On input of(c1,c2) andID, the simulator for algo-

rithm A can decrypt the componentc2 to obtainm2, since it knows the master

key for the identity-based scheme. Ifm2 =⊥, it returns⊥. Then, by making

a call to the public key request oracle we can obtain the public/private key

extraction oracles as these are not permitted onID
∗ in stage 1.
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pair (PK,SK) from the listLPK corresponding to the identityID. If SK 6=⊥, it

can then decryptc1 to obtainm1, returning⊥ if m1 =⊥. The hash functionH

can then be called on the input(c,PK,m1,m2) so as to obtain the encapsulated

keyk, modifying the listLH as above.

If SK =⊥, we perform the following steps:

– If c1 is not a valid ciphertext, which can be determined via the complete

ciphertext validity oracle, we return⊥.

– If (k,c1,PK,m1,m2) is on the listLH then we check whetherc1 is a valid

encryption ofm1, using the complete plaintext/ciphertext checking or-

acle. If so we outputk.

– If (k,c1,PK,⊥,m2) appears onLH , we returnk, else we pickk at ran-

dom, place(k,c1,PK,⊥,m2) onto theLH and returnk.

• Hash Function: Here we modify the oracle to make it compatible with the

above decapsulation oracle. IfH is called with input(c1,PK,m1,m2) then we

respond as follows:

– If (c1,PK) = (c∗1,PK
∗) and the complete plaintext/ciphertext checking

oracle returns 1 on(c1,PK,m1), we returnm1 and terminate the simula-

tion.

– If (k,c1,PK,m1,m2) is on the listLH then we outputk.

– If (k,c1,PK,⊥,m2) is on the listLH andc1 is a valid encryption ofm1

then we outputk (and update the entry to read(k,c1,PK,m1,m2)). This

uses the complete plaintext/ciphertext checking oracle.

– Else we pickk at random, place(k,c1,PK,m1,m2) onto LH and return

k.
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With these simulations algorithmA cannot notice the difference between run-

ning inGame2 and running as a subroutine for algorithmB2. Since we have condi-

tioned on the eventAsk, algorithmB2 will recoverm∗1 successfully due to step 1 of

the simulation of the hash functionH above. Therefore:

AdvOW−cCPA
++

PKE
(B2) = Pr[S2|Ask]

≥
Pr[S1|Ask]

qT

≥
|Pr[S0]−1/2|

qT

=
AdvIND−CCA−II

+

CLKEM
(A)

2qT
.

Following our work, Libert and Quisquater [63] presented a certificateless ana-

logue of the Fujisaki–Okamoto transformation. Given a CLE scheme with IND-

CPA-I and IND-CPA-II security, they construct a new CLE scheme which is secure

in the IND-CCA-I+ and IND-CCA-II= sense. This new transformation, similarly

to our construction, hashes the public key and identity of the receiver when com-

puting the random coins of the encryption algorithm. The authors also present a

generic construction of an IND-CPA-x secure CLE scheme based on anIND-CPA

secure IBE and an IND-CPA secure PKE scheme.

Strongly secure CLE schemes in the standard model were recently presented

by Dent et al. in [41]. Two constructions are given in their paper. The first con-

struction, which utilises the machinery of zero-knowledge proofs akin to thecon-

struction in [65], although quite general, is not practical. On the other hand, the

second construction, which is based on the IBE scheme of Waters [88], isefficient.
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7.3 Further Problems

The work in this chapter could be extended in a number of ways:

1. Give a CLKEM based on Dent’s construction in Section 2.4.3, together

with a (non-modular) proof that the resulting CLKEM-DEM construction

achieves strong security if the DEM is secure. This construction could also

eliminate the need for various oracles in the cCPA++ model.

2. More generally, extend the CLKEM-DEM framework to the strong security

models.

3. Optimise (generic) constructions of CLE schemes which use a PKE and an

IBE as building-blocks via randomness-reuse.
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Chapter 8

Certificateless Signcryption

We saw in Section 2.3.6 that certificateless cryptography inherits from identity-

based techniques a solution to the certificate management problem in public-key

encryption, whilst removing the secret key escrow functionality inherentto the

identity-based setting. Signcryption schemes [91] achieve confidentiality and au-

thentication simultaneously by combining public-key encryption and digital signa-

tures, offering better overall performance and security. In this chapter, we intro-

duce the notion of certificateless signcryption and present an efficient construction

which guarantees security under insider attacks, and therefore provides forward se-

crecy and non-repudiation. The scheme is shown to be secure in the random oracle

model under a variant of the computational bilinear Diffie–Hellman assumption.

The work in this chapter first appeared in a joint paper with Manuel Barbosa in [8].

8.1 Definition and Security Models

A certificateless signcryption (CLSC) scheme is defined by a six-tuple of PPT al-

gorithms. Four of these algorithms, the ones corresponding to key management

operations, are identical to those defined for certificateless encryption as described
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in Section 2.3.6:

1. Setup(1κ). This is a global setup algorithm, which takes as input the secu-

rity parameter 1κ and returns the Key Generation Centre’s (KGC) secret key

Msk and domain parametersI including a master public keyMpk and descrip-

tions of message spaceMCLSC(I), ciphertext spaceCCLSC(I) and randomness

spaceRCLSC(I). This algorithm is executed by the KGC, which publishesI .

2. Extract-Partial-Private-Key(ID,Msk, I). A probabilistic algorithm that

takes as inputMsk, I and an identifier stringID∈{0,1}∗ representing a user’s

identity, and returns a partial private keyD. This algorithm is run by the

KGC, after verifying the user’s identity.

3. Generate-User-Keys(ID, I). A probabilistic algorithm which takes an

identity and the domain parameters and outputs a secret valuex and a public

key PK. This algorithm is run by a user to obtain a public key and a secret

value which can be used to construct a full private key. The public key is

published without certification.

4. Set-Private-Key(D,x, I). A deterministic algorithm which takes as input

a partial private keyD and a secret valuex and returns the full private keyS.

Again, this algorithm is run by a user to construct the full private decryption

key.

The signcryption and de-signcryption algorithms are as follows:

5. Sc(m,SS,IDS,PKS,IDR,PKR, I ; r). This is the probabilistic signcryption algo-

rithm. On input a messagem∈MCLSC(I), sender’s full private keySS, identity

IDS and public keyPKS, the receiver’s identityIDR and public keyPKR, the

global parametersI and possibly some randomnessr ∈ RCLSC(I), this algo-

rithm outputs a ciphertextc ∈ CCLSC(I) or an error symbol⊥.
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6. Dsc(c,SR,IDR,PKR,IDS,PKS, I). This is the deterministic de-signcryption

algorithm. On input a ciphertextc, receiver’s full private keySR, identity

IDR and public keyPKR, the sender’s identityIDS and public keyPKS and the

global parametersI , this algorithm outputs a plaintextm or a failure symbol

⊥.

The correctness of a CLSC scheme is defined in the usual way.

Note that, as for identity-based signcryption, and unlike standard public-key

signcryption, certificateless signcryption is intrinsically multi-user: there is nodis-

tinction between the simpler one-to-one scenario and a fully-fledged multi-user

scenario, as user’s identities are explicitly associated with ciphertexts.

In defining the security of certificateless signcryption we follow the common

approach in the literature [34, 26] where one does not consider attackstargeting

signcryptions where the sender and receiver identities are the same. In particular

we disallow such queries to relevant oracles and do not accept this type of sign-

cryption as a valid forgery. We discuss this issue further in Section 8.4.

The security game that captures the confidentiality requirement is based on the

concept of ciphertext indistinguishability, and is defined as follows:

IND-atk-x

1. (Msk, I) ← Setup(1κ)

2. (m0,m1,ID
∗
S,ID

∗
R,st) ← AO1

1 (I ,aux)

3. b←{0,1}

4. c∗ ← Sc(mb,S∗S,ID
∗
S,PK

∗
S,ID

∗
R,PK∗R, I)

5. b′ ← AO2
2 (c∗,st)

AdvIND−atk−x
CLSC

(A) := |2Pr[b′ = b]−1|.
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Here we requireID∗S andID∗R to be distinct. Parameteraux is the empty string

whenx = I and it is the KGC’s secret keyMsk whenx = II. Note, it is possible

that the challenger is not aware of the secret value corresponding toID∗S, if the

associated public key has been replaced. In this case, we require the adversary to

provide this value1. Here, implicitly, the challenger continues to useMsk whose

value could be unknown to the adversary.

The adversary has access to six oracles:

• Request Public Key: On input an identityID, this oracle returns the corre-

sponding public key. If such a key does not yet exist, it is constructed using

theGenerate-User-Keys algorithm.

• Replace Public Key: On input an identityID and a validPK, this oracle

replaces the public key associated withID with PK.

• Extract Partial Private Key : On input an identityID, this oracle returns

a partial private keyD for thatID, generated using theExtract-Partial-

Private-Key algorithm.

• Extract Full Private Key : On input an identityID, this oracle returns a full

private keyS for that identityS. If such a key does not yet exist, it is con-

structed using the appropriate algorithms. The adversary is not allowed to

query this oracle on any identity for which the corresponding public key has

been replaced. This restriction is imposed due to the fact that it is unreason-

able to expect that the challenger is able to provide a full private key for a

user for which it does not know the secret value. Additionally, the adversary

is never allowed to call this oracle on the challenge identitiesID∗S andID∗R.

To captureinsider security, this restriction applies only toID∗R.

1It is possible to formulate a strong challenge oracle which does not run in polynomial time as in
Section 2.3.6.
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• De-signcrypt: On input a ciphertext, a sender’s identity, and a receiver’s

identity, this oracle returns the result of running theDsc algorithm on the

ciphertext, the sender’s public parameters, and the receiver’s full private key.

Note that, it is possible that the challenger is not aware of the receiver’s

secret value, if the associated public key has been replaced. In this case, we

require the adversary to provide it2. Of course, the adversary is not allowed

to query this oracle in the second stage of the game onc∗ underID∗S and

ID∗R, unless the public keyPK∗S of the senderor that of the receiverPK∗R used

to signcryptmb has been replaced after the challenge was issued. We also

disallow queries whereIDR = IDS.

Next we describe the additional oracle restrictions in each attack scenario3:

Type-I Adversary (IND-oCCA-I) : This scenario models an attacker which is a

common user of the system and is not in possession of the KGC’s secret key. This

type of adversary is not allowed to extract the partial private key forID∗R or ID∗S

if the public key of this identity has been replaced before the challenge ciphertext

was issued. To capture insider security (iCCA), this restriction is lifted fromID∗S.

In our security analysis we use a weaker formulation of insider Type-I adver-

saries which we refer to as insider Type-I′. Here the adversary is not allowed to

extract the partial private key ofID∗R at all.

Type-II Adversary (IND-oCCA-II) : This scenario models an honest-but-curious

KGC, against which we want to preserve confidentiality. For this type of adver-

sary, the partial private key extraction oracle is not necessary, as theadversary can

simply generate these keys itself usingMsk. Additionally, this type of adversary is

not allowed to replace the public key forID∗R or ID∗S before the challenge is issued.

2Note that, implicitly, the oracle answers continue to useMsk, which could be unknown to the
adversary. Once again, a non-polynomial-time de-signcryption oraclecould also be formulated.

3In all of the following scenarios, if the adversary does not make any decryption queries it is said
to be an IND-oCPA/iCPA-x adversary.

192



8.1 Definition and Security Models

To capture insider security (iCCA), this restriction is lifted fromID∗S.

The following lemma justifies our definition of Type-I′ attackers.

Lemma 8.1. If a certificateless signcryption scheme is IND-iCCA secure against

Type-II and Type-I′ attackers then it is also IND-iCCA secure against Type-I attack-

ers. More precisely, for any PPT Type-I adversary A there exist PPTadversaries

B0 and B1 in Type-I′ and Type-II models respectively, such that:

AdvIND−iCCA−I
CLSC

(A) ≤ 2AdvIND−iCCA−I
′

CLSC
(B0)+2AdvIND−iCCA−II

CLSC
(B1).

Proof. The intuition behind the proof is that we guess if the adversary is going to

replace the public key for the challenge identity or extract the partial private key

for it and, accordingly, we use the adversary to win a Type-I′ or a Type-II security

game.

Let A be an insider Type-I adversary against the CLSC scheme. We construct

an algorithmB which has non-negligible advantage against the insider Type-I′ or

the insider Type-II security game as follows. AlgorithmB receives the parameters

from the Type-I′ and Type-II security games. It flips a coinc as to guess ifA will

be replacing the public key forID∗R (casec = 0) or extract the partial private key

for it (casec = 1). If c = 0 thenB passes the parameters from the Type-I′ game to

A and outputs a random bit in the Type-II game, otherwise it passes the parameters

from Type-II game and returns a random bit in Type-I′ game. Let us define the

following two events:

• R: the event thatA chooses to replace the public key ofID∗R in the first stage.

• E: the event thatA chooses to extract the partial private key ofID∗R at some

point.

We now describe how algorithmB answers various queries made byA in each case.
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Casec= 0: AlgorithmB answers the request public key, replace public key, partial

private key extraction and decryption oracles using his equivalent oracles. When

A outputs two identitiesID∗S andID∗R and two messages, algorithmB also returns

these to its own challenge oracle. The simulation fails ifA decides to extract the

partial private key ofID∗R and not replace its public key (event¬R∧E). In this case

B outputs a random bit and terminates. The second stage of the game is simulated

as in the first case. Note that the simulation in the second stage fails ifA ever

decides to ask for the partial private key ofID∗R. This query is allowed ifA did not

replace the public key ofID∗R in the first stage (event¬R∧E). WhenA outputs a

bit b′, algorithmB also outputs this bit as his own guess.

Casec= 1: AlgorithmB answers the request public key, replace public key, partial

private key extraction and decryption oracles using his equivalent oracles. When

A outputs two identitiesID∗S andID∗R and two messages, algorithmB also returns

these to its own challenge oracle. The simulation fails ifA decided to replace the

public key ofID∗R and not extract its partial private key (eventR∧¬E). In this case

B outputs a random bit and terminates. The second stage of the game is simulated

as in the first case. Note that the simulation in the second stage is perfect. When A

outputs a bitb′, algorithmB also outputs this bit as his own guess.

We now analyse the probably that algorithmB returns the correct answer in one of

the games it plays. LetbI′ andbII be the hidden bits in the Type-I′ and Type-II

games respectively. Let alsob1 andb2 denote the bitsB outputs. Note that if the

simulation does terminate unexpectedly,c remains hidden from adversary’s view.

Note also thatA is not allowed to provoke the eventR∧E. We have:

2Pr[b1 = bI′ ] = Pr[b1 = bI′ |c = 0]+Pr[b1 = bI′ |c = 1] = Pr[b1 = bI′ |c = 0]+
1
2
.
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And similarly:

2Pr[b2 = bII] = Pr[b2 = bII|c = 1]+
1
2
.

And hence:

AdvIND−iCCA−I
′

CLSC
(B) = |Pr[b1 = bI′ |c = 0]−

1
2
|,

AdvIND−iCCA−II
CLSC

(B) = |Pr[b2 = bII|c = 1]−
1
2
|.

Now:

Pr[b1 = bI′ |c = 0] = Pr[b1 = bI′ ∧E1|c = 0]+Pr[b1 = bI′ ∧E2|c = 0]+

+ Pr[b1 = bI′ ∧E3|c = 0]

= Pr[b1 = bI′ ∧E1|c = 0]+1/2+Pr[b1 = bI′ ∧E3|c = 0],

whereE1 := R∧¬E, E2 := ¬R∧E andE3 := ¬R∧¬E. Similarly:

Pr[b2 = bII|c = 1] = 1/2+Pr[b2 = bII∧E2|c = 1]+Pr[b2 = bII∧E3|c = 1].

Now if we denote bybI the hidden bit in the resulting Type-I game from the above

simulation thatA is trying to win, we have:

Pr[b′ = bI|c = 0] = Pr[b1 = bI′ ∧E1|c = 0]+Pr[b′ = bI′ ∧E2|c = 0]+

+ Pr[b1 = bI′ ∧E3|c = 0].

And also:

Pr[b′ = bI|c = 1] = Pr[b′ = bII∧E1|c = 1]+Pr[b2 = bII∧E2|c = 1]+

+ Pr[b2 = bII∧E3|c = 1].
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Adding up the previous two equalities we get:

2Pr[b′ = bI] = Pr[b1 = bI′ |c = 0]−
1
2

+Pr[b′ = bI′ ∧E2|c = 0]+

+ Pr[b2 = bII|c = 1]−
1
2

+Pr[b′ = bII∧E1|c = 1].

Subtracting 1 from both sides, taking absolute signs and using the equalities de-

rived for the advantage ofB above we obtain:

AdvIND−iCCA−I
CLSC

(A) ≤ AdvIND−iCCA−I
′

CLSC
(B)+AdvIND−iCCA−II

CLSC
(B)+

+ |Pr[b′ = bI′ ∧E2|c = 0]−
1
2
|+

+ |Pr[b′ = bII∧E1|c = 1]−
1
2
|.

It remains to bound the quantities between the absolute signs above. We achieve

this by noting that algorithmB has the same probability of success in Type-I′ and

Type-II games, if this success is achieved using eventE2 or eventE1. This is

becausec is independent ofA’s view until eventE1 or eventE2 occurs in each case.

Hence:

Pr[b′ = bI′ ∧E2|c = 0] = Pr[b′ = bII∧E2|c = 1] = Pr[b2 = bII∧E2|c = 1]

≤ Pr[b2 = bII|c = 1],

Pr[b′ = bII∧E1|c = 1] = Pr[b′ = bI′ ∧E1|c = 0] = Pr[b1 = bI′ ∧E1|c = 0]

≤ Pr[b1 = bI′ |c = 0].

Therefore:

AdvIND−iCCA−I
CLSC

(A) ≤ 2AdvIND−iCCA−I
′

CLSC
(B)+2AdvIND−iCCA−II

CLSC
(B).
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The authenticity property required for certificateless signcryption schemes is

captured by the following strong existential unforgeability security model.

UF-atk-x

1. (Msk, I) ← Setup(1κ)

2. (c∗,ID∗S,ID
∗
R) ← AO(I ,aux)

whereaux is the empty string whenx= I and it is the master secret keyMsk when

x = II. For the unforgeability game, we define the adversary’s advantage as

AdvUF−atk−x
CLSC

(A) := Pr[m∗ 6=⊥ ∧(m∗,ID∗S,PK
∗
S,ID

∗
R,PK∗R,c∗) 6∈ L],

wherem∗ := Dsc(c∗,S∗R,ID∗R,PK∗R,ID∗S,PK
∗
S, I) andID∗S andID∗R should be distinct.

We denote byL the list of inputs made to and the corresponding outputs received

from the signcryption oracle. This list consists of entries(m,IDS,PKS,IDR,PKR,c),

wherePKS andPKR are the public keys corresponding to the queried identities at

the time the query is placed. A weaker form of unforgeability can be defined

by imposing that the signcryption oracle has not been used to obtain a different

ciphertext on the same parameters associated withc∗, namelym∗, ID∗S, ID∗R and the

associated public keys at the time ofA’s termination.

The adversary has access to the same oracles as in the confidentiality game

as well as an additional signcryption oracle. We describe the differences to the

previous security game:

• Extract Full Private Key : Same as in the previous game, but an insider

adversary is allowed to query this oracle only onID∗R, rather than onID∗S.

• De-signcrypt: There are no restrictions on calls to this oracle, although

the adversary should provide the secret value for the receiver, in case the

corresponding public key has been replaced. We disallow queries where

IDR = IDS.
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• Signcrypt: On input a message, a sender’s identity and a receiver’s identity,

this oracle returns the result of running the signcryption algorithm on the

message, the sender’s full private key, and the receiver’s public parameters.

Note that, it is possible that the challenger is not aware of the sender’s secret

value, if the associated public key has been replaced. In this case, we require

the adversary to provide it. We also disallow queries whereIDR = IDS.

Various attack scenarios are as follows4:

Type-I Adversary (UF-oCMA-I) : This type of adversary is not allowed to extract

the partial private keys forID∗S or ID∗R if the public keys for these identities have

been replaced. To capture insider security (iCMA), this restriction is lifted from

ID∗R.

In our security analysis we use a weaker formulation of insider Type-I adver-

saries which we refer to as insider Type-I′. Here the adversary is not allowed to

extract the partial private key ofID∗S at all.

Type-II Adversary (UF-oCMA-II) : This type of adversary is not allowed to re-

place the encrypt/verify key forID∗S or ID∗R. To capture insider security (iCMA),

this restriction is lifted fromID∗R.

The following result, which relates the different authenticity adversarial mod-

els, is analogous to that presented for confidentially in Lemma 8.1.

Lemma 8.2. If a certificateless signcryption scheme is UF-iCMA secure against

Type-II and Type-I′ attackers then it is also UF-iCMA secure against Type-I attack-

ers. More precisely, for any PPT Type-I adversary A there exist PPTadversaries

B0 and B1 in Type-I′ and Type-II models respectively, such that:

AdvUF−iCMA−I
CLSC

(A) ≤ 2AdvUF−iCMA−I
′

CLSC
(B0)+2AdvUF−iCMA−II

CLSC
(B1).

4In all of the following scenarios, if the adversary does not make any signcryption queries it is
said to be an UF-oNMA/iNMA-x (no message attack) adversary.
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8.2 An Efficient Certificateless Signcryption Scheme

Our certificateless signcryption scheme can be seen as an Encrypt-then-Sign con-

struction where randomness is shared between signature and encryptionschemes.

Our scheme relies on a computational symmetric bilinear group schemeΓ (see

Section 2.2.2). We choose four cryptographic hash functions with domain{0,1}∗.

The co-domain ofH1, H3 andH4 is G1 and that ofH2 is {0,1}κ. We selectMsk

uniformly at random fromZ
∗
p, setMpk := Msk ·P and letI := (Γ,Mpk). The partial

private key extraction algorithm returnsD := Msk ·QID whereQID := H1(ID). The

user key generation algorithm returns a random elementx from Z
∗
p as the secret

value, andPK := x ·P as the public key. The full private key is then set to beS:=

(x,D). Message, ciphertext and randomness spaces are{0,1}κ, G1×{0,1}κ ×G1

andZ
∗
p respectively. Signcryption and de-signcryption are given below.

Sc(m,SS,IDS,PKS,IDR,PKR,Mpk)

• r ← Z
∗
p; U ← rP

• T ← e(Mpk,H1(IDR))r

• h← H2(U,T, rPKR,IDR,PKR)

• V ← m⊕h

• H ← H3(U,V,IDS,PKS)

• H ′ ← H4(U,V,IDS,PKS)

• (xS,DS) ← SS

• W ← DS+ rH +xSH ′

• c← (U,V,W)

• Returnc

Dsc(c,SR,IDR,PKR,IDS,PKS,Mpk)

• (U,V,W) ← c

• H ← H3(U,V,IDS,PKS)

• H ′ ← H4(U,V,IDS,PKS)

• If e(Mpk,H1(IDS))e(U,H) 6=

e(PKS,−H ′)e(P,W) return⊥

• (xR,DR) ← SR

• T ← e(DR,U)

• h← H2(U,T,xRU,IDR,PKR)

• m←V ⊕h

• Returnm
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8.3 Security Analysis

We now turn to the security analysis of this scheme. First, we prove the confiden-

tiality of transmitted messages.

Theorem 8.1. The certificateless signcryption scheme above is IND-iCCA-I/II se-

cure, in the random oracle model, under the assumption that the gap bilinear

Diffie–Hellman problem is intractable in the underlying bilinear group.

This theorem follows from Lemmas 8.1, 8.3 and 8.4.

Lemma 8.3. Under the GBDH assumption, no PPT attacker A has non-negligible

advantage in winning the IND-iCCA-I′ game against the scheme proposed above,

when all hash functions are modelled as random oracles. More precisely, for any

such A there exist a PPT algorithm B such that:

AdvIND−iCCA−I
′

CLSC
(A) ≤ qTAdvGBDHΓ (B,q2

D +2qDq2 +q2),

where qT = q1+qX +qSK+2qD +2. Here q1, q2, qX, qSK and qD are the maximum

number of queries that the adversary could place to H1, H2, partial private key

extraction, full private key extraction and de-signcryption oracles.

Proof. On receiving the GBDH challenge tuple(Γ,aP,bP,cP), where the genera-

tor is P, algorithmB setsMpk := aP and I = (Γ,Mpk) and passes them on toA.

Algorithm B chooses an indexℓ uniformly at random in{1, . . . ,qT}, whereqT is

as in the statement of the lemma, and answers various oracle queries as follows:

H1 Queries: On thei-th non-repeat queryID, if i 6= ℓ algorithmB choosesr ∈ Z
∗
p

uniformly at random and setsQID = rP. It then adds(i,ID, r) to a listL1 which is

initially empty and returnsQID. Otherwise, it returnsQIDℓ = bPand adds(ℓ,ID,⊥)

to L1. From now on we denote theℓ-th non-repeat identity queried to this oracle

with IDℓ.
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Extract Partial Private Key Queries: For each new queryID, algorithmB calls

H1 onID and obtains(i,ID, r). If i = ℓ thenB aborts the simulation. Otherwise,B

returnsD = raP.

Request Public Key Queries: For each queryID, algorithmB checks in listLK ,

which is initially empty, if there is a tuple(ID,PK,x). If so, thenB returnsPK.

Otherwise,B generates a new key pair, updates the listLK , and returns the public

key.

Replace Public Key Queries: On input(ID,PK) algorithmB inserts/updatesLK

with tuple(ID,PK,⊥).

Extract Full Private Key Queries: For each new queryID, algorithmB callsH1

on ID and obtains(i,ID, r). If i = ℓ thenB aborts the simulation. Otherwise,B

searchesLK for the entry(ID,PK,x), generating a new key pair if this does not

exist, and returns(x, raP).

H3 Queries: For each new query(U,V,ID,PK), algorithmB generates a random

valuet in Z
∗
p, updates an initially empty listL3 with the input,t andtP and returns

tP.

H4 Queries: For each new query(U,V,ID,PK), algorithmB generates a random

values in Z
∗
p, updates an initially empty listL4 with the input,sandsPand returns

sP.

H2 Queries: For each new query(U,T,R,ID,PK), algorithmB proceeds as follows:

1. It checks if the decisional bilinear Diffie–Hellman oracle returns 1 when

queried with the tuple(aP,bP,cP,T). If this is the case, algorithmB returns

T and stops.

2. AlgorithmB goes through the listL2 with entries(U,⋆,R,ID,PK,h), for dif-

ferent values ofh, such that the decisional bilinear Diffie–Hellman oracle
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returns 1 when queried on the tuple(aP,bP,U,T). Note that in this case

ID = IDℓ. If such a tuple exists, it returnsh (and replaces the symbol⋆ with

T).

3. If B reaches this point of execution, it returns a randomh and updates the

list L2, which is initially empty, with a tuple containing the input and return

values.

De-signcryption Queries: For each new query(U,V,W,ID,ID′) algorithmB pro-

ceeds as follows:

1. It executes the verification part of the de-signcryption algorithm obtaining

QID andPK by calling theH1 and request public key oracles. It returns⊥ if

verification does not succeed.

2. It calculatesR := x′U , obtainingx′ (and hencePK′) from either the adversary

or by calling the request public key oracle.

3. If ID′ 6= IDℓ, it calculatesT = e(rU ,Mpk), where( j,ID′, r) is obtained by

calling H1 onID′, and completes de-signcryption in the usual way placing a

query onH2.

4. If ID′ = IDℓ then the pairing cannot be calculated. In order to return a con-

sistent answer,B goes throughL2 and looks for a tuple(U,T,R,IDℓ,PK
′,h),

for different values ofT, such that the decisional bilinear Diffie–Hellman

oracle returns 1 when queried on(aP,bP,U,T). If such an entry exists, the

correct pairing value is found andB decrypts using the hash valueh.

5. If B reaches this point of execution, it places the entry(U,⋆,R,IDℓ,PK
′,h)

for a randomh on list L2 and decrypts using thish. The symbol⋆ denotes

an unknown value of pairing. Note that the identity component of all entries

with a⋆ is IDℓ.

202



8.3 Security Analysis

Eventually,A outputs two messages(m0,m1) and two identitiesID∗S andID∗R. Algo-

rithm B places a query onH1 with inputID∗R. If the index ofID∗R is notℓ, algorithm

B fails. Otherwise it proceeds to construct a challenge as follows. It obtains from

LK the public keyPK corresponding toID∗S. Then it setsU∗ := cP, selects a random

bit σ and a random hash valueh∗ and setsV∗ := mσ ⊕h∗. The componentW∗ is set

to beDS+ rH +xSH ′ = DS+ tcP+sPK wheret is obtained fromL3, s is obtained

from L4 andDS is calculated by callingH1 on ID∗S. Note that signcryption fails if

ID∗S = ID∗R asB cannot know the value ofDS.

In the second stage,A’s queries are answered as before. Eventually,A will output

its guess as to which message is signcrypted inside the challenge. Sinceℓ is in-

dependent of adversary’s view, and the listL1 can be easily seen to have at most

qT elements, with probability 1/qT the adversary will output an identityIDℓ with

indexℓ. If this event occurs, the simulation is perfect unless the adversary queries

H2 on the challenge-related tuple(U∗,T∗,R∗,IDℓ,PK
∗). However, since the hash

functionH2 is modelled as a random oracle, the adversary will not have any advan-

tage if this tuple does not appear onL2. Furthermore, if this happens,B will win

the game due to the first step in the simulation ofH2. The lemma follows from this

observation and the fact that the total number of decisional bilinear Diffie–Hellman

oracle calls thatB makes is at mostq2
D +2qDq2 +q2.

Lemma 8.4. Under the CDH assumption in G1 no PPT adversary A has non-

negligible advantage in winning the IND-iCCA-II game against the scheme pro-

posed above, when all hash functions are modelled as random oracles.More pre-

cisely, for any such A there exist a PPT algorithm B such that:

AdvIND−iCCA−II
CLSC

(A) ≤ qTAdvCDHΓ (B),
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where qT = qPK + qRPK + qSK + 2qD + 2. Here qPK and qRPK are the maximum

number of queries that the adversary could place to request public keyand replace

public key oracles and qSK and qD are as before.

Proof. On receiving the CDH challenge tuple(Γ,aP,bP), with generatorP, algo-

rithm B generates a master key pair(Msk,Mpk) and setsI := (Γ,Mpk) and passes

these on toA. Algorithm B chooses an indexℓ uniformly at random in{1, . . . ,qT},

with qT as in the statement of the lemma, and answers various oracle queries as

follows:

H1 Queries: On the non-repeat queryID algorithmB choosesr ∈ Z
∗
p uniformly at

random and setsQID = rP. It then adds(ID, r) to a listL1 which is initially empty

and returnsQID.

Request Public Key Queries: On thei-th non-repeat queryID, if i 6= ℓ, algorithm

B generates a new key pair(x,PK), updates the listLK with (i,ID,x,PK). If i = ℓ

algorithmB returnsaP and adds(ℓ,ID,aP,⊥) to LK . For this query we denote the

identity withIDℓ.

Replace Public Key Queries: On input(ID,PK) on thei-th non-repeat identityID

algorithmB inserts/updatesLK with tuple(i,ID,PK,⊥). If i = ℓ thenB aborts the

simulation.

Extract Full Private Key Queries: For each new queryID, B calls request pub-

lic key onID obtaining(i,ID,PK,x). If i = ℓ, algorithmB aborts the simulation.

Otherwise, it callsH1 onID and gets(ID, r). It returns(x, rMskP).

H3 Queries: For each new query(U,V,ID,PK), algorithmB generates a random

valuet in Z
∗
p, updates an initially empty listL3 with the input,t andtP and returns

tP.

H4 Queries: For each new query(U,V,ID,PK), algorithmB generates a random
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values in Z
∗
p, updates an initially empty listL4 with the input,sandsPand returns

sP.

H2 Queries: For each new query(U,T,R,ID,PK), algorithmB proceeds as follows:

1. It checks ife(aP,bP) = e(P,R). If so,B returnsR and stops.

2. Algorithm B goes through the listL2 looking for entries(U,T,⋆,ID,PK,h),

such thate(U,bP) = e(P,R). Note that in this caseID = IDℓ (see step 5 of

de-signcryption simulation below). If such a tuple exists, it returnsh (and

replaces the symbol⋆ with R).

3. If B reaches this point of execution, it returns a randomh and updates the

list L2, which is initially empty, with a tuple containing the input and return

values.

De-signcryption Queries: For each new query(U,V,W,ID,ID′), algorithmB pro-

ceeds as follows:

1. It executes the verification part of the de-signcryption algorithm obtaining

QID andPK by callingH1 and request public key oracles. It returns⊥ if the

verification does not succeed.

2. It calculatesT = e(U, r ′Mpk), where(ID′, r ′) is obtained fromH1

3. If ID′ 6= IDℓ, it calculatesR := x′U , where( j,ID′,PK′,x′) is obtained by

calling the request public key oracle onID′, andx′ is possibly received from

the adversary. It completes de-signcryption in the usual way by placing a

query onH2.

4. If ID′ = IDℓ, the correct value ofRcannot be computed. To answer the query

consistently,B goes throughL2 and looks for a tuple(U,T,R,IDℓ,PK
′,h), for
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different values ofR, such thate(U,bP) = e(P,R). If such an entry exists,

the correct value ofR is found, andB decrypts usingh.

5. If B reaches this point of execution,B places the entry(U,T,⋆,ID′,PK′,h)

for a randomh on listL2 and decrypts using thish.

Eventually,A outputs two messages(m0,m1) and two identitiesID∗S andID∗R.

Algorithm B queries the request public key oracle onID∗R and gets( j,ID∗R,PK∗,x∗).

If j 6= ℓ, it fails. Otherwise it proceeds to construct a challenge as follows. It obtains

the public keyPK for ID∗S by calling the request public key oracle. It setsU∗ = bP,

selects a random bitσ and a random hash valueh∗ and setsV∗ = mσ ⊕ h∗. The

componentW∗ is set to beDS+ rH + xSH ′ = DS+ tcP+ sPK wheret is obtained

from L3 ands is obtained fromL4
5.

In the second stage,A’s queries are answered as before. Eventually,A will

output its guess as to which message is signcrypted inside the challenge. Sinceℓ is

independent of adversary’s view, with probability 1/qT the adversary will output an

identity ID∗R with indexℓ. If this event occurs, the simulation is perfect unless the

challenge-related tuple(U∗,T∗,R∗,IDℓ,PK
∗) is queried fromH2. However, since

the hash functionH2 is modelled as a random oracle, the adversary will not have

any advantage if this entry does not appear onL2 list and, in this case,B will have

won the game due to step 1 of simulation ofH2. The lemma follows from this

observation and the fact that the maximum length of the listLK is qT , as stated in

the lemma.

The authenticity (and non-repudiation) property of the scheme in proved next.

Theorem 8.2. The certificateless signcryption scheme above is UF-iCMA-I/II se-

cure, in the random oracle model, under the modified GDH assumption in G1 (see

5Note that unlike Lemma 8.3 note that the simulation is possible forID
∗
S = ID

∗
R.
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Definition 2.11).

This theorem follows from Lemmas 8.2, 8.5 and 8.6.

Lemma 8.5. Under the mGDH assumption in G1 (see Section 2.2.2), no PPT at-

tacker A has non-negligible advantage in winning the UF-iCMA-I′ game against

the scheme proposed above, when all hash functions are modelled as random ora-

cles. More precisely, for any such A there exist a PPT algorithm B such that:

AdvUF−iCMA−I
′

CLSC
(A)≤ qTAdvmGDHΓ (B,q2

D +2qDq2)+(qSC(qSC+qD +q3+1)+2)/2κ,

where qT = q1+qX +qSK+2qD +2qSC+1. Here q3 and qSC is the maximum num-

ber of queries that the adversary could place to the H3 and signcryption oracles

and q1, qX, qSK and qD are as before.

Proof. To prove this lemma, we construct an algorithmB which usesA to solve

the mGDH problem overG1. Algorithm B receives an mGDH problem instance

(Γ,aP,bP), with generatorP, it setsMpk := aP and providesI := (Γ,Mpk) to A.

Algorithm B then chooses an indexℓ uniformly at random in{1, . . . ,qT}, whereqT

is as in the statement of the lemma, and answers various oracle queries as follows:

H1 Queries: On thei-th non-repeat queryID, if i 6= ℓ algorithmB choosesr ∈ Z
∗
p

uniformly at random and setsQID = rP. It then adds(i,ID, r) to a listL1 which is

initially empty and returnsQID. Otherwise, it returnsQIDℓ = bPand adds(ℓ,ID,⊥)

to L1. From now on we denote theℓ-th non-repeat identity queried to this oracle

with IDℓ.

Extract Partial Private Key Queries: For each new queryID, algorithmB calls

H1 onID and obtains(i,ID, r). If i = ℓ thenB aborts the simulation. Otherwise,B

returnsD = raP.

Request Public Key Queries: For each queryID, algorithmB checks in listLK ,
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which is initially empty, if there is a tuple(ID,PK,x). If so, thenB returnsPK.

Otherwise,B generates a new key pair, updates the listLK , and returns the public

key.

Replace Public Key Queries: On input(ID,PK) algorithmB inserts/updatesLK

with tuple(ID,PK,⊥).

Extract Full Private Key Queries: For each new queryID, algorithmB callsH1

on ID and obtains(i,ID, r). If i = ℓ thenB aborts the simulation. Otherwise,B

searchesLK for the entry(ID,PK,x), generating a new key pair if this does not

exist, and returns(x, raP).

H3 Queries: For each new query(U,V,ID,PK), algorithmB generates a random

valuet in Z
∗
p, updates an initially empty listL3 with the input,t andtP and returns

tP.

H4 Queries: For each new query(U,V,ID,PK), algorithmB generates a random

values in Z
∗
p, updates an initially empty listL4 with the input,sandsPand returns

sP.

H2 Queries: For each new query(U,T,R,ID,PK), algorithmB proceeds as follows:

1. It checks ife(aP,bP) = e(P,R). If this is the case, algorithmB returnsRand

stops.

2. AlgorithmB goes through the listL2 with entries(U,⋆,R,ID,PK,h), for dif-

ferent values ofh, such that the decisional bilinear Diffie–Hellman oracle

returns 1 when queried on the tuple(aP,bP,U,T). Note that in this case

ID = IDℓ. If such a tuple exists, it returnsh (and replaces the symbol⋆ with

T).

3. It goes through listL2 with entries entry(U,T,⋆,ID,PK,h), for different val-

ues ofh, such thate(U,PK′) = e(P,R). If such a tuple exists, it returnsh (and
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replaces the symbol⋆ with R).

4. If B reaches this point of execution, it returns a randomh and updates the

list L2, which is initially empty, with a tuple containing the input and return

values.

De-signcryption Queries: For each new query(U,V,W,ID,ID′) algorithmB pro-

ceeds as follows:

1. It executes the verification part of the de-signcryption algorithm obtaining

QID andPK by calling theH1 and request public key oracles. It returns⊥ if

verification does not succeed.

2. It checks ifID = IDℓ and if this is the case thenB can solve the mGDH

problem as described below.

3. It calculatesR := x′U , obtainingx′ (and hencePK′) from either the adversary

or by calling the request public key oracle.

4. If ID′ 6= IDℓ, it calculatesT = e(rU ,Mpk), where( j,ID′, r) is obtained by

calling H1 onID′, and completes de-signcryption in the usual way placing a

query onH2.

5. If ID′ = IDℓ then the pairing cannot be calculated. In order to return a con-

sistent answer,B goes throughL2 and looks for a tuple(U,T,R,IDℓ,PK
′,h),

for different values ofT, such that the decisional bilinear Diffie–Hellman

oracle returns 1 when queried on(aP,bP,U,T). If such an entry exists, the

correct pairing value is found andB decrypts using the hash valueh.

6. If B reaches this point of execution, it places the entry(U,⋆,R,IDℓ,PK
′,h)

for a randomh on list L2 and decrypts using thish. The symbol⋆ denotes
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an unknown value of pairing. Note that the identity component of all entries

with a⋆ is IDℓ.

Signcryption Queries: For each new query(m,ID,ID′), algorithmB proceeds as

follows:

1. It callsH1 on ID. If ID 6= IDℓ, algorithmB simply signcrypts the message,

getting the secret valuexS from the request public key or the adversary if

necessary.

2. If ID= IDℓ (and henceID′ 6= IDℓ), algorithmB generates two random values

u,v∈ Z
∗
p, setsU = vaP, calculatesT = e(U, r ′Mpk), obtaining( j,ID′, r ′) by

callingH1 onID′.

3. It goes through listL2 looking for an entry(U,T,R,ID′,PK′,h) for someR

such thate(U,PK′) = e(P,R), wherePK′ is obtained by calling the request

public key oracle onID′. If such an entry exists, it calculatesV = m⊕ h.

Otherwise it uses a randomh and updates the listL2 with (U,T,⋆,ID′,PK′,h).

4. ThenB defines the hash valueH3(U,V,IDℓ,PK) as H = v−1(uP− QIDℓ),

aborting the simulation if such a hash queries has been responded with a

different value before. This means thatB updates listL3 with the tuple

(U,V,IDℓ,PK,⊥,H). Finally, B setsW = uaP+ sPK, wheres is the value

obtained by queryingH4 on (U,V,IDℓ,PK) and returns(U,V,W). Note that

this is a valid signcryption.

Eventually,A outputs a signcryption(U∗,V∗,W∗) from senderID∗S to receiver

ID∗R. Algorithm B now callsH1 on ID∗S and checks ifID∗S = IDℓ and if this is not

the case it aborts execution. Otherwise, it obtainsPK∗ by calling the request public

key oracle onID∗S and retrievest∗ ands∗ from listsL3 andL4 by queryingH3 and
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H4 on (U∗,V∗,IDℓ,PK
∗). Note that ifA succeeded, then the verification condition

holds:

e(P,W∗) = e(Mpk,QIDℓ)e(U
∗,H∗)e(PK∗,H ′∗)

e(P,W∗) = e(aP,bP)e(U∗, t∗P)e(PK∗,s∗P)

e(P,abP) = e(P,W∗− t∗U∗−s∗PK∗),

and thusB can recover

abP= W∗− t∗U∗−s∗PK∗.

Let us now analyse the probability thatB succeeds in solving the mGDH prob-

lem instance. For this to happen, the simulation must run until the end of the game,

the adversary must pick a specific identity asID∗S, and it must query the hash func-

tionsH3 andH4 to properly construct the forgery. The probability thatA is able to

produce a forgery without querying both hash functions is upper bounded by 2/2κ.

The probability thatBaborts the simulation is related with the following events:

• A places a partial key extraction onIDℓ.

• A places a full private key extraction onIDℓ.

• B wants to simulate a signcryption query and this leads to an inconsistency

in theH3 simulation.

Note that ifA places either of the first two fatal queries, then it could not possi-

ble useIDℓ as the sender identity in the forgery it produces at the end of the game,

so we can pinpoint the probability thatB does not abort the simulation due to this

events andA picks the only useful case for solving mGDH as 1/qT . Note that the

maximum length of the listL1 is qT , as stated in the lemma.

The latter fatal event occurs ifB’s simulation triggers a collision in its simu-

lation of H3. Since the maximum size ofL3 is qSC+ qD + q3 + 1, we can upper
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bound the probability that this occurs asqSC(qSC+qD +q3+1)/2κ. The result fol-

lows by noting thatB makes at mostq2
D + 2qDq2 queries to its decisional bilinear

Diffie–Hellman oracle.

Lemma 8.6. Under the CDH assumption in G1, no PPT attacker A has non-

negligible advantage in winning the UF-iCMA-II game against the scheme pro-

posed above, when all hash functions are modelled as random oracles.More pre-

cisely, for any such A there exist a PPT algorithm B such that:

AdvUF−iCMA−II
CLSC

(A) ≤ qTAdvCDHΓ (B)+(qSC(qSC+qD +q3 +1)+2)/2κ,

where qT = qPK +qRPK+qSK+2qD +2qSC+1 and various q∗’s are as before.

Proof. To prove this lemma, we construct an algorithmB which usesA to solve the

CDH problem overG1. Algorithm B receives a CDH problem instance(Γ,aP,bP),

with generatorP, generates a master key pair(Msk,Mpk), setsI := (Γ,Mpk) and

provides these toA. Algorithm B then chooses an indexℓ uniformly at random

in {1, . . . ,qT}, whereqT is as in the statement of the lemma, and answers various

oracle queries as follows:

H1 Queries: On the non-repeat queryID algorithmB choosesr ∈ Z
∗
p uniformly at

random and setsQID = rP. It then adds(ID, r) to a listL1 which is initially empty

and returnsQID.

Request Public Key Queries: On thei-th non-repeat queryID, if i 6= ℓ, algorithm

B generates a new key pair(x,PK), updates the listLK with (i,ID,x,PK). If i = ℓ

algorithmB returnsaP and adds(ℓ,ID,aP,⊥) to LK . For this query we denote the

identity withIDℓ.

Replace Public Key Queries: On input(ID,PK) on thei-th non-repeat identityID

algorithmB inserts/updatesLK with tuple(i,ID,PK,⊥). If i = ℓ thenB aborts the
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simulation.

Extract Full Private Key Queries: For each new queryID, B calls request pub-

lic key onID obtaining(i,ID,PK,x). If i = ℓ, algorithmB aborts the simulation.

Otherwise, it callsH1 onID and gets(ID, r). It returns(x, rMskP).

H3 Queries: For each new query(U,V,ID,PK), algorithmB generates a random

valuet in Z
∗
p, updates an initially empty listL3 with the input,t andtP and returns

tP.

H4 Queries: For each new query(U,V,ID,PK), algorithmB generates a random

values in Z
∗
p, updates an initially empty listL4 with the input,sandsbPand returns

sbP.

H2 Queries: For each new query(U,T,R,ID,PK), algorithmB proceeds as follows:

1. It checks ife(aP,bP) = e(P,R). If so,B returnsR and stops.

2. Algorithm B goes through the listL2 looking for entries(U,T,⋆,ID,PK,h),

such thate(U,PK) = e(P,R). If such a tuple exists, it returnsh (and replaces

the symbol⋆ with R).

3. If B reaches this point of execution, it returns a randomh and updates the

list L2, which is initially empty, with a tuple containing the input and return

values.

De-signcryption Queries: For each new query(U,V,W,ID,ID′), algorithmB pro-

ceeds as follows:

1. It executes the verification part of the de-signcryption algorithm obtaining

QID andPK by callingH1 and request public key oracles. It returns⊥ if the

verification does not succeed.
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2. It checks ifID = IDℓ and if this is the case thenB can solve the mGDH

problem as described below.

3. It calculatesT = e(U, r ′Mpk), where(ID′, r ′) is obtained fromH1

4. If ID′ 6= IDℓ, it calculatesR := x′U , where( j,ID′,PK′,x′) is obtained by

calling the request public key oracle onID′, andx′ is possibly received from

the adversary. It completes de-signcryption in the usual way by placing a

query onH2.

5. If ID′ = IDℓ, the correct value ofRcannot be computed. To answer the query

consistently,B goes throughL2 and looks for a tuple(U,T,R,IDℓ,PK
′,h), for

different values ofR, such thate(U,bP) = e(P,R). If such an entry exists,

the correct value ofR is found, andB decrypts usingh.

6. If B reaches this point of execution,B places the entry(U,T,⋆,ID′,PK′,h)

for a randomh on listL2 and decrypts using thish.

Signcryption Queries: For each new query(m,ID,ID′), algorithmB calls the re-

quest public key oracle onID and proceeds as follows:

1. If ID 6= IDℓ, algorithmB simply signcrypts the message, getting the secret

valuexS from the request public key or the adversary if necessary.

2. If ID= IDℓ algorithmB generates two random valuesu,v∈Z
∗
p, setsU = vaP

and calculatesT = e(U,MskQID j ).

3. It goes through listL2 looking for an entry(U,T,R,ID′,PK′,h) for someR

such thate(U,PK′) = e(P,R), wherePK′ is obtained by calling the request

public key oracle onID′. If such an entry exists, it calculatesV = m⊕ h.

Otherwise it uses a randomh and updates the listL2 with (U,T,⋆,ID′,PK′,h).
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4. ThenB defines the hash valueH3(U,V,IDℓ,PK) asH = v−1(uP−H4), abort-

ing the simulation if such a hash response has been given before, whereH4 is

the output ofH4(U,V,IDℓ,PK). This means thatB updates listL3 with tuple

(U,V,IDℓ,PK,⊥,H). Finally, B setsW = DS+ uaP and returns(U,V,W).

Note that this is a valid signcryption.

Eventually,A outputs a valid signcryption(U∗,V∗,W∗) from senderID∗S to

receiverID∗R. Algorithm B now calls the request public key oracle onID∗S, ob-

tainsPK∗, and checks ifID∗S = IDℓ. If this is not the case it aborts the execution.

Otherwise, it retrievest∗ ands∗ from lists L3 andL4 by queryingH3 andH4 on

(U∗,V∗,IDℓ,PK
∗). Note that ifA succeeded, then the verification condition holds:

e(P,W∗) = e(Mpk,QIDℓ)e(U
∗,H∗)e(PK∗,H ′∗)

e(P,W∗) = e(Mpk,QIDℓ)e(U
∗, t∗P)e(aP,s∗bP)

e(P,s∗abP) = e(P,W∗−DIDℓ − t∗U∗),

and thusB can recover

abP= (W∗−DIDℓ − t∗U∗)/s∗.

Let us now analyse the probability thatB succeeds in solving CDH. For this

to happen, the simulation must run until the end of the game, the adversary must

pick a specific identity asID∗S, and it must query the hash functionsH3 andH4 to

properly construct the forgery. The probability thatA is able to produce a forgery

without querying both hash functions is upper bounded by 2/2κ. The probability

thatB aborts the simulation is related with the following events:

• A places a full private key extraction onIDℓ.

• B wants to simulate a signcryption query and this leads to an inconsistency
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in theH3 simulation.

Note that ifA places the first fatal query, then it could not possible useIDℓ as

the sender identity in the forgery it produces at the end of the game, so we can

pinpoint the probability thatB does not abort the simulation due to this events and

A picks the only useful case for solving CDH as 1/qT . Note that the maximum

length of the listLK is qT , as stated in the lemma.

The latter fatal event occurs ifB’s simulation triggers a collision in its simula-

tion of H3. Since the maximum size ofL3 is qSC+qD +q3+1, we can upper bound

the probability that this occurs asqSC(qSC+qD +q3 +1)/2κ. The result follows.

8.4 Discussion

The security proof for the certificateless signcryption scheme presentedin the pre-

vious section has several interesting aspects which we will now discuss.

Full Domain Hash: We chose not to adopt Coron’s technique [36] to obtain tighter

security reductions in the analysis of authenticity for the sake of clarity in the proof

presentation. Adaptation of this technique to the certificateless signcryption case

can be achieved following the strategy introduced by Libert and Quisquater [64] for

identity-based signature schemes. However, it is important to emphasise an issue

specific to the certificateless setting which renders this adaptation less straightfor-

ward.

The adaptive power of a Type-I attacker as defined in [5] allows the attacker

to decide whether it replaces the public key for the challenge identity or it extracts

the associated partial private key. This means that a direct adaptation of the proof

in [64], which embeds the hard problem instance in a fraction of the partial private

keys which arise in the security game, is meaningless for Type-I adversaries that
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extract the partial private key for the challenge identity.

This observation motivated the definition of the Type-I′ attack model and Lem-

mas 8.1 and 8.2 relating Type-I and Type-II security with this new variant. The

limited adaptive behaviour of Type-I′ attackers permits applying Coron’s technique

directly in the certificateless scenario. As an example of why this is a relevant

contribution, we refer to the certificateless signature proposed in [90], which is

claimed to be secure against Type-I attackers. The proof which is presented for

this scheme is flawed, and actually establishes security against more limited Type-

I′ adversaries.

Randomness Reuse: The proposed signcryption scheme is structured internally as

an Encrypt-then-Sign construction using algorithms from [35] and [90] and sharing

randomness between the two schemes. The encryption algorithm can be shown to

be IND-CPA secure, whereas the signature algorithm is UF-CMA secure. The ex-

pected security of our construction, which follows from the work of An etal. [6],

is therefore IND-CCA security against outsider adversaries and full insider UF-

CMA security. It is interesting to note, however, that our scheme presentsfull

insider security for confidentiality. This is due to the reuse of randomness between

the encryption and signature components which intuitively prevents an insider ad-

versary from being able to forge a valid signcryption from another one for which it

does not know the implicit randomness.

We are able to save a few exponentiations and one ciphertext element through

the randomness-reuse technique discussed in Chapter 5. Efficiency benefits also

justify our choice of the GBDH problem in the security reduction. The gap oracle

allows us to construct a consistent simulation without resorting to a generic trans-

formation akin to that in [63] which would add an extra ciphertext element to the

scheme and a costly consistency check in de-signcryption. As a final noteon the

efficiency of the scheme, we note that we could have based our construction on the
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certificateless encryption scheme in [5]. This would provide a small computational

gain if one considered public key validity check could be pre-computed. However,

this would imply reducing the scheme’s security to a less standard variant of the

GBDH problem used in [5].

Self-Signcryption: We note that, although our security models disallow attacks

targeting signcryptions where the sender and receiver identities are the same, it is

possible to modify our proof of security to account for this type of attacks.How-

ever, one would need less standard versions of the underlying hard problems to

construct the security reduction. It is arguable whether this sort of security prop-

erty is relevant in practice, although specific applications such as protecting one’s

files or previously sent encrypted e-mails may be used to justify it.

Malicious KGCs: Malicious KGC attacks have not been considered in our work.

However, the proposed scheme withstands the restricted attacks described in [7],

which consist of allowing a malicious KGC to generate the(Msk, I) pair (exclud-

ing the computational group scheme) itself as long as it provides these to the chal-

lenger. As described in Section 2.3.6, a more realistic and stronger malicious KGC

security model would only require that the adversary outputs the public parame-

tersI . We leave it as an open problem to find a certificateless signcryption scheme

which can be proven secure in this stronger security model.
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