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Abstract

In this work, we first study extensions and applications of the identityebase
cryption (IBE) primitive, focusing on generic constructions. We firdirdewhat
is meant by an identity-based key encapsulation mechanism before extértdin
the multi-recipient setting. We then propose an efficient multi-recipient scheme
based on bilinear maps and then move on to investigate the properties of public-
key schemes which allow for generic and efficient construction of mulipiect
encryption schemes via randomness-reuse. We conclude this pagnspg a
generic construction of workflow cryptosystems, where encryption riopeed
with respect to an access structure, based on any IBE scheme.

We then turn our attention to the certificateless encryption primitive and extend
it to the hybrid encryption paradigm. Subsequently, a certificateless keypsula-
tion mechanism based on weakly secure identity-based and public-keypton
schemes is constructed. Next, by introducing the first provably seeutiécate-
less signcryption scheme, we demonstrate how one can achieve two of the mos
important security goals in cryptography, namely confidentiality and autlitgntic

(including non-repudiation) of data, efficiently in the certificateless soena
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Chapter 1

Introduction

1.1 Provable Security

Provable security, a misleading term perHajsthe mathematical study of design

and analysis of cryptographic algorithms. It deals with questions suctWhaat

is anencryption schente What ismeantby saying that an encryption scheme is
secure? How can orestablishsecurity of a cryptosystem? And what are tos-
cretesecurity guarantees in practice? It tries to answer these questions in a mathe-
matically precise way, departing from the traditional approach of ad halysis,

where the system is re-designed after a vulnerability is identified.

To answer the above questions, one therefore formulates the following:

1. A precise definition of the cryptosystem, describing the input/output be-

haviour of various algorithms (tharimitive);

2. A formal definition of security which specifies what it means to break the
system and what resources the adversary has access to wheririguath

attack (thesecurity model

1As one might consider a notion of unproven security.
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3. A concrete instantiation of the primitive (a cryptograptomstructior);

4. A security proof showing the impossibility of existence of an adversary
breaking the cryptographic construction with respect to the security model.

(areductionwhen dealing with computational security); and

5. An analysis of the concrete behaviour of the reduction in practicdifthie

nessof reduction).

This modern approach to security is inspired by notions derived from #ie th
ory of computational complexity where one, usually, identifies#itientalgo-
rithm with a probabilistic polynomial-timeTuring machine. Let us note that by
polynomial-time we mean a running time which is bounded by a polynomial func-
tion in the length of the input instance. The behaviour of algorithms is anafysed
the length parameter, referred to as the security parameter in cryptggtapts
to infinity. One then compares various computational problemsedactionsbe-
tween their problem instances. A reduction from a probketo problemB is an
algorithm which can solve the problem instance®atith the help of any algo-
rithm which solves the instances of probl@&nlf this reduction is efficient, i.e. it
runs in polynomial time, and the problem instance8afan be solved efficiently,
then problenA is, by definition, also easy to solve.

Put differently, to show the infeasibility of breaking a cryptosystem, ore as
sumes the existence of an efficient adversary (an algorithm) breakingrythe
tosystem and then proceeds to build a new algorithm, via an efficient redtotio
the adversary, which solves a problem which is deemed infeds®leh a formal
treatment originates from the work of Shannon [81] in 1949, Rabin [Ad]raore

formally and explicitly from that of Goldwasser and Micali [49]. More andreno

2The infeasibility of the latter problem is often assumed, since an uncondipomef often im-
plies PANP, which remains the most important open problem in theoretical comgeitce.
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standardisation organisations are adapting this complexity-theoretic appima
security analysis.

The importance of the tightness of reduction was brought to the attention of
practitioners by Bellare though his paper on practice-oriented prosaiolerity
[12]. The complexity-theoretic approach to cryptography only giveasymptotic
analysis of security. In practice, however, one needs to use a tenaiee for
the security parameter. This value should guarantee that any attempt kateea
system will take more than a specified number of operations. One theesfale
yses the performance of a reduction, i.e. its run-time and probability oesagcc
and chooses an appropriate value for the security parameter by takiragottont
the performance of the state-of-the-art algorithms for solving the uridgrhard

problem.

1.2 Secret-Key and Public-Key Encryption

A secret-key, or private-key, or symmetric encryption (SKE) schenferrirally,
consists of an algorithm to produce keaysan encryption algorithm which takes a
message and a key and returns a ciphertext and a decryption algorithm which
undoes encryption by taking the ciphertexdnd thesamekey k and returning the
messagen. An example of an SKE scheme is the so-calber-time padvhere
encryption returng = m & k and decryption recovets by computingm = c $ k.
Here® denotes the bitwise exclusive or operand: dandb two bits, we define
a®b=0if a=band 1 otherwise.

Shannon [81] gave a security proof for the above scheme. Considessage
m € {0,1} being encrypted by taking a key Bituniformly at random and returning
m @ k. Now suppose an eavesdropping adversary sees a 1 being transwéted o

a network. There are two possibilities: eithe= 1 andk =0, orm = 0 and
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k = 1. Since the key is selected uniformly at random, both these events atlyequa
likely, and the adversary can draw no conclusions about the originaages If

the message is a 0, then the adversary will see a 0 with probabifitgrid a 1 with
probability 1/2. Similarly, if the message is a 1, then the adversary will see a 0 with
probability 1/2 and a 1 with probability 22. Hence, the adversary has mmore
information than he would, by mere probabilistic guessing. Note that this argume
shows that the one-time pad encryption schenr@@mation-theoretically secure

it is impossibleo recover the plaintext without the key.

Diffie and Hellman [42] in 1976 introduced the notion of public-key cryptog-
raphy. In a public-key encryption (PKE) scheme, a widely available putaic
is used for the encryption of messages and a matching private key is themous
decrypt the resulting ciphertexts. This encryption paradigm is a vefylusel in
many situations. For example, it is used to enable communication over the tnterne
as there is no need, unlike a symmetric scheme, for the parties to agreemmn a co
mon secret before any messages are exchanged. The first PKResalas pro-
posed by Rivest, Shamir and Adelman in [75]. Security of this scheme \gasdr
for on the grounds that the integer factorisation problem is intractable etAzvit
was Rabin [74] who modified their scheme in way which made a reduction to the
factorisation problem possible.

Goldwasser and Micali [49] formulated a precise notion of security foEPK
schemes, known as semantic security, akin to the information-theoretic definitio
proposed by Shannon: for a scheme to be semantically secure, it shoind b
feasible(rather than impossible) to find any information about a plaintext from a
ciphertext without being in possession of the required private kegpxoaybe
the length of the message.

This notion was, however, quite cumbersome and was later modified to equiv-

alent or stronger alternatives which were more manageable to work wite. Th
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most practical definition, known as indistinguishability of ciphertexts, reguir

to be infeasible to distinguish which of the two known messages is encrypted in
a ciphertext. Although already a strong notion, this definition does not ntbeel
scenario where an adversary could obtain extra information by analirsinde-
cryption behaviour of ciphertexts by, say, submitting them to a user. Thelmod
was extended and the notioninélistinguishability under chosen ciphertext attacks
(IND-CCA) was formulated. This security definition, roughly speakiregjuires
indistinguishability of ciphertexts even in presence obsaclewhich decrypts ci-
phertexts of an adversary’s choice, except the ciphertext which ytingtto break.
Nowadays, the moral behind a good security model, based on a famotgsajuo
Einstein, is that everything should be made as simple as possible for theagyer
but not simpler. The IND-CCA definition is now accepted as the gold stdrafar
security for encryption in modern cryptography. Its precise definitiodarious
variations thereof, will be presented in Section 2.3.2.

The RSA encryption scheme was maodified further resulting in the RSA-OAEP
scheme which was shown to be IND-CCA secure in [46] in a non-starulard
widely accepted model, known as thendom oracle modelROM), where it is
assumed that cryptographic hash functions behave in a perfectlymanedy (see
Section 2.3.1). The first practical and IND-CCA secure encryptioersehin the
standard model of computation (i.e. without relying on assumptions such as the
random oracle model) was given in a seminal paper by Ronald Cramerietod V

Shoup in [37].

1.3 The KEM-DEM Paradigm

One of the problems associated with public-key cryptography is its relatfe in

ficiency compared to symmetric cryptosystems. This inefficiency is a result of
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using algebraic operations, such as a group addition, rather thantfagelations
used in symmetric primitives. Most practical public-key encryption scheraes u

a hybrid combination of the two primitives to handle large plaintexts. Rather than
using the public-key encryption algorithm directly over the plaintext, oneigaas
arandomsession kegnd uses it to encrypt the message under a more efficient sym-
metric algorithm. The (small) session key is then encrypted using the public-key
encryption algorithm, and the message is transferred as the combinatiothof bo
ciphertexts.

More explicitly, in this approach to hybrid encryption one defines a symmetric
data encapsulation mechanigi@dEM) which takes a kek and a message and
computesc = DEMg(m). Given the knowledge ok, one can recovet via m =
DEM, }(c). The keyk is transferred to the recipient of the ciphertext in the form of
an encapsulation. To create this encapsulation, the sender kesgsacapsulation
mechanisnfKEM). This is an algorithm which takes as input a public R&yand
outputs a session k&yplus an encapsulatiari of this session key under the public
key. We write this as

(k,c") « KEM(PK).

Notice that the session kayis not passed as an input to the KEM. This feature
could improve the efficiency of a KEM compared to a PKE in various ways, the
most common being better bandwidth usage due to shorter ciphertexts aoel cho
of smaller security parameter due to a tighter security reduction.

The recipient recovers the k&yusing his private kegkK via the decapsulation

mechanism. We denote this by

k «— KEM 1(c’,SK).

The full ciphertext of the messageis then given by(c’,c). Interestingly, we
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gain an extra functionality from this construction. Suppose a user eailarge
ciphertext in an untrustworthy environment. If the secret R&yof the user is
compromised in this environment, all his future communication will no longer be
private. To avoid this problem, the user can simply transfer the small KEM com-
ponent of the ciphertext to a server, where his secret key is stocedebe The
session keyk is then retrieved remotely and transferred back to the user which
enables him to obtain the message.

The hybrid public-key encryption paradigm has gained strength in tgeans
with the definition and formal security analysis of the generic KEM-DEM con-
struction [37, 38, 86]. The use of the KEM-DEM paradigm allows diffetreom-
ponents of a hybrid encryption scheme to be designed in isolation, leading to a
simpler analysis and hopefully more efficient schemes. In fact, Crame$lamap
(see Section 2.4.1) established that if the KEM and DEM components are indi-
vidually secure, the resulting hybrid public-key encryption scheme willlbe a
secure. The relations between security notions for KEMs and the regessd
sufficient conditions for the security of a KEM-DEM construction are aésed
further in [70] and [52] respectively.

We summarise the main benefits of the KEM-DEM paradigm over direct use

of PKE schemes:

e Encryption of large messages is performed significantly faster;

Messages need not to be encoded as elements of an algebraic space;

The cryptosystem is designed in a modular way;

One might be able to present a tighter security reduction; and

Potentially the construction could offer extra functionality.
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1.4 Identity-Based Encryption

Another problem associated with public-key encryption is that public keyssa-
dom bit-strings and hence contain no direct semantic meaning to usersallypic
we use aertificate issued by a trusteckertification authority to attach a semantic
meaning to a public key, such as binding it to a user identity. This leads to the
problematic area of certificate management.

There are a number of other paradigms for public-key encryption wiviaid a
some of these problems. The most obvious is identity-based encryptiohi(iBE
tially proposed by Shamir in [80]. In this scenario, users can set thelrcgeays
to be any string of their choice, such as their phone number, e-mail aduiréi3
address. Private keys are then derived from their identities via a tragtadrity
(TA), who possess a master secret key. IBE schemes thus eliminate théonee
certificates, as it is the receiver who ensures her private key is obitsgoeirely.

A secure and efficient identity-based encryption scheme, secure iartlem
oracle model, was introduced by Boneh and Franklin [23] by utilising bilinear
maps on elliptic curves. Sakai and Kasahara [77] Yateoposed another IBE
scheme, also based on bilinear maps, but adopting a different key waiitsir
The security of this scheme in the ROM was established by Chen et al. in [30].
Recently Waters [88] and Gentry [48] have proposed practical IBEmes which
are secure in the standard model.

Lynn [66] mentions that the encryption algorithm proposed by Boneh and
Franklin is unlikely to be used, since in practice one will use a form of kegpsu-
lation. We call such an encapsulation mechanism an identity-based kegysetea
tion mechanism (IBKEM). Lynn proceeds to mention a possible IBKEM caostr
tion, but he gives no security model or proof. In Chapter 3 we defirat ishmeant

by a key encapsulation for the identity-based setting. Having done thishove s

3Although their paper appeared later, their scheme dates earlier thahBuatah and Franklin's.
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that Lynn’s construction for an IBKEM can be used to build a fully secdeatity-
based encryption scheme, when combined with an appropriate DEM. Siléng
scheme is computationally more efficient than the original Boneh—Franklin con
struction. The security proof is tighter for Lynn’s construction. Howegtlee proof

of security relies on a stronger intractability assumption than that used tdHsase
security of Boneh—Franklin scheme on. We also present a generitractitn

of an IBKEM, which is secure in a strong sense, from any identity-basedyp-

tion scheme, which is secure in a weak sense. When we instantiate this generic
scheme with Basicldent from [23], we obtain an IBKEM which is as effican
the Boneh—Franklin construction, and which is based on the, now sthidarear
Diffie—Hellman problem. We feel our construction of an identity-basedygion
scheme from an IBKEM and a standard DEM is more natural than the cotistru

in [23], which relies on the Fujisaki-Okamoto transform [45]. An IBKEMyiah

is fully secure in the standard model, is constructed by Kiltz [58] based dBthe

scheme of Waters [88].

1.5 Multi-Recipient Encryption

It is often the case that one needs to transmit a message securely to multigle par
who hold public/private keys corresponding to a standard single-useypdion
scheme. This problem was first studied by Kurosawa [60] who prapseeeral
schemes with substantial improvements over the trivial solution of running multi-
ple, independent instantiations of the encryption algorithm. He was able e sha
the values computed for many users, lowering the bandwidth and computationa
requirements of the multi-recipient scheme.

Smart [83] extends the KEM primitive to the multi-recipient setting. Given that

KEMs internally chose the session key, he considers the question: isibfmsn
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this situation, to avoid carrying ouatinstances of the KEM-DEM construction? He
then proposes a multiple KEM (or an mKEM) primitive whereby the sender can
create an encapsulation of the sessionkewydern public keys. The purpose of
this type of construction is to save- 1 data encapsulations overall: a single DEM
invocation usingk suffices to obtain valid ciphertexts for all recipients. The entire

message encryption process becomes:
(k,c) « mKEM(PKy,...,PKy)

c <« DEMy (m),

and each recipientwill get the pair(c, c). For decryption, usersimply performs

the following two operations:
k «— mKEM }(c,SK)
m «— DEM,_ (c).
One of the contributions of this thesis is to bring together the concepts of
IBKEM and mKEM and propose identity-based key encapsulation to multiple

users. In Chapter 4, after giving the appropriate primitive and secuwftgitions,

we present a secure and efficient multi-recipient scheme based on bitiapa.

1.6 Randomness-Reuse

Generating randomness for cryptographic applications is a costly andtgec
critical operation. It is often assumed in security analysis that randons eo@
sampled from a perfect uniform distribution and are handled securedyedwer,
various operations performed by a cryptographic algorithm dependese ttan-
dom coins. These operations, such as a group exponentiation, cantdeastly
and prevent the use of the scheme in constrained devices. Themafonmising

the amount of fresh randomness required in cryptographic algorithms istampo

10



1.6 Randomness-Reuse

for their overall efficiency and security.

One approach to minimise this problem ig¢oise randomnesscross multiple
instantiations of cryptographic algorithms, namely in the context of batchaeper
tions where (possibly different) messages are encrypted to multiple resipidns
avenue must be pursued with caution, since randomness-reuse maythinde-
curity of cryptographic schemes. However, when possible, this techraitiows
for significant savings in processing load and bandwidth, since paetalts (and
even ciphertext elements) can be shared between multiple instances @t@ cry
graphic algorithm.

Examples of this method are the multi-recipient encryption schemes proposed
by Kurosawa [60], the mKEM by Smart in [83], the certificateless encryptio
schemes in [5] and [4] where randomness is shared between the idexgég-b
and public-key components, and the cryptographic workflow schemelisanext
section) in [3]. Let us note that the scheme of [4] was broken and exphyr Libert
and Quisquater in [63].

Bellare et al. [14] extend Kurosawa'’s work in a number of ways. Firgly th
consider the problem of sending many messages, instead of a single enassag
discussed in Section 1.5, and give a stronger security model for sheimss.
They then systematically study the problem of reusing randomness. Thasuth
examine multi-recipient encryption schemes, and consider the particukarotas
constructing such schemes by running multiple instances of a public-keypenc
tion scheme, whilst sharing randomness across them. An interesting reidt in
work is a general method for identifying PKE schemes that are secune ugsel
in this scenario. Schemes which satisfy the so-catidoducibility testare guar-
anteed to permit a proof strategy based on a hybrid argument which isatjgne
captured in aeproducibility theorem Bellare et al. [16] later leveraged on these

results to propose a stateful encryption framework which enables micie ef

11
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(single-recipient) encryption operations.

In Chapter 5 we extend the above theoretical framework supporting tise re
of randomness to construct multi-recipient encryption schemes. The matir-co
bution of our work is a more permissive test that permits constructing a wialkes ¢
of efficientsingle-messagmulti-recipient schemes. Of particular interest are the
optimised versions of the EIGamal and Cramer—Shoup multi-recipient enaryptio
schemes briefly mentioned by Kurosawa in the final section of [60]. Wer et
these schemes do not fit in the randomness-reuse framework originaigged
by Bellare et al. in [14] and propose extensions to the original definiticictwh
capture these as well as other similar schemes.

We then turn our attention to the KEM-DEM paradigm and focus on key en-
capsulation mechanisms. Adaptation of the results in [14] is straightforwarif
focuses on multi-recipient KEMs generating independent keys for esipient.
The interesting case arises when one considers single-key multi-rediidms.

To construct these schemes efficiently by reusing randomness, we ttefinotion
of public key independetdEM. However, we find that if such a KEM satisfies an
appropriate modification of the reproducibility test of Bellare et al. [14] itrea
be secure. To compensate for this negative result, we propose amtegeneric
construction of efficient single-key multi-recipient KEMs based on weaklyure
PKEs which pass our new reproducibility test. This construction genesdlige
mKEM in [83]. We also propose a concrete efficient construction of sikgle
multi-recipient KEMs, which can be shown to be IND-CCA secure in the stahd
model using techniques in [37].

As in Bellare et al.’s work [14], our reproducibility theorem has a linesusity
degradation in the number of users. In Section 5.4 we discuss a posdililerso
to this problem by introducing another test for randomness-reuse. Wéuclke the

work on randomness-reuse by briefly considering its extensions to heding.

12
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1.7 Cryptographic Workflow

Let us now turn to an application of identity-based encryption schemesartbsy
they can be used to build cryptographic workflow schemes. Thewanrkflowis
used to describe a system in which actions must be performed in a particgar o
In cryptographic workflow72] this is achieved by making decryption a privileged
action which can only be executed by users which possess an approgeisof
authorisation credentialsor simplycredentials Credentials are issued by a set of
authorisation authoritieswhich can ensure that some action has been performed,
or that some event has occurred, before granting them to usersicRegtaccess
to encrypted messages in this way, workflow mechanisms can be implemented with
cryptographic security guarantees.

An encryption scheme supporting cryptographic workflow should peothé
following functionality [3]. Alice specifies the credentials that Bob shouldeha
in a policy that she decides before encrypting. Alice should be able to perform
this encryption without knowing what credentials Bob actually has. A pdaticu
authorisation authority will validate that Bob is entitled to a given credentiarbef
awarding it. Each credential acts as a partial decryption key. Alice maynasd
to be sure that no colluding set of these authorisation authorities is ablerygptec
and recover the message that she intended for Bob. If this is the casgstbm
should besscrow-free

Cryptographic workflow follows from the original ideas by Chen et al.38,[
33]. There the authors explored the possibilities of using Boneh anélifranBE
scheme in a setting where a user can extract different identity-basedepkieys
from multiple TAs. They proposed usirmgedential descriptorsis public keys, in
place of the usual identity strings, and showed that combining the master public
keys of the TAs in different ways, one may securely send a messagetip#Ent

and restrict her ability to decrypt it with a high degree of flexibility. Smart] [82
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1.7 Cryptographic Workflow

applied the same principle to access control. Paterson [72] first employéerth
workflowto describe this type of scheme.

Al-Riyami et al. [3] formalised the definitions of primitives and security mod-
els associated with cryptographic workflow and proposed an efficeembw-free
encryption scheme supporting cryptographic workflow. The schemesisdban
Boneh and Franklin’s IBE scheme and is proved secure under twdtyetotions.
The first one, calledeceiver securityensures that only users with an appropriate
set of credentials can decrypt the message. The second, eatkxthal security
captures the escrow-freeness notion: it must be unfeasible for dingiog set
of TAs to decrypt the message. Unlike certificateless public-key crygtess,
escrow-freeness is achieved using a classical public-key encrylpgen which
relies on public key certification.

Encryption schemes supporting cryptographic workflow are very ¢togese
associated with hidden credential systems [27, 53]. Both types of scligpiesly
employ a secret sharing layer and an identity-based encryption layeugithhe
goals in each case are different. In hidden credential systems ore teeledep
the access control policy secret, whereas in workflow schemes thistisencase.
Workflow cryptosystems are also related to attribute based encryptiomesh&6,
50] where one selectively shares encrypted data.

In Chapter 6 we introduce the notion of KEMs supporting cryptographi&wo
flow (WF-KEM) and their escrow-free counterparts (EFWF-KEM). ®dapt the
security models proposed in [3] for encryption schemes accordingly.ailae
that the KEM-DEM paradigm also applies when one moves to encryptiomshe
supporting cryptographic workflow. In fact, we show that combiningcaseWF-
KEM (EFWF-KEM) with a secure DEM, results in a secure (escrow)fegeryp-
tion scheme supporting cryptographic workflow.

We then present a generic construction that permits building WF-KEMs out
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1.8 Certificateless Encryption

of simpler cryptographic primitives. This is a generalisation of the constmuctio
presented in [3] based on the identity-based encryption scheme of Bomkth
Franklin. We show how one can construct analogous schemes byingplec
building-blocks with other components providing the same functionality. More
specifically, we prove that our transformation permits constructing a sati-
KEM using secure IBE and secret sharing schemes [79, 19, 59]lykina extend

our generic construction to obtain an EFWF-KEM using a secure pubjieike
cryption scheme. Chosen ciphertext security is achieved via a one-tinsdLgign
scheme (see Section 2.3.7). Our constructions are all secure in therdtaruttel.

A common feature of many schemes proposed for certificateless cryptosys
tems, cryptographic workflow and hidden credentials is that they arel lnesthe
concept of multiple encryption (or re-encryption). In multiple encryptiorj-a
phertext is created by combining the results of several instances ofcayptan
algorithm with different encryption keys. In the simplest case, where twvdyde-
cryption keys are involved, the objective is that even if the adversarypgesses-
sion of one of those keys, she obtains no advantage. Recently, Dodi@én[43]
have addressed the chosen ciphertext security of multiple encryptions geth
eral case, and have proposed generic constructions which aretamihasecure.

Our constructions build on these results.

1.8 Certificateless Encryption

Although IBE schemes simplify key management problems by eliminating the
need for certificates, this advantage comes at a price: IBE schemesareritly
non-escrow-free as the trusted authority can decrypt any ciphe@etificate-
less encryption (CLE) schemes eliminate this escrow property while pregerv

the certificateless nature of the system. This form of encryption was irteodu
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1.8 Certificateless Encryption

and developed in a series of works by Al-Riyami and Paterson [5, 2, 4].

Roughly speaking, in a CLE scheme, a user’s full private key is a cortidina
of a locally computed secret value and a partial private key receized & Key
Generation Centre (KGC). This means an adversary can launch twodypées
tacks: (1) either replace the public key of the user (due to lack of cetéfar
(2) act as a malicious KGC and have access to all user partial private lkegach
scenario, if either the partial private key or the secret value remaingased, the
privacy of data should remain intact.

Al-Ryiami and Paterson [5] proposed a CLE scheme based on the |IBEsch
of Boneh and Franklin. The encryption scheme was proven secusr andun-
realistic security model where an adversary may replace users’ pulytcade
demand decryptions without providing the corresponding secret vadaetiie last
remark in Section 2.3.6). Other secure constructions of CLE schemed base
the IBE schemes of Boneh and Franklin and that of Sakai and Kaspt¥rare
given in [84] and [35] respectively. Recently, Dent et al. [41] hpxegposed certifi-
cateless encryption schemes, including a practical construction basbd tBE
scheme of Waters [88], which provide strong security guarantees irtéhdasd
model. In [63], Libert and Quisquater generalised the encryption sclirefté
by proposing a generic construction of certificateless encryption schéom
identity-based and public-key encryption in the random oracle model. Al goo
survey of certificateless public-key encryption schemes and securitglsoeh be
found in [39].

A contribution of this thesis is to present a security model for key encapsula
to build certificateless encryption (CLKEM). We show in Chapter 7 that coimgin
a secure CLKEM with a secure DEM results in a secure certificatelesgptiorr
scheme. In order to prove our composition result we need to modify thalistie

definitions of security for certificateless schemes to one where decryiptjmer-
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1.9 Certificateless Signcryption

formed on replaced public keys if their matching secret value is providedwviW/
discuss this point further once we have introduced the appropriatétgetmtions.
We will also describe a generic construction of strongly secure CLKEAMst
on any (weakly secure) identity-based encryption scheme and a sfiraiabf
(weakly secure) public-key encryption scheme, such as RSA or ElGamaitain
groups. This generic approach allows one to add certificateless ¢norgpto an
infrastructure of existing RSA and ElGamal keys, which are either ndifieeror

whose certificates are not trusted by the sender.

1.9 Certificateless Signcryption

Signcryption, a cryptographic primitive introduced by Zheng in [91],taess a
common practical scenario where one simultaneously requires confidengality
thenticity and non-repudiation of transmitted data. ldeally, this should allow for
improvements in the overall security and efficiency of the resulting cryptesys
over independent use of an encryption and a digital signature schémaaseturity
goals associated with signcryption are stronger than those providedthgné
cated encryption, where data authenticity suffices and non-repudiatimt i®-
quired. Authenticity ensures the recipient of the origin and integrity of tha da
whereas non-repudiation makes it impossible for the sender to deny gréagin
signcrypted data. For this reason the security model for signcryptiandbapture
insider attackswvhere a dishonest receiver should not be able to forge a valid sign-
cryption originating from another user. This ensures non-repudiationptace:

the receiver can prove the origin of data by providing its secret desigtion key.

In less common scenarios one may also require forward secrecy, whezesage
sent by a legitimate user, cannot be decrypted even by an adversiatylatier is

able to get hold of the sender’s secret key.
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1.9 Certificateless Signcryption

This primitive has been extensively studied in the public-key and identity-
based settings where many efficient and secure schemes have bpeseptoA
systematic study of the properties of the signcryption schemes resultingtieom
black-box composition of encryption and signature schemes was predsnan
et al. [6]. More efficient generic constructions of signcryption schebased on
Tag-KEMs were introduced by Bjgrstad and Dent [21]. Malone-L&2 $éudied
signcryption with non-interactive non-repudiation and formulated sigrimwy in
the identity-based setting [67]. This work was extended by Boyen [2@] prb-
posed a more structured primitive definition and comprehensive secutipnso
which captured different security guarantees that could be achigva«l identity-
based signcryption scheme. Other efficient constructions were swggqpro-
posed by Libert and Quisquater in [62], and Chen et al. in [34].

Since certificateless cryptography was introduced by Al-Ryiami and Pater
son [5], numerous certificateless encryption and signature schentesaaants
thereof, have been proposed. However, the equivalent of pudjicigncryption
has not been considered in the certificateless setting. In Chapter 8 wauitgro
the notion of certificateless signcryption, define appropriate security Is)cated
propose an efficient scheme which is provably secure against ingideks in
the random oracle model. Our certificateless signcryption scheme is based o
Encrypt-then-Sign method discussed in [6]. The scheme presentsestrssy-
rity properties than one might expect from its internal building-blocks:Hariag
randomness between encryption and signature modules not only do wexgyain
savings on computational and bandwidth load, but also we obtain strongtinsid
security guarantees. Additionally, we identify a problem in using Cororck-te
nique [36] for tighter security reductions in public-key signature prodfich is
specific to the certificateless setting and propose a technique to overcome it.

The certificateless signature scheme proposed in [5], which lackedugtgec
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1.9 Certificateless Signcryption

proof, was found to be vulnerable to key replacement attacks in [55]er@tr-
tificateless signature schemes have been proposed in recent yeaefeie the
work of Zhang et al. [90], which proposes a certificateless signatinense closely
based on the identity-based signature scheme of Libert and QuisquélteiNe
base our certificateless signcryption construction on the signature soh¢eag,
but it is worthwhile to mention that the proof of security presented for therseh
in [90] is flawed. Despite this, the scheme is secure, but in a slightly weakar s
rity model later proposed informally in [54]. We will discuss this issue furiher
Section 8.4.

Although the concept of certificateless signcryption has not been pisyio
addressed in literature, a closely related construction, which offergmtithted
certificateless encryption functionality was proposed in{35]ne difference be-
tween authenticated encryption and signcryption is a subtle but significant o
insider attacks are not considered in the unforgeability game, which meains th
non-repudiation is not guaranteed. The security models adopted in ri@%]so
significantly weaker than the ones considered in our work, as they dmnstder
decryption on replaced public keys and impose unreasonable restriotiotiee
adversary’s adaptive behaviour. In particular the forward-sgcaegument pre-
sented for the scheme in [35] considers only chosen-plaintext attaekba¥é our
signcryption scheme on this certificateless encryption scheme, but owypEnc
then-Sign construction with randomness-reuse permits obtaining improvad se

rity guarantees.

4Another paper titled “Authenticated Certificateless Public Key Encryption’dsyand Lee has
appeared on IACR ePrint archive in 2004. However, the securityetada this paper do not capture
the certificateless setting.
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Chapter 2

Preliminaries

2.1 Basic Notation and Concepts

In this section we explain some of the fundamental notions and notations that will

be used throughout this work.

2.1.1 Algorithmic Notation

If Sis a set, we writer < Sfor the action of sampling from the uniform distribution
on S and assigning the result to the varialle We write vy, ..., vy « Sfor the
independent assignments«— S,...;v, < S. If Scontains one elemestwe use
v < sas shorthand fov — {s}.

We shall be concerned with probabilistic polynomial-time (PPT) algorithms.
A probabilistic machine has, in addition to its input and output tapes, access to
an extra randomness tape containing bits chosen (uniformly) at randdkris H
PPT algorithm, we denote by— A(l) the action of runningd on inputl, which
is chosen according to a (usually uniform) distribution and assigning th&ingsu
output to the variablg. We use bold-faced variables for vectors and denotée the

component of a vectarwith [c];.
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2.1 Basic Notation and Concepts

2.1.2 Negligible Functions

Definition 2.1. A function f: N — R is called negligible if for every positive poly-

nomial P there exists rg such that for allk > kg we have

The standard method to reduce the error probability of an imperfect algorith
is to repeat independent execution of it a sufficiently large (but still motyial)
number of times and then return the majority answer as the final output. If the
success probability of an algorithm is greater th@R(k) for all sufficiently large
values of, then it follows from the Chernoff bound along the lines in [85, Section

7.2] that this procedure will yield a correct answer with a probability closk to

2.1.3 Security Parameter

As in the theory of computational complexity, it is meaningless to talk about the
difficulty of solvingoneparticular task: the algorithm which simply “prints out the
correct answer”, is a (very fast) algorithm which solves the problemowitBven
looking at its input! One therefore parameterises the set of problem iest@amcl
studies the asymptotic behaviour of a potential algorithm. The parameterisation
variable, writterk, is known as thesecurity parametein cryptography. This pa-
rameter is often the length of the problem instance written in the binary notation.
However, when one is setting up a systems passed to setup algorithms in the

unary notation, written'q, to enforce a polynomial run-time.

2.1.4 Game Hopping

We will often need to express how a set of algorithms interact with each. other

For instance, we will need to express precisely the correctness conafittanen-
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2.1 Basic Notation and Concepts

cryption scheme: that decryption undoes encryption. We shall adagatheor
experimennotion for this purpose. A game is simply a set of rules (usually written
in pseudo-code) which describes the input/output behaviour of a nuwhimerac-
tive Turing machines. A game could take an input (usually the security pseggme
and returns an output (usually a bit indicating success or failure). €hkeadl
property is then expressed by requiring the output to satisfy a certadliticon

When defining security, we will be concerned with arbitrary interactive
Turing machine, known as the adversary, taking part in the security gaims.
adversary has usually onfyracle access$o other algorithms in the game: it does
not get the code of the other machines (which might include a secret key) a
interacts with them by providing them an input and receiving an output lmack
unit time. We indicate an algorith# having access to a set of orac@dy A°. If
this set contains a single oracle, we will refer to the oracle itseldbbyo quantify
the success of an adversary, we definadgantageAdv(A), as (a function of) the
probability that the output of the game satisfies a certain condition. Thelglitpa
is taken over all the random choices made in the game including thdsaraf its
oracles.

As an example, let us express the fundamental notion of indistinguishability

(IND) of two distributions in the game notation.

Definition 2.2. Two distributions ¥ and X, with sampling algorithmsgand S,
are called indistinguishable if the advantage of any probabilistic polynomiad-tim

algorithm A is negligible in the following game:
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2.1 Basic Notation and Concepts

IND(K)
1. % — S(19)

2. % —Si(1%)

3. b—{0,1}

4. B — AlX)

Advii (A)(K) := [2Pfb = b]—1].

We usually omitted the input to the ganse for the ease of notation. Note also
that the above advantage is a functiorkaind could be recast, after droppirg
as:

Advig, (A) = | Prib’ = 1]b=1] — Prlt’ = 1jo =

measuring the “bias” of the distinguishar

Sometimes it is difficult to work with a particular game. In such cases one will
need to “deform” the game into another game such that the behaviour ofggmy a
rithm taking part in the new game is negligibly different from that in the original
game. This method, referred to as game hopping, is discussed furthertamial tu
by Shoup [87] and in another by Bellare and Rogaway [18].

One patrticularly useful, and easily proved, method for making a sucdésgf

is through the following observation.

Lemma 2.1 (Difference Lemma) Let Uy, U, and F be events defined on some

probability space. Suppose thafU; A —=F] = PrlU2 A —F], then
| PrU;] — PriUy]| < PrF].

If U1 andU, denote the events that an adversary is successful in gaumes

andGame; respectively, and if the probability that evénts triggered is negligible,
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then one can safely substituteme, for Game;. After a series of such game hops,
one arrives at a game which is relatively easy to deal with. If the advamtzany
algorithm can be shown to be negligible in this final game, and if all the hops made
were also negligible, it would follow that the advantage of an arbitrary ahgor

is also negligible in the original game.

2.1.5 Computational Group Schemes

To specify a “working group”, one needs to define the algorithms fofopmr

ing computation with the group elements. These specifications, which could be
somewhat technical in nature, are referred to @smputational group scheme
We only informally mention that such a scheme, denotecﬂ'ﬂ@,G,P, p|, where

G is a finite Abelian group an6 is a subgroup of prime ordey with generator

P in G, specifies a sequence of group distributions for every value of theigec
parameteik. This scheme has descriptions of several algorithms for computing
and testing encoding of group elements, performing group operatiotisgtsab-
group membership and statistically-close sampling from the groups. Thdiagco

of group elements is assumed to be unique. We refer the interested ref@i@r to
for the details. The group schemes that we will be working with will be cleanfr
context and hence we shall tacitly compress the above technicalities infoljket

a computational group scheme” and Uisand G interchangeably throughout this

work. Group operations, except those in finite fields, are written adljitive

2.2 Intractability Assumptions

The security of cryptosystems that we study in this thesis are based oincerta
problems which are assumed to be computationally hard to solve. In the coming

sections we will define these assumptions precisely.
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2.2.1 Discrete Logarithm and Related Problems

The fundamental hard problem underlying all intractability assumptions in this

work is the discrete logarithm problem.

Definition 2.3 (Discrete Logarithm (DL)) A computational group schenfe(or
as discussed above, simply a group G) satisfies the discrete logaritumptisn

if all PPT algorithms A have negligible advantage in the following game.

DL
1. a7

2. d —Al,Pa-P)

AdvEH(A) :=Prla=a].
AlthoughP is implicitin ', we pass it explicitly taA to emphasise that discrete

logarithms should be computed with respect to this generator.

Definition 2.4 (Computational Diffie—Hellman (CDH))A computational group
schemd™ satisfies the computational Diffie—Hellman assumption if all PPT algo-

rithms A have negligible advantage in the following game.

CDH
1. a,b<— ZTJ

2. Q—A(l',Pa-Pb-P)
AdvPH(A) := Pr{Q = ab-PJ.
Definition 2.5 (Decisional Diffie-Hellman (DDH)) A computational group

schemd satisfies the decisional Diffie—Hellman assumption if all PPT algorithms

A have negligible advantage in the following game.
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DDH
1. ab,c— Zj

2. Q@«—cP; Q«— abP
3. B—{0,1}
4. p'—A(,Pa-Pb-P.Qp)
AdVPH(A) = 2P = B] - 1].
Okamoto and Pointcheval [71] introduced a new class of intractability assump
tions referred to as “gap” problems. Very informally, the gap versionmidlem

is the problem of solving the computational version with the help of an oracle

which solves the decisional version.

Definition 2.6 (Gap Diffie—Hellman (GDH)) A computational group schenie
satisfies the gap Diffie—Hellman assumption if all PPT algorithms A have itgglig

advantage in the following game.

GDH
1. ab— 7

2. Q—A°(T,Pa-Pb-P)

AdVEH (A qppy ) := PrQ = ab- P).
Here O is an oracle that, given a tupld ,xPyP,Q) returns1 if Q = xyP andO
otherwise. The quantitypgy denotes the maximum number of queries that A can

place to the oracle.

If we denote by ¥p” the complexity-theoretic notion of (Cook) reduction, we

have DDH<p CDH <p DL, or alternatively.

AdVL < AdvEH < AdvRP.
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2.2 Intractability Assumptions

where Ady denotes the maximum of advantages over all PPT algorithms for prob-

lem .

2.2.2 Bilinear Groups

Some of our constructions will use bilinear maps and bilinear groups. Wiybrie
review the necessary facts about these. Further details may be folt®] 2.
Let G1,G, and Gt be groups with group schemiéGy, Gy, Gr,e,p, p, P1, P2

satisfying the following properties.

e G; andG; are, additively written, groups of prime ordpr with generators

P, andP,. They have efficiently computable group operations.

e There is an efficiently computable isomorphipmG, — G, with p(P,) =

P1.

e There is an efficiently computable bilinear mapG; x G, — Gr, whereGy

is a multiplicatively written group of ordep.

We have stipulated that our groups should have a bilinear exa®; x G, — Gr,

this is a map which satisfies the following conditions:

1. Bilinear: Given anyQ € G1, W € G, anda,b € Zy we have

e(aQ bw) = e(Q,W)®".

2. Non-degeneratex(Py,P) # 1.

In many cases one can $8f = G, as is done in [23]. When this is so, we can
take p to be the identity map; however, to take advantage of certain families of
groups [69], we do not restrict ourselves to this case. Theangpsually derived

from the Weil or Tate pairings on an elliptic curve.
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Definition 2.7 (Computational Bilinear Group Schemdj the above conditions

hold, we say thal is a computational bilinear group scheme.

There are several hard problems associated with bilinear groups whiehew
interested in for building cryptosystems. These have their origins in the @fork

Boneh and Franklin [23].

Definition 2.8 (Computational Bilinear Diffie—Hellman (CBDH)) A computa-
tional bilinear group scheme satisfies the computational bilinear Diffie—Hellman
assumption if all PPT algorithms A have negligible advantage in the following

game.

CBDH
1. ab,c—Zj

2.t A(I', aFﬁ, bpz’ CFE)
AdvlgBDH(A) — Pr[t = e(F’l7 Pz)abﬂ‘

There are various formulations of the above problem. For example if thé inpu
instance is inG; x G, x G1, one can reduce it to the above problem via the isomor-
phismp. Note, however, that an equivalence result would require thepnéamo

be efficiently computable.

Definition 2.9 (Decisional Bilinear Diffie—Hellman Problem (DBDH)A compu-
tational bilinear group schemE satisfies the decisional bilinear Diffie—Hellman
assumption if all PPT algorithms A have negligible advantage in the following

game.
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DBDH
1. ab,c,d« Zj

2. Q «— e(P,P2)%; Qq — e(Py, P2)30°
3. B+~ {0,1}
4. B« A(T,aPL,bP, cPL, Qp)

AV (A) := [2P1R = B] - 1.

Definition 2.10(Gap Bilinear Diffie—Hellman (GBDH))A computational bilinear
group schemé satisfies the gap bilinear Diffie—Hellman assumption if all PPT

algorithms A have negligible advantage in the following game.

GBDH
1. ab,c—Zj

2. t«— A9(T',aP,bP;, cP)

AdVEEPE(A ey ) 1= Prit = e(Py, P»)29.
Here O is an oracle that given a tupl@ , xP,, yP, zR, s) returnslif s=e(Py, P,)Y*

and 0 otherwise. The quantitypghy denotes the maximum number of queries that

A can place to the oracle.

Definition 2.11 (Modified Gap Diffie—Hellman (mGDH))Given a computational
bilinear group schemé&, we say the computational Diffie—Hellman assumption in
the presence of a decision bilinear Diffie—Hellman oracle holds jnf@ll PPT

algorithms A have negligible advantage in the following game.

mGDH
1. a,b — ZE

2. Q(— AO(F, aPl, bPl)

AdVrFGDH (A, qDBDH) = Pr[Q = ab- P]
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2.3 Cryptographic Primitives

Here O and ggpy are as in Definition 2.10.
And finally:

Definition 2.12(g-Bilinear Diffie—Hellman Inversiond-BDHI)). A computational
bilinear group schemé€ satisfies the g-bilinear Diffie—Hellman inversion assump-

tion if all PPT algorithms A have negligible advantage in the following game.

g-BDHI
1. a«— ZE

2. t— AT, aP,a’P,,...,alP,)

Advi P (A) = Prt = e(Py, P,) Y/,
We have the following reductions between the above problems: DBDH, GBDH
<p CBDH andg-BDHI <p (q— 1)-BDHI <p --- <p 1-BDHI, and the latter could

be shown to be polynomially equivalent to the CBDH problem.

2.3 Cryptographic Primitives

In this section we introduce some of the basic cryptographic primitives whith w

be used throughout this thesis.

2.3.1 Hash Functions and the Random Oracle Methodology

Hash functions are ubiquitous objects in cryptography. Informally, b fuasction
is an efficiently computable, “randomly behaving” functibinfrom a domainA,
which is usually the space of arbitrary bit strinf§1}*, to a co-domairB which
could be{0,1}", the space of bit strings of length or an algebraic structure such
as a group.

This random behaviour could be stated in a precise way through vameus s

curity notions such as one-wayness, collision resistance, entropy sngatid
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so forth. However, these notions have not been very successfatiuting the
security of many efficient and practical schemes (which have resistadkgtta
standard complexity-theoretic assumptions.

Bellare and Rogaway [17] proposed a model for hash functions kramahe
random oracle model (ROM). This model enables one to prove the secirity
many cryptographic constructions by treating hash functionisles. An ideal
hash function is a function chosen uniformly at random from the set dtiat-
tions mapping fromA to B. Since such a function would almost surely have an
exponential description, it cannot be implemented in practice. Hence tteman
oracle model is a non-standard model of computation. However, givénntha
tuitively many hash functions are expected to behave randomly, this maesl gi
good heuristic evidence for the security of many schemes.

Random oracles are used in the following way in security proofs. All gartie
are given oracle access to a random oracle. The protocol is them sieowre with

respect to this oracle by using the following (extra) properties of theoraratacle:

e Extractability: The input/output values to the random oracle are observable

the adversary has indirect access to the oracle.

e Programmability: The output values of the random oracle could be chosen
in a particular way, as long as they maintain a close enough distribution to

that of a random function.

One then replaces the random oracle with a concrete hash function.
Note that in the standard model of computation the adversary has access to
the code of hash functions whereas this piece of information is taken awomy f
the adversary in the ROM. In fact, this property was used by Canetti e2&]l. |
to identify conceptual difficulties associated with the ROM: there are (c@ulyi

schemes which are secure in the ROM but are insecure when the ramdoleso
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are instantiated witlany concrete hash function. A random oracle model proof
should therefore be considered as a sanity check or a method to erefuttectie
are no “embarrassing attacks” against the scheme.

We refer to the model where uninstantiatable mathematical objects such as

random oracles are not used as $kendard model

2.3.2 Public-Key Encryption Schemes

A public-key encryption (PKE) scheme [15] is defined formally by a tripl@BiT

algorithms(Gpxg, Epke, Dpke ) @s follows.

e Gpge(1¥): This is the probabilistic key generation algorithm which takes as
input the security parametef And returns a secret k&K and a matching

public keyPK.

e [Epxe(m,PK;r): This is the probabilistic encryption algorithm, which on input
a message € Mpke(PK), a public keyPK and possibly some randomness

r € Rexe(PK) outputs a ciphertext € Goxe (PX).

e Dpxe(c,SK): This is the deterministic decryption algorithm. On input a
ciphertextc and a private keysK this algorithm outputs a messagec

Mpxe(PK) or a special failure symbal ¢ Mpgg (PK).

Let us clarify a few points regarding the above definition, which also ajgply

other primitive definitions later on.

e We do not explicitly define setup algorithms which define the domain param-
eters for the scheme such as the underlying groups. This is simply to reduce
the amount of notation. Our results can be expanded to cope with this by
inserting a domain parameter generation algoriffartup which takes as in-

put 1 and outputs a global or domain paramdtevhich is then passed to
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the key generation algorithm. We assume thas well as the security pa-
rameter X are included in public keys. Various spaces such as the message,
randomness and ciphertext spaces are parameterised by public Heyean
denoted byMpxe(PK), Rexe(PK) and Gke(PK) respectively. These spaces
could vary from one public key to another, as is the case with the RSA en-
cryption scheme, or could only depend on the domain pararhedsrin the

ElGamal encryption scheme.

¢ When the randomnesds not explicitly passed to an algorithm, we assume

it is chosen uniformly at random from appropriate randomness space.

e A decryption algorithm could be probabilistic. Kiltz [58] describes a ran-
domised decryption algorithm for one of his schemes which performs better
than the deterministic alternative. Since we will not be dealing with ran-
domised decryption algorithms, we shall assume that they are deterministic

throughout this thesis.

We capture the fact that decryption undoes encryption formally by riequir

that the following experiment returns 1 with probability 1.

1. (SK,PK) « Gpke(1¥)
2. m — Mpgg(PK)

3. ¢ « Epge(m,PK)

4. m' «— Dpgg(c, SK)

5. If ' =mreturn 1 else return 0
If this is the case, the scheme is calleatrect Observe that we have required

perfect correctness: any ciphertext produced by the genuinggiwer algorithm
should always decrypt. All our concrete constructions do indeed ysétiisf con-

dition, but our general results can be extended to cover schemes wikle meza-
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rectness definitions, which allows a negligible failure in decryption, in the stan
dard way [37]. Correctness condition for many other cryptographigifives that
appear in this work will be clear from the context, and we will omit an explicit
game-based definition for the ease of exposition.

To cope with probabilistic encryption schemes, we sometimes require that not
too many choices far encrypt a given message to a given ciphertext.\{#%) be

the least upper bound such that

I{r € Rexe(PK) : Epge(m, PK; 1) = c}| < y(PK)

for everym € Mpxe(PK) andc € Gke(PK). Our requirement is that the quantity
Y(PK) /| Rexe (PK)| is a negligible function of the security parameter. This condition
is sometimes referred to gauniformity.

Let us now describe the various notions of security of a PKE schemesid&on
the following two-stage games between an adverAary(A;, A;) of the encryption

algorithm and a hypothetical challenger.

OW-atk IND-atk
1. (SK,PK) — Gpgg(1¥) 1. (SK,PK) « Gpgg(1¥)
2. st— APL(PK) 2. (mg,my,st) — AD!(PK)
3. m — Mgz (PK) 3. b—{0,1}
4. ¢* «— Epgg(m,PK) 4. ¢* «— Epgg(mp, PK)
5. m — AP2(c*,st) 5. b« AS?(c*,st)
AdviE 2 (A) := Prm’ = m]. Advgip **(A) := [2Pib’ = b] — 1].

In the above games st is some state information and we reajiaadm; to be of

equal length. O; denotes the (set of) oracles to which the adversary has access.

IThis condition on message lengths and the fact that st denotes some fetatmiion apply to
all games. We shall henceforth omit it.
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There are various possibilities for this oracle depending on the attack ratklel

{CPA,CPA*" CCA1,CCA}:

e atk = CPA: In this model, which captures chosen plaintext attacks, the ora-

cles are all nufl.

e atk = CPAT™: In this model the adversary is given access to the following

oracles:

— A ciphertext validity oracle, which on input a ciphertexteturns O if
Dpke(c,SK) =L and 1 otherwise. Public-key encryption schemes for
which an explicit algorithm exists to implement a plaintext/ciphertext

checking oracle will be callederifiable

— A plaintext/ciphertext checking oracle, which on input a messaayal

a ciphertext returns 1 ifDpgg(c, SK) = m and 0 otherwise.

e atk = cCPAT™: In this model, referred to as the complete CPAmodel,

the adversary is given access to the following oracles:

— A complete ciphertext validity oracle, which on inpi, PK) returns
1 if Dpge(c,SK) #L and O otherwise. Hergk in the secret key cor-
responding to the public kepk. We require the challenger tind
SK if necessary. This oracle returns OPK is not a valid public key.
Public-key encryption schemes for which an explicit algorithm exists

to implement this oracle will be callesbmpletely verifiable

— A complete plaintext/ciphertext checking oracle, which takes8K,m)
and returns 1 ifDpe(c,SK) = m and O otherwise. The points made

above also apply here.

2A null oracle outputs the empty string on any input.
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e atk = CCAL: In this model, which captures non-adaptive chosen ciphertext
attacks, the oracle; is a decryption oracle with respect to the public R&y

and O; is the null oracle.

e atk = CCA: In this model, which captures adaptive chosen ciphertext attacks,
the oraclesD; and O, are decryption oracles with respect to the public key

PX, subject to the restriction th&, cannot be queried o',

Note that the goal of the adversary in the game on the leftis to fully recoger th
message underlying the challenge ciphertext whereas its goal in the atherig
easier: it only needs to distinguish which of the two messages is encrypied ins
c*.

A public-key encryption algorithm is considered to be secure, in the s#Ense
a given goal and attack model (IND-CCA for example) if, for all PPTeadsries,
the advantage in the relevant game above is a negligible function of thatgecur
parametet.

In the original work [20], a ciphertext equality oracle, which on infit, c2)
returns 1 ifDpke(c1,SK) = Dpxe(c2,SK) and O otherwise, is also required to exist.
The proof which appears in Section 7.2.2 is a corrected version wherer#uke
is no longer needed. We call the model with this extra oracle the Caadel.

Dent [38] calls the attack model CPA in which an adversary has access only
to the ciphertext validity checking oracle the CPMnodel (which motivates our
naming). The CPA model was first used in [56] to attack a version of the EPOC-2
public-key encryption scheme; it is sometimes referred to as a “reactiok’attac

As we shall see in Chapter 7, one of our generic constructions onlyresqu
a scheme which is OW-CPA'. Such schemes are readily available, for example,

the naive text-book RSA scheme is such a scheme, assuming the RSA peblem

30nce a security game and its advantage are formulated, security iscegiieis requirement.
We shall henceforth omit it to avoid repetition.

36



2.3 Cryptographic Primitives

hard. As another example, one can take text-book ElGamal, on the assumption
that the gap Diffie—Hellman problem is hard. Textbook RSA is also completely
verifiable, as is textbook ElIGamal, if one implements it, for instance, on a group
which admits a bilinear map. Note that in the latter case the DDH problem can be
solved using the bilinear map and hence the security of the scheme castrat re

this assumption.

The CPA™* attack model will only be used (in Chapter 7) in the one-way
context and hence we do not need to restrict the above oracles. Of@cmlate
CPA** and/or CCA models in the IND setting. One can then ask if there exist
schemes which are IND-CCAbut not IND-CCA secure.

Note, the way the oracles in CPA and CCA models are defined. The ci-
phertext validity oracle, for instance, is not defined by requiring it torrefiuif
there is a messageand random coins such thatfpkg (m, PK;r) = c. As we shall
see, these oracles will be used to simulate a consistent decryption oratierare
we have adapted the formulation above.

Shoup [86] and An et al. [6] consider another security notion called¢hery
alised CCA model (gCCA). In this model, the restriction on the decryption@rac
in the second stage of the game is extended to all ciphertexts which dectlpt to
same message as that implicit in the challenge ciphertext. This definition allows
the so-calledbenignly malleableschemes to be classified as secure. An et al. [6]
argue that the gCCA model is a more natural definition of security compatbd to
CCA model. The ECIES scheme is only required to be IND-gCCA securanie so
standards [86].

2.3.3 Key Encapsulation Mechanisms

A standard KEM [37] is defined by a triple of PPT algorithms.
e Ggen(1%): This is the probabilistic key generation algorithm. This takes as
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input ¥ and outputs a secret/public key pé&K,PX) as well as the descrip-

tions of key spac&xen(PK) and encapsulation spackeu(PX).

e [Exen(PK): This is the probabilistic key encapsulation algorithm. This takes
as inputPK and outputsk,c) € Kgen(PK) x Gien(PK). The itemc is called
the encapsulation of the (session) keyThe keyk is assumed to be uni-

formly distributed over the key spad&gy(PK).

e Dxeu(c,SK): This is the deterministic decapsulation algorithm. On input a
user secret kegK and an encapsulatioa this outputs the corresponding

value ofk or an invalid encapsulation symbal

The security of a KEM is defined according to the following two-stage games

OW-atk IND-atk
1. (SK,PK) < Gggu(1¥) 1. (SK,PK) < Ggeu(1¥)
2. st APL(PK) 2. st AN (PK)
3. (k,c*) < Exgn(PK) 3. ko « Kgen(PK)
4. ¥ — AP (c*, st 4. (k1,c*) « Eggu(PK)
AdvRL 2 (A) := Prlk' = K]|. 5 b~ {0,1}

6. b — AS?(kp,c*,st)

Advgin 2% (A) = [2Pib = b] - 1].
Here the oracles; denote a decapsulation oracle with respect to the public key
PX. In the CPA attack model the adversary is not allowed any acceSs while
in the CCA attack model it does have access@itcsubject to the restriction that in

the second phaskis not allowed to calD, on the challenge encapsulatieh

41t is shown in [70] that non-malleability under chosen ciphertext attacksjigvalent to IND-
CCA for KEMs.
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The following alternative security model for KEMs, which is in some sense
more natural as it provides both keys for the adversary, is shown tquieagent

to the IND-atk definition in Lemma 2.2.
IND-atk’/

l. (PK, SK) — GKEM(lK)
2. st AP*(PK)

3. ko — gﬁ(EM(PK)
4. (ki,c*) < Exgu(PK)
5. b—{0,1}

6. b — Agz(c*,kb,kl,b,st)
The advantage is defined as before.

We remark that the above security models can be simplified by omitting the first
phase. The resulting game is unchanged in the CPA case and is statisticedly-clo
to the original definition when in the CCA attack model. This follows from the
fact that there is a negligible chance that the adversary could querhétiergye
ciphertext to the decryption oracle in the first stage of the game.

Let us prove the equivalence of the atk and atkernatives of KEM security
games. This will also serve as a warm-up to the reductions which will bergezse

in this work.
Lemma 2.2. The IND-atk and IND-atksecurity models are equivalent.

Proof. Let us first prove IND-atksecurity implies IND-atk security. Lek be an
adversary against the IND-atk game. We construct an adveBsagginst the IND-
atk game as follows. AlgorithnB on receiving a public kepK passes it onté an-
swering any decapsulation oracle queries using its own equivaleri¢ ovdbenA

outputs st, algorithrB also outputs this to receive a challeri@é, kp, k1 _p, St). Al-
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gorithmB now discards the third componenit , and returns the triplékp, c*, st)

to A as the challenge. Oracle queries are answered as in the first staga.BWhe
receives a bib' it outputs this as its guess. Since the challenge bit is unchanged it
is clear that:

Adviggy =™ (B) = Advigy **(A).

We now prove that IND-atk security implies IND-atkecurity. LetA be an
adversary against the IND-atgame. We construct an adversdyagainst the
IND-atk game as follows. AlgorithrB on receiving the public kepK returns it to
A, answering any decapsulation queries using its own equivalent oitienA
outputs st, algorithnB returns this to its challenge oracle to gkt, c*,st). Now B
generates a kely < Kygn(PK) and a random biv. It then setko = k* andk; =k
and passe&*, kg, k1-g, St) to A, answering any oracle queries as before. When
returns a bit/, algorithmB returns 1 ifo = b’ and 0 otherwise.

Now whenb =1, Ais ran in the IND-atkgame environment, with its challenge

bit beingo. Hence,
Advgih 2 (A) = |Piib' = 1jo = 1Ab=1] - Pt/ = 1jo =0Ab=1]|.
Also

2Pt =olb=1] = Pt/ =1jo=1Ab= 1]+ Pt/ = 0jc = 0Ab= 1]

= Pib'=1c=1Ab=1+1-Pib =1jc=0Ab=1].

Therefore

AdviiD-atk (o) — |2Pib = glb = 1] — 1].

Also Py = o|b = 0] = 1 by information theoretic considerations {s indepen-
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dent of the adversary’s view). We obtain the result by observing:

2AdViy 2 (B) = |2Pib' =alb=1]- 2Pl =a|b= ]|
= |2Pib'=0olb=1] -1

= Advigy " (A).

2.3.4 Data Encapsulation Mechanisms

A secret-key encryption (SKE) scheme [57] is specified by three PR¥itdms

as follows.

o Gge(1¥): This is the probabilistic key generation algorithm which on in-
put a security parametef butputs a keyk € Xsxe(K). As usual, the key,
message and ciphertext spaces are givekdy (K), Msxe(K) and Csxe(K)

respectively.

e Eske(m,k): This is the probabilistic encapsulation algorithm which on input

amessage € Mgke(K) and a keyk € Ksxe(K), outputs a ciphertext.

e Dske(c,k): This is the deterministic decryption algorithm which on input
a ciphertextc and a keyk € %sxe(K) outputs a messagec Msxe(K) or a

failure symbol L.

An SKE scheme is calledorrect if Dggg(Eske(m, k), k) = m for all keysk and
messages.
The security of an SKE scheme is defined through games similar to those in

the public-key setting.
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IND-atk FG-atk
1. k — Ggxe(1¥) 1. (mo,mq,St) — Aq(1¥)
2. (m,my,St) « AP (1¥) 2. k — Gpgn(1¥)
3. b—{0,1} 3. b—{0,1}
4. c* «— Egke(mp, k) 4. c* « Epgn(mp, k)
5. b« A2(c*,st) 5. bf « A9(c*,st)

Advggp 2 (A) :=[2Pib = b] - 1]. AdVES, 2 (A) := |2Pib’ = b] — 1].

The oraclesO in the IND-atk game on the left denote an encryption and, in the
CCA setting, a decryption oracle subject to the usual restriction @hatannot
be queried orc*. In contrast to the public-key setting, the encryption oracle is
necessary to enable the adversary to perform encryption on plainféssiooice.

The IND-atk security notion is stronger than what we will need in our work.
Note that in the KEM-DEM construction (see Section 2.4.1), the session key is
chosen after the message and it is only used once. This observatiortdeads
relaxed security model, presented above on the right, where only acsstage
attack is permitted. In this game, known as the Find-then-Guess (FG) gaime,
the CCA setting, is a decryption oracle with respect to thelkefhe adversary
does not have access to an encryption oracle anymore. A secretsypon
scheme used in this weaker context is referred to @ata encapsulation mecha-
nism(DEM).

As shown in [37], a secure DEM can be constructed using the one-time pad
with its key expanded using a pseudo-random generator, together with-tnoe
message authentication code (MAC), which ensures the authenticity of the en

crypted data.
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2.3.5 Identity-Based Encryption Schemes

Here we give the security notions for an identity-based encryption schasne
first introduced by Boneh and Franklin [23]. An identity-based enopp(IBE)

scheme is specified by four PPT algorithms.

e Gipe(1¥): A probabilistic algorithm which takes as input the security pa-
rameter T and returns the TA's master secret ksk and a matching master

public keyMpk®.

e Xipe(ID,Msk): The (possibly) probabilistic private key extraction algorithm
which takes as inputsk andID € {0,1}*, an identifier string for a user, and

returns the associated private Kay

e E1pz(m, ID,Mpk;r): This is the probabilistic encryption algorithm. On input
a message € Mige(Mpk), an identifierID, the master public keMpk and
possibly some randomnesss Rge(Mpk), this algorithm outputs a ciphertext

c € (1BE (Mpk) .

e Dipe(c,D): This is the deterministic decryption algorithm. On input a ci-
phertextc and a private key this outputs a messagec Mipe(Mpk) or a

failure symbol L.

The correctness of an IBE scheme is defined analogously to a PKE sblyeme
requiring that for all identities decryption undoes encryption given theecbuser
private key.

Again, to cope with probabilistic IBE schemes, we sometimes require that not
too many choices for encrypt a given message to a given ciphertext. yigpk)

be the least upper bound such that

|{r € RIBE(MPR) . EIBE(III, ID,Mpk, r) = C}‘ < V(Mpk)

5The points on the definition of a PKE scheme in Section 2.3.2 also apply here
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for everyID € {0,1}*, m € Mpxe(Mpk) andc € Goxe(Mpk). Our requirement is that
the quantityy(Mpk) /| Rexe (Mpk)| is a negligible function of the security parameter.
Consider the following two-stage games between an advefsairthe encryp-

tion algorithm and a hypothetical challenger.

OW-atk IND-atk
1. (Msk,Mpk) < Ggg(1¥) 1. (Msk,Mpk) < Ggg(1¥)
2. (ID*,st) « A" (Mpk) 2. (mg,mg, ID*, St) « A" (Mpk)
3. m — Mzpe(Mpk) 3. b—{0,1}
4. ¢* « E1pg(m, ID*, Mpk) 4. c* « E1pg(mp, ID*, Mpk)
5. m' « AP (c*,st) 5. b« AS2(c*,st)
AdV-2%(A) = Prin’ = m)]. AdvIR-2tk(A) :— [2Pfib = b] — 1].

Here, G are the oracles to which the adversary has access. There are various

possibilities for these oracles depending on the attack model:

¢ In the CPA model (atk=CPA) the adversary only has access to a priggte k
extraction oracle which on input @b # ID* outputs the corresponding value

of D.

¢ In the CCA model (atk=CCA) the adversary has access not only to ateriv
key extraction oracle as above, but also to a decryption oracle withatespe
to any identityID of the adversary’s choosing. The adversary has access to
this decryption oracle, subject to the restriction that in the second phigse

not allowed to call it with the paifc*, ID*).

Remark. Although the concrete IBE schemes considered in this thesis have de-
terministic key extraction algorithms, we mention that one should clearly state the

behaviour, on repeated queries, of an oracle corresponding tdalplistic key
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extraction algorithm. For generic results the convention agreed doesuallyu
affect the security argument. For concrete schemes, however, itdlyugassumed
in the literature that the extraction oracle simply returns the previously computed
value [22, 48, 88]. This observation applies to all oracles correspgrid ran-
domised algorithms.

The security model for an IBE scheme could be considered in a wedkegse
where the adversary does not choose the target iderityadaptively. In this

selectivemodel the attacked identity is chosen at the beginning of the game:

OW-atk IND-atk
1. (ID*,st) — Ag(1¥) 1. (ID*,st) — Ao(1¥)
2. (Msk,Mpk) « Gp(1¥) 2. (Msk,Mpk) < Gpg(1¥)
3. st AV (Mpk) 3. (mo,my,St) < A (Mpk, St)
4. m «— Mipg(Mpk) 4. b—{0,1}
5. ¢* « E1pg(m, ID*, Mpk) 5. ¢* « E1pg(mp, ID*, Mpk)
6. m' « AY?(c*,st) 6. b — A2(c*,st)

Hereatk € {sCPAs, sCCA} and the advantage of an adversary is defined as in
the non-selective games. This weaker, but still reasonable, secugitirgment
might allow for a wider range of IBEs to be classified as secure. It is wuntimg
that a selective-ID secure IBE scheme can often be converted to a &diyes
scheme by modelling the hash function applied to identities as a random oracle

model [22].

2.3.6 Certificateless Encryption Schemes

We now describe certificateless encryption schemes as first proppgddriyyami
and Paterson. We refer the reader to the original works [5, 2, 4] hasvihe new

work done in this area [41, 39] for further details.
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A certificateless scheme makes use of a trusted third party known as a key
generation centre (KGC). Unlike the trusted party in an identity-based settimg
KGC does not have access to users’ private keys. The KGC usebal ghkrret
key to computeartial private keydor users from their identities. Partial private
keys are passed from the KGC to the users in a possibly untrusted maeag?)
for a discussion of the transmission mechanism in more detail). After a user with
identity ID has been supplied with partial private Keyoy the KGC, it combine®
with some additional secret information, gscret valueto generate a full private
key S. The secret value is not known to the KGC and therefore neith@&r e
user can compute its public k¥ without knowingD.

The system is not identity-based: the public key of a user cannot bederi
from its identity alone. Instead, a user publishes its public key in some publicly
accessible directory. Unlike a traditional public key infrastructure (PiKI$ not
necessary to obtain and verify certificates for public keys in this scenario

Formally, a certificateless scheme is specified by six PPT algorithms.

e Setup(1¥). This is a global setup algorithm, which takes as input the secu-
rity parameter 1 and returns the Key Generation Centre’s (KGC) secret key
Msk and domain parameteréncluding a master public keypk and descrip-
tions of message spack (1), ciphertext spac&c(l) and randomness

spaceRx(l). This algorithm is executed by the KGC, which publishes

e Extract-Partial-Private-Key(ID,Msk,|). A probabilistic algorithm that
takes as inputsk, | and an identifier stringD € {0, 1}* representing a user’s
identity, and returns a partial private k& This algorithm is run by the

KGC, after verifying the user’s identity.

e Generate-User-Keys(ID,l).A probabilistic algorithm which takes an iden-

tity and the domain parameters and outputs a secret 8dlaad a public key
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PX. This algorithm is run by a user to obtain a public key and a secret value
which can be used to construct a full private key. The public key is phdddis

without certification.

Set-Private-Key(D,SK,|). A deterministic algorithm which takes as input
a partial private keyp and a secret valugX and returns the full private ke
Again, this algorithm is run by a user to construct the full private decrpptio

key.

Ecre(m, PK, ID,Mpk;r): This is the probabilistic encryption algorithm. On
input a message € Mcre(l), a public keyPK, an identifierID, the master
public keyMpk, and possibly some randomness Rcx (1), this algorithm

outputs either a ciphertexte (o (1) or an error symbol..

Deie(c,S). This is the deterministic decryption algorithm. On input a ci-

phertextc and the full private ke this algorithm outputs the corresponding

value of the plaintexa or a failure symboll.

Owing to the lack of authenticating information for public keys, certificates for

example, an adversary may be able to replace users’ public keys with peydiof
its choice. This appears to give adversaries enormous power; howeegempute
the full private key of a user, knowledge of the partial private key iseseary.
To capture this scenario, Al-Riyami and Paterson [5] consider a secooitiel in
which an adversary is able to adaptively replace users’ public keys wiitlicikeys
of its choice. Such an adversary is called a Type-I adversary.

In a certificateless cryptosystem we also need to ensure the desired s
property of the system holds. An honest-but-curious KGC, who hassado all
the user partial private keys, should not be able to eavesdrop @ieogemmuni-
cation. We refer to an adversary in this setting as a Type-Il adversary.

Below we formally describe the two types of adversary discussed above.
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IND-atk-x5

1. (Msk,Mpk) < Setup(1¥)

2. (mg,mp, ID*,St) « A?l(Mpk, aux)
3. b—{0,1}

4. ¢* «— E¢rg(mp, PK*, ID*, Mpk)

5. b« AP?(c*,st)
When performing the encryption (step 4) in the games, the challenger weses th
current public keyPK* of the user with identifiefD*. The adversary’s advantage
is defined to be

AdvED-atk—x*(A) :— |2 Pk = b] — 1],

wherex denotes the type of the attack (I or Il) and the variablakes one of the
three values-, + or the empty string and denotes the strength of the attack. These
are referred to as weak, strong and normal Type-x models resggchiva Type-I
gameaux Is the empty string whereas in Type-ll, it is the master secretk&y

The oracles to which the adversary has access to are as follows.

e Request public key: on input aD, return the corresponding public key.

This oracle generates a n@¥ if it does not already exist.

e Replace public key: on input ard and a valid public ke¥/PK, replace the

public key of ID with PX.

e Extract partial private key: on input ap, return a partial private key for

that identity.

e Extract full private key: on input aaD, return a full private key for that

identity.

61n our schemes public keys can be checked for validity.
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e Decryption: on input a ciphertext and an identity, this oracle construci$ a f
private key corresponding to the identity, obtaining a public key for it first,
and returns the result of running the decryption algorithm on the ciphertex
and the computed full private key. Note that this oracle might be asked to
decrypt a ciphertext with respect to a replaced public key. In this thse,
decryption oracle is required to firfihd a matching secret value for the

public key, and then decrypt the ciphertext using this secret key.

Let us now describe what the oracle restrictions are in each setting.

A strong Type-l adversary should respect the following restrictions:
1. No full private key extraction foID* at any point.

2. No full private key extraction for any identity if the corresponding pukdig

has been replaced.

3. No partial private key extraction fdiD* if public key of this identity has

been replaced before challenge ciphertext was issued.

4. No decryption query on* underID* unless the public kepk* used to en-

cryptmy, is replaced.
The decryption oracle is restricted further in the weak and normal Tgedtings:

e Normal Type-I: if the adversary has replaced a public key and it sjutesgly
requires a decryption query that involves a decryption with the corneipg
secret key, it must supply the associated secret value to the decrygdime.o
Note that the decryption oracle continues to Msi which is unknown to

the adversary.

e Weak Type-I: in this case no decryption queries on replaced publicdeys

allowed.
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The oracle access restrictions that a Type-Il adversary shouldatsge simi-

lar to those given in conditions 1-4 above, but with the following extra reistnis:

5. No partial private key extraction for any identity as the adversarycoam

pute these usingux = Msk.
6. No public key replacement dm* in the first stage.
Normal and weak Type-ll adversaries are defined analogously.

Remark. Since the KGC is able to produce partial private keys, it is assumed
in the original work [5] that the KGC does not replace users public kegdf.its
Under this assumption, a user is placing the similar level of trust in a KGC that it
would in a PKI certificate authority: it is always assumed that a CA does s is
certificates for individuals on public keys which it has maliciously geneliggetf!

We denote a non-replacing Type-Il adversary with Type-Hs it is weaker than

a Type-II” adversary. We believe the Type-Il model as introduced here is a more
natural model. Not only it captures a wider range of attacks by the KG@sat a
allows for results such as Lemma 8.1 to be established. Note also that a Type-|
adversary in [5] is referred to as a Typeddversary here.

There exist stronger models for misbehaving KGCs. The malicious KGC
model [7] formalises the setting where the KGC generates the system paimmete
(Msk,Mpk) maliciously. A more natural and stronger variant of this model, where
the adversary is not required to provide the master secret key, impeddselow.

The allowed oracles and their restrictions in the Typ&srvbdel are identical to
those in the Type-fimodel. Note that in order to answer decryption queries in the
strong variant the challenger might need to finds well assk [40]. These values

should be provided by the adversary in the normal models.
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IND-atk-M*

1. (Mpk,st) « Ag(1¥)

2. (mp,mz, ID*,St) A?l(Mpk, aux, St)
3. b—{0,1}

4. ¢* «— E¢rg(mp, PK*, ID*, Mpk)

5. b« AP?(c*,st)

AdvED-atk Ay - — 12 Pl = b] — 1]
In each of the above settings, if the adversary does not make anyptieary
gueries, itis said to be an IND-CPA-x adversary. The strength of aittattle CPA

models is irrelevant as there are no decryption oracles.

Remark. Whether the strong security models given above are relevant to prac-
tice or not remains controversial. The game which requires correcyputenn of
ciphertexts with replaced public keys cannot be specified in a way whighiru
polynomial time: one needs to search through an exponential space tatineet
matching secret value. Given that oracles are intended to model reabldequres
which have polynomial run-time, the relevance of these models is somewbat the
retical. The authors in [5] justify these models by stating that they leave a margin
of error in the security analysis. Strongly secure CLE schemes arenstuole
realisable in the standard model [41]: although the original game doesiman r
polynomial time, a suitable deformation of it, which is negligibly different from

any PPT adversary’s view, does run in polynomial time.

2.3.7 One-Time Signature Schemes

So far we have presented different flavours of encryption scherhesengoals

were to ensure the privacy of data. Digital signature schemes, on thehathe,
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are concerned with the problemaiithenticityof data, ensuring the receiver of the
origin and integrity of data. A (digital) signature scheme is formally defined via

three PPT algorithms are follows.

e Gs1c(1¥): This is the probabilistic key generation algorithm which, on input
of the security parameter, outputs a verification/signing key pairsk).
This algorithm might be split into a global parameter and a key generation

algorithm as for PKE schemes.

e Sig(m,sk): This is the probabilistic signature algorithm, which takes a mes-

sagem and a secret keyk, and returns a signatuge

e Ver(m,0,vk): This is the deterministic verification algorithm which, given
a message, a signatures on the message and a verification key returns

either O (for reject) or 1 (for accept).

In our constructions of workflow schemes in Chapter 6, we achieveechos
ciphertext security using an adaptation of the technique by Canetti e@hivfch
is based on a one-time signature (OTS) scheme. An OTS is a signature scheme
which satisfies only a weak notion of security where the adversary getg tonty
one signature. For a general signhature scheme, however, theagh\eas access to
a signing oracle on messages of its choice, providing access to multiple segatu

Thestrong existential unforgeabilitgf an OTS scheme is defined through the
following game in which any PPT adversary must have negligible advantage.

UF
1. (vk,sk) < Gors(1¥)

2. (m,st) — Aq(vk)
3. 0« Sig(sk,m)

4. (m',0") «— Ax(o,st)
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The advantage is defined to be:

Advgis(A) :=Pri(n’,0') # (m,0) A Ver(m',0’,vk) = 1].

One-time signature schemes meeting this security definition can be constructed

from any one-way function [61].

2.3.8 Secret Sharing Schemes

Informally, a secret sharing scheme allows a number of parties to shaeeat s
between them in a way which allows the original secret to be reconstructed if
example, a threshold number of parties provide their shares. In this tiesis,

follow the approach in [19] for secret sharing over general acstesstures.

Definition 2.13. A collection? of subsets of a set 2 {Xi,...,X,} is called a

monotone access structure on P if:

VAe PandVBCPACB=Bec P.

A set QC P is called a qualifying subset of P if © P.

The access structures considered in this work are all monotone artdwinah-
(P # 0). Note that non-triviality implie® € P.

A secret sharing scheme is defined as a pair of algorithms as follows.

e S(1¥,s,P): Thisis the probabilistic secret sharing algorithm which on input
of the security parameter®la strings and a (monotone) access structure
P, outputs a list of shareshr = (shry,...,shry) one for each element in

P={Xi,...,%} as well as some auxiliary informatiaiux.

e S7I(shr,aux): This is the deterministic secret reconstruction algorithm. On

input a list of shareshr and some auxiliary informatiosux, this algorithm
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outputs a secret or a failure symboll .

A secret sharing scheme ®rrectif for all access structure® and strings
s € {0,1}* of polynomial length ink, the following experiment returns 1 with
probability 1.
1. (shr,aux) « S(1¥, s, P)

2. Q— P

w

. ParsgX,,...,%,) —Q
4. [shr']j — [shr];;,1<j <k
5. s’ =S71(shr’,aux)

6. If s’ = s return 1 else return 0
Our workflow schemes in Chapter 6 use secret sharing schemes asiagsuild

block. The level of security provided by a secret sharing scheme willénfie the
overall security of our constructions. We consider both perfect antbatational
(non-perfect) secret sharing schemes [59].

For perfect secret sharing we will not require a game-based sedfityi-
tion. When necessary, we use an information-theoretical argument basbe

following definition of security.

Definition 2.14 (Perfect Secret Sharing secret sharing scheme provides perfect
secrecy if every non-qualifying subset of shares does not contgimérmation
about the secret (in the information-theoretic sense). Formally, for amyampty
and non-qualifying sefis, .. .,in} of an access structur®, and for every two se-
cretsseg andseq, let (auxyp, shry) < S(seg, ), for be {0,1}. Then, for every

possible share valughri;, 1 < j < n and for every possibleux value

Pr[shrj, = [shroli;,] =Pr{shrj, = [shry];;] and Prlaux = auxg] = Prlaux = aux;].
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Note that, for perfect secret sharing schemes we do not have an tasigmp
definition of security, and therefore we drop the security parameter irritnéipge
definition.

In perfect secret sharing schemes, the secret size constitutes abowrst
on the individual size of shares. To reduce this lower bound, one ralast the
security definition and settle for polynomial-time indistinguishability. For compu-
tational secret sharing, we shall use the following definitions of secusigret
indistinguishability against selective share attacks (IND-SSA), and sigetiosen

share attacks (IND-CSA).
IND-SSA IND-CSA

1. (So,Sl,T*,il,...,ik,St) HA]-(:I'K) 1. (SO’SLT*)SO <_'A‘l(lK)

2. b—{0,1} 2. b—{0,1}
3. (shr*,aux™®) « S(1%, sp, P*) 3. (shr*,aux*) « S(1%,sp, P*)
4. b HAz(aux*,([Shr*]ij)lj(zl,st) 4. b — A9 (aux*,st)
In the SSA modelk < n, and{iy,...,ix} must notinclude a qualifying set of shares

in P*. In the CSA modelQ is a share extraction oracle subject to the condition
that the adversary cannot extract a set of shares correspondingutalifying set

in P*. The advantage is:
AdvisP 2t (A) = [2Pib’ = b] — 1],

whereatk € {SSA,CSA}.

2.4 Cryptographic Constructions

For completeness, in this section we describe the details of some well-kngpn cr

tographic constructions which are referred to frequently in this work.
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2.4.1 The KEM-DEM Construction

The formal details for the KEM-DEM construction, as discussed in Sectidn 1
are shown below.
EPKE (m, PK) IDPKE(Ca SK)

o (k,c1) < Exeu(PK) o (c1,c0)«—c

e ¢y «— Epgy(m,k) k < Dggu(c2,SK)

If k=1 returnL

. co(crcr)
e Returnc o m«— Dpgu(co, k)

e Returnm

The proof of the following theorem can be found in [37].

Theorem 2.1 (Cramer and Shoup)The above construction results in an IND-
CCA secure public-key encryption scheme if the underlying KEM and BEM
IND-CCA and FG-CCA secure respectively. More precisely, for amveeshry A

there exist adversaries;Band B such that:

Advpg “H(A) < 2Advigy ***(B1) + Advpgy “** (Bz).

2.4.2 The Fujisaki-Okamoto Transformation

Fujisaki and Okamoto [45] gave a general transformation which corampytérea-
sonable) OW-CPA secure public-key encryption scheme to one whidkvash
IND-CCA security in the random oracle model. This transformation was later e
tended to incorporate identity-based and certificateless encryption sstigthe
63].

The key generation algorithm of the transformed scheme is the same as that in

the underlying PKE scheme. Encryption and decryption are as follows.
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Epge (m, PK) Dpge (¢, SK)
o m' «— Mpyg(PK) e (ci,c2) —c
o I — H(m',m) o m' «— Dpge(cq,SK)
o c1 — Epge(m',PK;r) o If m' =1 returnL
o ¢« Egye(m,KDF(m')) o m — Dggg(cz, KDF(m'))
e c—(c1,c2) o Ifm=1 return L
e Returnc o r —H(m',m)

o If c1 # Epge(m’,PK;r) return L

e Returnm

Here the key derivation function KDFMpkg (PK) — Kske(K) is a cryptographic

hash function. It is proved in [45] that:

Theorem 2.2 (Fujisaki and Okamoto)In the random oracle model, the above
transformation results in an IND-CCA public-key encryption scheme if tigier
lying PKE scheme is OW-CPA secure anadniform and the SKE is FG-CCA se-
cure. More precisely, for any adversary A there exist adversariearnd B, such

that Advi>, ““*(A) is at most

Y(PK) 1\
(2(gn + 0Ok )€1 +€2+1) (1 — 2828 | Rexe(PK)| | Moke(PK)| ) ot

whereg; = Adviiz 4 (By), €2 = AdvEs: °“4(By), au, 0k and ¢ denote the number
of queries to HKDF and decryption queries respectively ay{@K) is as defined

in Section 2.3.2.

A refined security analysis of this transformation is presented in [47].
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2.4.3 A Generic Construction of KEMs

Dent [38] describes a method akin to that introduced by Fujisaki and Okedte]
which builds an IND-CCA secure KEM using an OW-CPA secure PKE mehe

Combined with a secure DEM, we obtain an alternative way to build a secufe PK

scheme.
EKEM(PK) DKEM(C; SK)
[} m’ — %KE(PK> [ ] m’ — DPKE(C, SK)
o I —H(m) o Ifm' =1 returnL
o ¢« Epgg(m',PK;r) o r —H(m)
e k «— KDF(n') o If ¢ # Epge(m’,PK;r) return L
e Return(k,c) e k — KDF(n)
e Returnk

Theorem 2.3(Dent). Inthe random oracle model, the above transformation results
in an IND-CCA secure key encapsulation mechanism if the underlyingseKé&me
is OW-CPA secure anguniform. More precisely, for any adversary A there exists

an adversary B such that:

20p 2y(PK)dp

AdvIND-CCAA) < 2(gp + Oy + Ok JAdVIY-CPA(B) 1+ ’
(A) <2(dp +0n + Ak JAGVEgg - (B) | Mpke(PK)| | Rexe (PK)|

PKE/

where @,k and g are the number of queries to HKDF and the decapsulation

oracles respectively ang(PK) is as defined in Section 2.3.2.

The transparency of security proofs is often cited as a problem in tipdoery
graphic community. The proofs of Theorems 2.1 and 2.3 are consideliaipies
than that of Theorem 2.2 given in [45]. This demonstrates one of thditseoka

modular approach to design of cryptosystems.
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2.4.4 The ElGamal Encryption Scheme

Given a computational group schemewith a generatoiP of order p, the El-
Gamal public-key encryption scheme [44] operates as follows. The Ighzba
rameter isl = I which includes the security parameter and the group definition.
The key generation algorithi®pxg (1) takes the global parameters and returns a
key pair (SK,PK) = (x,xP) for x < Zj. The encryption algorithneyg (m, PX;r)
takes the public key and a message in the message Siagél ) = G, and re-
turns a ciphertextcs, cz) := (rP,m+r - PK) for r < Z. The decryption algorithm
Deke((c1,c2), SK) takes a ciphertext is x G and a secret key and returns the mes-
sagem = c, — SK- c3. This scheme could be easily shown to be IND-CPA secure

under the DDH assumption [87]:

Advir~PA(A) < 2AdVEPH(B).

The “hashed” version of this scheme, whege= m @ H(rPK), can be shown
to be IND-CPA secure under the weaker CDH assumption in the randacteora
model. Hashed ElGamal KEM [37] is shown to be IND-CCA secure undegabe

Diffie—Hellman assumption in the ROM.

2.4.5 The IBE Scheme of Boneh and Franklin

Boneh and Franklin [23] gave two identity-based encryption schemescaited
Basicldent satisfying the OW-CPA security definition and the other calléitiEnt
satisfying the IND-CCA security definition of an IBE scheme. In one of -
structions in Chapter 3 we will use the Basicldent system, but will then campar
the construction with the Fullldent system.

For a computational bilinear group scheimewe will need to define crypto-
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graphic hash functions:

Hy @ {0,1}* — Gy,
H, : Gr — {0,1}",

Hs @ {01} —Zj,

for an integem corresponding to the length of messages to be encrypted.
In both schemes the trusted authority’s keys are giveMg®y/= Msk - P, for
Msk € Zj chosen uniformly at random, and the user private Refpr identity ID

isD = Msk- Qmn WherEQID = H]_(ID)

Basicldent:

We defineMige (Mpk) = {0,1}", Cie(Mpk) = G1 x {0,1}" and Rype(Mpk) = Zj,

We then define

[Basicldent (;y TD Mpk:r) DEasicldent (¢ 1)
e c1—IPp e (c1,c0) ¢
e Qp < Hy(ID) e t—eU,D)
e t — e(Mpk, Qp)" e m— codHy(t)
o co —m@Hyt) e Returnm

e Return(cy,cz)
Note thaty(Mpk) /| R:se(Mpk)| for Basicldent is equal to/Ip ~ 2.

Boneh and Franklin prove the following security result about Basidlden

Theorem 2.4. Let H; and H, be modelled as random oracles and suppose A is an
adversary against Basicldent making at mostugivate key extraction queries and

gz queries of H. Then there is an algorithm B with essentially the same running
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time of A such that

Advige “H(A) < e (1+0x) - G- (AdVFBDH<B> +3 12n> .
.

Here, and in Theorems 2.5 and 2.6 below, e is the base of the naturaltlfugar

Fullldent:

Although not explicitly defined in [23], there are in fact two variants of Feldht

mentioned in [23]. We shall present both here.

Fullldent-1:

We definefMipg (Mpk) = {0, 1}", Cie(Mpk) = G1 x {0, 1}" x {0, 1}/, Rypg(Mpk) =
{0,1}". We require all the hash functions used by Basicldent and in additiopwe r
quire a cryptographic hash functiety : {0,1}" — {0,1}™, to encrypt messages

of length|m|. We define the scheme as follow.

R g, 10, pi 0 )
e 1 «— Hz(o,m) e (c1,cp,c3)—c
e (c1,c) «—Efgpe’4e"* (0, ID, Mpk;r) o 0 DEE M ((cq,c2),D)

e c3—mdHy(0) m «— c3® Ha(0)

e Return(ci,c2,c3) e r — H3(o,m)

If rPy £ cq return L

e Returnm
The authors in [23] handle the security of the Fullldent-1 scheme abofiesby

reducing it to the security of a standard public-key encryption and thableshing
the security of this latter scheme using the Fujisaki-Okamoto transformation as

described in Section 2.4.2.
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Theorem 2.5. Let Hy, Hp, H3 and H, be modelled as random oracles and suppose
A is an adversary against Fullldent-1 making at mogtprivate key extraction
queries, @ decryption queries andxqgz and ¢, queries of H, Hz and H,; respec-
tively. Then there is an algorithm B, running in time essentially that of A, such

that

Advip “A(A) <c:- (Cl <c3- <q2-AdvﬁBDH(B) + Zln) + 1) - 1> :
2

where @ =e-(14+-0gx +0p), 2 = (1-2/p)® and @ = 2- (43 + Ga)-

Fullldent-2:

Let (Gske, Eske, Dske) denote a symmetric encryption scheme, with message space
Msxe(K), ciphertext spac&ske(K) and key spacesgg(K) for security parameter
K. We assume that this symmetric algorithm is secure in the sense of FG-CPA. The

following scheme is mentioned but not analysed in [23]. We define

Mrpe(Mpk) = Msge(K)
Cree(Mpk) = G1x{0,1}" X Ceke(K)

Rpe(Mpk) = {0,1}".

We also let

H5 . {0, 1}* — -‘]CSKE(K)

denote a cryptographic hash function. We then define encryption amgpdien

algorithms as follows.
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EL 92 o 1D, ik 0) Dige*"(c, D)
e r —Hs(o,m) e (c1,c2,c3) < ¢
o (crcp) —EEFIet(g, D Mpl;r) o 0 DI ((c1.c),D)
o c3 «— Egg(m,Hs(0)) o m«— Dgke(c3,Hs(0))

e Return(ci,cy,c3) r — Hz(o,m)

If rPy £ cp return L

e Returnm

The following result can be proved for the scheme Fullldent-2 using tine sa-
gument as is used in [23] for Fullldent-1. Alternatively one could use éisalt

in [89] to derive this result.

Theorem 2.6. Suppose I Hy, Hz and Hs are modelled as random oracles and A is
an adversary against Fullldent-2 making at mogtagivate key extraction queries,
gp decryption queries and»ggs and ¢ queries of H, Hz and Hs respectively.
Then there are algorithms;Band B, running in time essentially that of A, such
that

Cs- (g - AdVEEPE(By) + &
AR TH) <y [ L[ & @AMTETR) )

C2 + AdVES CPA(B,) 41

Y

where @ =e-(1+0x+0p), 3 =2- (g3 +0s) and

l 1 1 do
o= (1-2( - AdvE(B +>—2AdVFGCPAB __> |
o= (12 0o A0VE (B + e (Be) ~ 5~ T3 |

2.4.6 The IBE Scheme of Sakai and Kasahara

Sakai and Kasahara [77] gave another identity-based encryptiemschased on

bilinear maps. The key generation algorithm of this scheme is identical to that in
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the IBE scheme of Boneh and Franklin: a random elemelﬁ};oi‘s the master
secret key and the master public key is set tol&le- P,. The user private keys are

derived using the following alternative method:

. 1
XBasicS (1D Msk) '= —— P,
e (IDMsk) Msk + Hy(ID) °

whereH; : {0,1}* — Zj is a cryptographic hash function. The encryption and

decryption algorithms are:

EZ58" > (m, ID, Mpk; ) DEgE % (c,D)
o 117} * (c1,62) —c
e c1 — r(Mpk+H;(ID)-P) o m«— cydHa(e(c1,D))
o co—mdHy(e(P,P)") e Returnm

e ¢« (c1,¢p)

e Returnc
Note that ife(P1, P,) is pre-computed, no pairing computations will be needed
when encrypting data. Note also that no hashing into geuis needed.
Chen et al. in [30] established the IND-CPA security of this constructioleun
the g-BDHI assumption (see Section 2.2.2). The authors then use the Fujisaki—
Okamoto transformation a la Boneh and Franklin to build a fully secure INB-CC

scheme in the random oracle model.
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Chapter 3

|dentity-Based Key

Encapsulation Mechanisms

In this chapter we extend the concept of key encapsulation mechanisms to the
identity-based setting (an IBKEM). After defining appropriate security efetbr

this primitive, we show that the natural combination of secure IBKEMs amna da
encapsulation mechanisms results in secure identity-based encryptionesche
Next, we give a generic construction of IBKEMs, and compare a speagian-
tiation of it with the Fullldent-2 scheme (Section 2.4.5) and a construction due to
Lynn [66], whose security is proved in Section 3.2.1. Parts of this chafitstr
appeared in [20] and represent joint work with Kamel Bentahar, Jollohé&-Lee

and Nigel Smart.

3.1 The IBKEM-DEM Paradigm

3.1.1 The IBKEM Primitive
An IBKEM is specified by four PPT algorithms as follows.
e Grpxen(1¥). A probabilistic algorithm which takes as input &nd returns
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the master public keyipk and the master secret k#égk. This algorithm
also outputs a description of the key space. The remark regarding the key

generation algorithm of a PKE made in Section 2.3.2 also applies here.

e Xipkem(ID,Msk). A (possibly) probabilistic algorithm which takes as input
Msk and an identifier stringD € {0,1}* for a user and returns the associated

private keyD.

e Erpxen(ID,Mpk). This is the probabilistic encapsulation algorithm. On input
of ID andMpk this outputs a paitk, c) wherek € Kipxem(Mpk) is a key and

¢ € Crexen(Mpk) is an encapsulation of that key.

e Dipxen(c, D). This is the deterministic decapsulation algorithm. On input an
encapsulatior and a user secret k& this algorithm outputs either a ke&y

or a failure symboll.

The security of an IBKEM is defined through the following two-stage games

between an adversafyand a challenger.

OW-atk IND-atk
1. (Msk,Mpk) < Gipgen(1%) 1. (Msk,Mpk) <« Grpxen(1%)
2. (ID*,st) «— At (Mpk) 2. (ID%,st) « A (Mpk)
3. (k,c*) « Erpgen(ID*, Mpk) 3. ko < Kipken(Mpk)
4. ¥ — A (c* st 4. (k1,c*) « Eqpgen(ID*, Mpk)
Advin a5 (A) = Prik’ = k. 5. b~ {0,1}

6. b « A (kp,c*,st)

Advigges - (A) = [2Pb’ = b] - 1].
In the aboveO; denotes oracles to which the adversary has access. There are two

possibilities for these oracles depending on the attack model for our game:
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¢ In the CPA model (atk=CPA) the adversary only has access to a priggte k
extraction oracle which, on input @b = ID*, will output the corresponding

value ofD.

¢ In the CCA model (atk=CCA) the adversary has access not only to ateriv
key extraction oracle, but also to a decapsulation oracle with respecyto an
identity ID of the adversary’s choice. The adversary has access to this de-
capsulation oracle, subject to the restriction that in the second phasett is no

allowed to call it with the paifc*, ID*).

An IBKEM is considered to be secure, in the sense of a given goal téacka
model (IND-CCA for example) if for all PPT adversaridsthe advantage in the
relevant game above is a negligible function of the security parametbr this
thesis, we shall be concerned with IND-CCA secure IBKEMs and hessepted

the one-way game for completeness only.

3.1.2 Combining IBKEMs with DEMs

In order to apply our IBKEM constructions we will need to combine them with
data encapsulation mechanisms. In addition, when we compare our IBKEM-D
construction with that of the original Boneh—Franklin identity-based eptimmy
scheme, we will need to know the exact security guarantees.

We assume that the key space output by the IBKEM corresponds to the key
space required by the DEM. Our construction follows that in [37, Secti®hand
consists of the natural concatenation of the key encapsulation followtklata
encapsulation of the message under the key encapsulated by the firgtrmarhp
We denote such a ciphertext (c1, c2) henceforth, where; encapsulates the key
andc, encapsulates the data, and we refer to such a constructiorbad.

The following theorem is a natural generalisation of Theorem 2.1. Note that,

unlike the equivalent result in [37], we are implicitly assuming that for allskey
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all encapsulations decapsulate properly. As noted in Section 2.3.2, it Wweuld
straightforward to generalise the result; however, the correctnedg#ionrthat we

are assuming applies to all the primitives that we consider in this thesis.

Theorem 3.1.Let A be a PPT adversary against the hybrid identity-based encryp-
tion scheme in the IND-CCA sense. Then there exists PPT adversardes B,

whose running times are essentially that of A, such that

Advigs ““*(A) < 2AdVigeey  (Br) + Advpg, “* (Bz).

We defer the proof of this theorem until Section 4.2 where we shall prove a

more general result.

3.2 IBKEM Constructions

In this section, we present three constructions of IBKEMs. The first aveo
based on specific computational problems, namely variants of the bilineag-Diffi
Hellman problem on elliptic curves as described in Section 2.2.2, while the third
construction is generic.

The first construction is due to Lynn [66]. We note that Lynn only mentions
this IBKEM construction in passing and does not give a security definition o
proof. In Section 3.2.1 we present a security proof for this constructiater
the GBDH problem (see Section 2.2.2). The second construction is atvafian
Lynn’s construction and is based on Dent’s fifth generic constructisoried in
Section 2.4.3. It is secure under the standard CBDH problem. Our thigiracn
tion takes any probabilistic OW-CPA secure identity-based encryptiomszhad
produces an IND-CCA secure IBKEM.

The second construction can be considered as either a strengthe hymnf

construction or as an optimisation of the third generic construction, when in the
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3.2 IBKEM Constructions

third construction we use the Basicldent algorithm from Section 2.4.5. ¢wnd
construction is less efficient than Lynn’s method, but its security restsecDBDH
problem rather than the stronger GBDH problem. Since the CBDH problem is a
more natural and well studied problem than the GBDH problem, we see this extr
confidence in the security as more than offsetting the slight performaduetien
compared to Lynn’s construction.

Our first two constructions follow the standard setup for identity-based sy
tems built on pairings, as first explained in [23]. For completeness, vadl the
setup here. We ldtl;, H,, H3, H4 andHs denote cryptographic hash functions as
described in Section 2.4.5. However, now we({@hgy, Epgn, Dpey) denote a DEM,
and so the co-domain &fs is the key space of the DEM.

For our first two constructions we adopt the initial setup as in the Boneh—
Franklin IBE scheme by defining the trusted authority’s key$igis= Msk - P,
for Msk € Z}, chosen uniformly at random. The user private kegorresponding
to identity ID is D = Msk - H1(ID). We sometimes writ€:p for the point (on an

elliptic curve) that we obtain by computirdy (ID).

3.2.1 Lynn’s IBKEM

The scheme proposed by Lynn [66] is given below.

E1pkem(ID, Mpk) D1gxen(c, D)
o7y e T—eg(c,D)
e c—1IP; e k«— Hs(T)
e T «— e(Mpk,Hy(ID))" e Returnk
e k— Hs(T)

e Return(k,c)

We now prove the security of this construction.
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Theorem 3.2. If the GBDH problem is hard and ¢4and H; are modelled as ran-
dom oracles then the above construction is secure against adaptiverchipher-
text attacks. Specifically, if A is a PPT algorithm that breaks the above MBKE

the IND-CCA sense, then there exists a PPT algorithm B such that

2
Advggey ™ (A) < 207 - Advi®(B, 0 + 2050p + 0s) + 25,

where @ = g1 +09x + 0o + 1, and q, s, 9o, and ¢ are the maximum number
of queries that can be made by A tq,HHs, the decryption and the private key

extraction oracles respectively.

Proof. Let Sbe the event thaA correctly determines the bit chosen by the chal-
lenge encryption oracle during its attack. et be the identity chosen bAduring
its attack and leT* be the output of the bilinear map generatedAys challenge
encapsulation oracle at the third stage of the encapsulation proces®fiMettde

following events.
e AskK: The event thaA makes the query* to Hs during its attack.

e AskH: The event thaA makes the quergD* to H; during its attack or that it

makes a decryption query involvirip*.

We have

Pr{S = Pr{SA AskK] + Pr{SA —~AskK]

1
= Pr{SA AskK] + > (3.1)

This follows from the fact that iA does not query* to Hs then it can have no
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3.2 IBKEM Constructions

advantage. We can then express

PrSA AskK]| = Pr{SA AskK A AskH] + Pr{SA AskK A —AskH]
05

< Pr{SA AskK A AskH| + s (3.2)
Here the inequality comes from the fact thatAifloes not make the quemp* to
Hi, thenQrp+ is completely unknown té\ and hence, frond\'s view, there arep
equally likely possibilities foi *.

Using the definition ofA's advantage with (3.1) and (3.2) we have

AdvIRoCCA(A) < 2PI[SA AskK A AskH] + 225 (3.3)

To complete the proof we argue that, in the ev@ntAskK A AskH, there is an
adversaryB that solves the GBDH problem with probability at leagtii, where
Or is as in the statement of the theorem, while making at rogst 2gsgp + s
gueries to its DBDH oracle.

Suppose that we have a CBDH problem instafaf®, bR, cP) that we wish
to solve. We construct an algorithBito do this by usingA. We set the value of
Mpk for algorithmA to becP, = p(cP), wherep is the isomorphism described in
Section 2.2.2.

We maintain three lists; C {0,1}* x G x Zp, Ls C Gy x Kpeu(K) andLp C
G1 x G2 x G1 x %peu(K) that allow us to provide consistent answers\t® oracle

calls. We simulate these oracles as follows.

e H; Queries We choose an indexfrom {1,...,qr}. We respond to queries

to H;y as follows (assuming that the query is not already presdnt)in

— If we are responding to thieth query, which we denoted’, we respond

with bR, and add ID’,bR,, 1) toL;.
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— If we are responding to any other quely we choosex — {1,..., p}

and respond witlkP.. We also addID,xP,x) toL;.

e Hs Queries We respond to a (non-repeat) quéryo Hs as follows. We first
searchLp for an entry(c,bP, cPy, k) such that the DBDH oracle returns 1
when queried with(c,bP,cP;, T). If such an entry is found we respond
with k. Otherwise, we call the DBDH oracle witfaP;, bR, cP;, T). If the
oracle returns 1 we outpdt and terminate the simulation — the solution to
the CBDH problem has been found. If the oracle returns 0 we simply ehoos

a random responser to respond with and update by adding(T, k).

e Xipken Queries We respond to an extraction oracle qu&bymade byA as
follows. We first call theH; oracle withID. We then search the ligt; for
the entry corresponding tD. If this entry has third component equal to
then we abort. Otherwise we obtain the tripi®, xP, x). We then respond

with D < x(cP).

e Drpxem Queries We respond to a decapsulation oracle queryD) as fol-
lows. We first call the oraclél;. We then look for the entry corresponding

to ID in L;. There are two possibilities.

— If ID = ID/, so the response we get frarh is bP.. We then search
Ls for an elementT,kt) such that the DBDH oracle returns 1 when
queried with(c,bP,cP;, T). If such an element is found we respond
with k7. If no such element is found we choose a resparstrandom

and addc,bP, cP;, k) to Lp.

— If ID # ID/, we obtain the entry corresponding enfmp, xP,, x) from
L, and we comput® «— x(ck). We then computd «— e(c,D) and

call Hs with T. We relay the response £
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e Challenge Query. WhenA makes its challenge encryption oracle query we

choosex’ at random and we set < aP,. We respond withk’, c*).

In the above simulation what we want is that(ID*) = bP,. The oracleH; is
called at mostyr times in the simulation above; therefore, we achieve this with
probability at least 1qr in the eventAskH. Since by construction we also have
c* = aP, andMpk = cP, we conclude that, in the eveaskH, with probability at
least Yqr, the value ofT * implicit in the challenge ciphertext &Py, P>)2%; this

is the value which we wish to compute. We conclude that

PH{SA AskK A AskH] < gt - AdvEEPH(B, g3 + 2050p + Gs) ). (3.4)

The result follows from (3.3) and (3.4). O

3.2.2 An IBKEM Based on Basicldent

In Section 2.4.5 we presented the details of the Basicldent encryptiomechiée

now present an IBKEM based on this construction.

[E1gkem(ID, Mpk) D1gxem(c, D)
e m— {0,1}" o (c1,c2) —c
o« Hg(m) enm«—V3D Hz(e(cl,CZ))

e c1+—IP; o [« H3(m)

cp < m® Ha(e(Mpk, H1(ID))") If c1 # rPyreturnL

e c—(c1,c2) k «— Hs(m)

Returnk

k < Hs(m)

Return(k,c)
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The security of this construction follows by combining Theorem 2.4 and The-

orem 3.4 proved in the next section.

Theorem 3.3. If Hy, Hz and H; are modelled as random oracles then the above
construction is secure against adaptive chosen ciphertext attackifisply, if A
is a PPT algorithm that breaks the above IBKEM using a chosen ciphexttzxik,

then there exists a PPT algorithm B, with

1 2
Advigze: *(A) < 2eqp- (gz+ 05+ dp) (1 + Ox) (Adv?BDH (B)+ > o

+22
Gz-2" p

Here @, 03, 05, go and ¢k denote the maximum number of queries that A can place

to the K, Hs, Hs, decryption and private key extraction oracles respectively.

3.2.3 A Generic Construction of IBKEMs

In [38] Dent proposes a number of generic constructions of KEMs fstandard
public-key encryption schemes. The KEMs themselves are secure img saose,
however the encryption schemes from which they are built require onlgakw
notion of security. It is this line of work which we aim to extend in this section.

Here we take a generic probabilistic identity-based encryption schemacehar
terised by(G1gg, X1pg, E1pe, D18e). We assume the message space of this scheme
is given by Mzpe(Mpk) and the space of randomness is givenfy: (Mpk). We
assume a cryptographic hash functiéfi: {0,1}* — Rrpg(Mpk).

In the following construction we make no assumption on how such an identity-
based scheme is constructed only that it exists. In practice one candake; f

stance, the Basicldent scheme.
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E1gxen(ID, Mpk) D1gken(c,D)
o m — Mipg(Mpk) e m <« Dipr(c,D)
e r — Hj(m) o If m=_1 returnL
e ¢ <« E1pg(m, ID,Mpk;r) e r — Hj(m)
e k «— Hs(m) o If ¢ # Erge(m, ID,Mpk;r) return_L
e Return(k,c) e k — Hs(m)
e Returnk

This construction is shown to be secure in the next theorem.

Theorem 3.4. If the underlying identity-based encryption scheme above is OW-
CPA secure and Hand H; are modelled as random oracles then the construction
is secure against adaptive chosen ciphertext attack. Specifically, if APBTa
algorithm that breaks the above IBKEM using a chosen ciphertext atthek,

there exists a PPT algorithm B, with

20pY(Mpk)

AdVIND—CCA A <2 + + -AdVOW_CPA B +77
mkev (A) < 2(03+05+0p) e (B) | Rrpe (Mpk)|

where @, g5 and ¢ are the maximum number of queries made by A4oHd and
the decryption oracle respectively, apdipk) is as defined in Section 2.3.5.

Proof. Let A denote an IND-CCA adversary against the IBKEM, as specified in
the statement of the theorem. Security is proved via a game-hop. In each game
Gamej, Wherei = 0,1, we letS denote the event thét=b’. We letGameg denote

the original attack game so that
Advggay ' (A) = 2P - 1].

Let Game; be the same a®ame( except we simulate thid, Hs, extraction and
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decapsulation queries as described below.

e H; queries: We maintain a lisLz which contains at mosiz pairs (m, h).
On input ofm, if (m,h3) € L3 then we returrhz, otherwise we seledis at

random appen¢h, hz) to the list and returs.

e Hs queries: We maintain a list.s of length at mostjs + gp pairs(m, hs). On
input ofm, if (m, hs) € L3 then we returrhs, otherwise we seletis at random

appendm, hs) to the list and returins.
e Extraction queries: These are answered as in the genuine attack game.
e Decapsulation queries:We respond to a querf, ID) as follows:

— If ID # ID* then we compute the private k& via the Xigxgy Oracle

and respond as the real decapsulation oracle would.

— If ID = ID* butc # c* we check for each paim,hz) € Lg, if

E1ge (III, ID,Mpk, h3) = C.

If such a pair exists then run the simulatorkdf on inputm so as to

obtainhs, we then returrs. If no such pair exists we returh.

Note thatGamep andGame; are identical, a# operates in the random oracle model,

except if a decapsulation query with inputhere

m= DIBE(C’ D) andc = EIBE(III, ID,Mpk, Hé(m))

is made but nd15 queries on inpui have been made. Call this evéhthence

P{S A —E] = Pr{Sy A —E].
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From Lemma 2.1 we have

- _%oY(Mpk)
~ | Repe (Mpk) |

| PriSo] — PriS;]| < PriE]

This follows from the fact that, for each decryption query for whith= ID* and
c # ¢* but for no pair(m, h3) € L3 do we haveE;gg(m, ID,Mpk;hg) = c, there is
probability at most/(Mpk) /| Rree(Mpk)| that forr chosen at random there is an
such thatf1gg (m, ID,Mpk;r) = c; moreover, there are at mags such queries.

Let m* denote the hidden value encrypted &y We letE’ denote the event
that the attacker queries eithéf or Hs with m*. Then, since we are in the random

oracle model,
PIS,] = PriSL A E'] + PiS A ~E'] = PUS, AE'] + %

Hence| Pr[S1] — 1/2| < P{S;|E’]. The theorem follows if we can describe an algo-

rithm B such that

Advii: P4 (B) = P{SI|E'] /(s + 05+ dp).-

Algorithm B operates as follows. On input &bk it simply relays this onto
algorithm A's first stage. AlgorithmA then responds with an identisd*. This
value of ID* is passed ont&'s challenger who responds with an encryptighof
a random message. The value ok* is then passed on#'s second stage, along
with a random keyk* from the co-domain ofs. Note that ifHj is queried on
m* thenA can see that the encapsulatiohhas not been computed correctly. All
oracle queries are answered a&ime;, except the private key extraction queries
which are now answered using the oracle given to algorighmt the end of the

game algorithnB picks a random value which has been input iHfpor Hs from
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theLs or Ls list and returns this as its guess fior. It is clear that Ad{¥; “**(B) =

Pr{S1|E'] /(g3 + 05+ gp) and so the result follows. O

We note that Theorem 3.4 was used by Chen et al. in [31] to produce an
IBKEM based on the IBE scheme of Sakai and Kasahara (see Section 2vhén

combined with a DEM, this gives the most efficient IBE scheme currently know

3.2.4 Comparison with Fullldent

In the following table we count the various operation counts for encryiuh
decryption of our identity-based encryption schemes. Note we make nactitin
as to in which group exponentiations occur since one can select the gooap
to make the operation more efficient in any given implementation. We let C-1,
denote Lynn’'s KEM construction in Section 3.2.1 combined with a DEM, and C-2
denote our second construction in Section 3.2.2 combined with a DEM, which is

an optimised version of our third generic construction in Section 3.2.3.

Pairings Exp’s Hash Fncs Message
Scheme | Erge | Dige | Erpe | Dipe | E1se | Dise Size
Fullldent-1| 1 1 2 1 4 3 |G1|+ N+ |m|
Fullldent-2| 1 1 2 4 3 | |G1|+n+ |Eske(m)]
C-1 1 1 2 0 2 1 |G1| + | Epgm(m)|
C-2 1 1 2 1 4 3 | |G1]+n+ |Epgu(m)|

From the table we see that the KEM-DEM approach with Lynn’s method is
marginally more efficient than the technique of Boneh and Franklin, or tKENB
approach of our construction two. We also note that Fullldent-2 reqailess
stringent definition of security of the symmetric encryption scheme, this is be-
cause chosen-ciphertext security is provided by the Fujisaki-Okamogidrana-

tion rather than the CCA security of the symmetric cipher.
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We also need to compare the tightness of the security guarantees offaéled b
various constructions. To do this we make an explicit numerical compari&ien.
take a security parameter where for our bilinear groups which resultsatue of
p~ 2. We assume adversaries against our schemes exists which make at most
ax ~ 232 calls to their key extraction oracles and at mast~ 232 calls to their
decryption oracles. For our GBDH adversary we also limit the number dBB
queries to 2. We also assume that the number of hash function queries is bounded,
for each hash function, by approximateR?2We then obtain the following tight-

ness results:

Fullldent-1 :
Adviip O*(A) < 2%9- Advi®H(B) + 207N,

Fullldent-2 :

Advigp “A(A) < 2% AdviPH(B) 4 27" 4 2%Adv 4 (C).

AdVED-CCA(A) < 234 AdvEPH (B, 2%2) + 233X 1 AdVES, 4(C).
C-2:
AdvIR~9*(A) < 2'%AdvEH(B) 4 257" 4 233 1 Advpg, 94(C).

Suppose we use an elliptic curve system to implement our bilinear groups,
with MOV embedding degred (see [69] for a definition). We then know that

there exists a sub-exponential algorithm to solve the CBDH and GBDH algwith
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with running time essentially [78]
Lo (1/3, (64/9)Y/3) = exp<(64/9)1/3(log 2M1/3(10gl0g 2“)2/3) .
In addition there is an exponential algorithm [73] with running time essentially
M2,
Hence, we can estimate a lower bound for &3¥(B) and Ad\¥®P" (B, c) via
1/ min(L (1/3, (64/9)Y/3),2/2).

Suppose we wished to obtain a security guarantee of an advantage d¥énsaay
A against our identity-based scheme of, in addition we assume that our sym-
metric cipher is chosen so that it can guarantee an advantagé.of\@ now look

at what this implies for the parameters of the pairing based parts of the scheme

Fullldent-1 :
n> 147 and\ > max358 5700/d) ~ 950 (ifd =6).
Fullldent-2 :
n> 147, p> 114 and\ > max358 5700/d) ~ 950 (ifd=6).

C-1:
p> 80 and\ > max(112 226,1900/d) ~ 316 (ifd=6).
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C-2:

n> 147, u> 80 and\ > max(113 360,5740/d) ~ 957 (ifd =6).

Notice, the weaker security requirement on the symmetric cipher in Fullldent-2
is not such an advantage when one considers the tightness result. Adsahso
tightness of the reduction of our first construction, needs to be balagzedst the

fact that one is reducing to a possibly easier problem.
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Chapter 4

Multi-Recipient Schemes

In this chapter we first recall the definition of a secure multi-recipient ptkaic
encryption scheme as introduced in [14]. We then consider a naturaisexte

to key encapsulation mechanisms, which are closely related to the mKEM notion
proposed by Smart in [83]. Next we consider IBKEMs, as introducéthiapter 3,

in the multi-recipient settings and present an efficient multi-recipient IBKEM.
prove our scheme secure and conclude with an analysis of its efficiEmeywvork

in this chapter first appeared in [9, 10] and represents joint reseaticiManuel

Barbosa.

4.1 Definitions

4.1.1 Multi-Recipient PKE Schemes

An m-Multi-Recipient PKE (t-MR-PKE) scheme [14] is defined similarly to a
standard PKE scheme, with two exceptions: (1) the key generation algagthm
parameterised with a domain parametaerhich ensures compatibility between

users’ key pairs and various spatesnd (2) the encryption algorithm takes a list

IThis parameter is generated once for all users and henceforths wplesifically stated other-
wise, we leave its generation as implicit to simplify notation. See the definitioiK&f $€hemes in
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of m message/public key pairs and outputs a listnafiphertexts. More formally,

anm-MR-PKE consists of the following algorithms:

e Gm-mr—pxe(l): Thisis the probabilistic key generation algorithm which takes
as input the domain parameteand returns a secret k€K and a matching

public keyPK.

e Em m—pke((mi,PKi)";;r): This is the probabilistic encryption algorithm,
which on input messages € Mny_wr—pxe(PKi), public keysPK; and possibly
some randomnesse Ryn-mr—pke(l) OUtpUts a ciphertext vect@es, ..., cm)

with ¢; € Gn-mr—pke(PKi).

e Dnomr—rke(c, SK): This is the deterministic decryption algorithm. On input
a ciphertextc and a private keyK this algorithm outputs a messagec

Mm-wr—pke(PK) Or a special failure symbal.

The correctness of anMR-PKE is defined in the obvious way that each ciphertext
component should decrypt properly under the appropriate segret ke

Given a PKE scheme we can build thesociated iMR-PKE scheme as fol-
lows. The key generation and decryption algorithms are identical to thelyimgde
PKE scheme (which we call tHeasescheme). Encryption is defined naturally by
running multiple parallel instances of the base encryption algorithm. In case th
are common parameters that may be shared by all public keys to improvél overa
efficiency (for example in an ElIGamal-based scheme, this might include a domain
modulus and a generator which all parties use to create key pairs), tfeebe a
cluded in the domain parameterThe formal security model for am-MR-PKE,
as defined in [14], considers the possibility of insider attacks by allowingdker-
sary to corrupt some of the users by maliciously choosing their public avater

keys. This ensures that security is still in place between the legitimate recjpients

Section 2.3.2.
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or in other words, that there is no “cross-talk” between the ciphertextsdatkfor
different recipients.
IND-atk

Lt—Ay(l)withl<t<m

2. Fori=1,...,t

(8K, PKi) < Gm-mr—pxe(l)

3. ((mi0,mi1)t_q, (SKi,PKi,mi)™y 1, St) — AP (PKy, ..., PK;)

IS

. b—{0,1}
5. C Em—MR—PKE((mi,bypKi)Ll; (mi, PKi)%y 1)
6. b — A2(c,st)

AdviP etk - (A) i= |2Pib’ = b] — 1].

The adversary runs in three stages: (1) given the global parametdrspses
the number of non-corrupt userrsn the game; (2) given the public keys for the
legitimate users, it produces all the information that is necessary to build detemp
challenge (this includes pairs of plaintext messages for the legitimate usets, s
plaintext messages for corrupt users and the corresponding kesj)paind (3)
given the challenge, it guesses the value of the hidden bit. Throughegathe,
the adversary also has acces®oand 0., which denote a set of (possibly null)

oracles:
e If atk = CPA thenO; = O, = null.

e If atk = CCA thenO; is a set of decryption oracles one for e@ghand O, is

2The fact that the adversary provides the secret keys of correps issjustified by observing that
access to decryptions under public keys of the adversary’s choiceusraalistic attack scenario
(c.f. the last remark in Section 2.3.6).

84



4.1 Definitions

same a®); except that no componeat of the challenge ciphertext could

be submitted to an oracle correspondin@kg.

Remark. The above security model could be strengthened by giving the adyersa
access to a left-right oracle and the ability to adaptively corrupt uséofi@ss: (1)

an honest user generation oracle where public keys are provided aovbesary;

(2) a malicious user generation where the adversary provides malicidustec
public keys; and (3) a user corruption oracle, where the adversarask for the
secret key of an honest user. The left-right oracle should be testigo that it can
only be called with distinct messages on non-corrupt and non-maliciots. We

do not pursue this model here further and note that one might be able lxtisFsta

its equivalence to the single-user security model via a hybrid argument.

Remark. Note also thainis not an input to any of the algorithms: itis a parameter
of the definition of the primitive. One could consider an alternative MR-PKiiGp
itive wheremis taken as an input by the encryption algorithm. In this case, it is not
necessarily the case that if an MR-PKE is secureniarsers then it is also secure
for m— 1 users ifmis chosen by the challengém the security definition. For a
uniform treatment we should letto be chosen in an adversarial way. Since all the
schemes studied in this thesis are built out of a base PKE scheme (anddfe pro
hold for anym polynomial in the security parameter), their associated MR-PKE
schemes satisfy this uniform security property automatically. We thereftmet a
the standard definition as given in [14].

In this work we are interested in a special casendé¥iR-PKE schemes where
the same message is sent to all recipients. We refer to this special casiaglea
messagenulti-recipient schementSM-PKE in short). This specific case is a re-

curring use-case oftMR-PKESs in practice.

e Gm-sn—pxe(l): Thisis the probabilistic key generation algorithm which takes
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as input the domain parameteand returns a secret k&K and a matching

public keyPK.

e Em_sw_pke(m(PK;){";;r): This is the probabilistic encryption algorithm. On
input a messagesc Mm_su—pxe (1), public keysPK; and possibly some ran-
domness € Ryn-su—rxe(l) this outputs a ciphertext vectées, ..., cm) with

Ci € Cm-su—pxe(PKi).

e Dnsu_prke(c,SK): This is the deterministic decryption algorithm. On input
a ciphertextc and a private keyK this algorithm outputs a messagec

Mm-su—pxe (1) Or a special failure symbal.

Below is the simplified security model forrSM-PKEs.

IND-atk
1. Fori=1,....m

(SKi,PKi) «— Gm-su—pke(l)
2. (mo,my,St) < AP (PKy, ..., PKm)
3. b—{0,1}
4. ¢ — Em_su_pke(mp, (PK;)i",)
5. b« AR2(c,st)
AdviP otk (A) := |2Pib’ = b] — 1].
There is an important difference to theMR-PKE model: the adversary is no
longer able to corrupt users. The reason for this is that, since all retspigll be

getting the same message, there is no need to enforce security acros#/ttieahd

ciphertext8. The oracles to which the adversary has access are as in the multi-

3The security definition for am-MR-PKE when considered in the single-message setting gives
rise to the single- message security definition. This follows since in this casaust haven , =
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message game. We will also see in the next section that this model is particularly

relevant in the hybrid encryption scenario.

4.1.2 Multi-Recipient KEMs

An m-Multi-Recipient KEM (m-MR-KEM) is identical to a standard KEM, except
that the encapsulation algorithm takes a listropublic keys and outputs a list of

m ciphertext/key pairs.

e Gm-mr—xen(l): This s the probabilistic key generation algorithm which takes
as input the domain parameteand returns a secret k€K and a matching

public keyPX.

e Em w—xem((PKi)",): This is the probabilistic encapsulation algorithm. On
input public keysPK;, this outputs an encapsulation vectare;)™ ; where

ci € Cm-mr—xen(PKj) is an encapsulation & underPk;.

e Dnmr—xem(c,SK): This is the deterministic decapsulation algorithm. On
input a ciphertext and a private kegX this algorithm outputs a ke €

Km-wr—ken(PK) Or a special failure symbal.

The correctness of anrMR-KEM is defined by requiring each encapsulation com-
ponent to decapsulate properly under the appropriate secret key.

Again, given a KEM we can build thessociated iMR-KEM as follows. The
key generation and decapsulation algorithms are identical to the underlahg K
(which we call thébaseKEM). Encapsulation is defined naturally by using multiple
parallel instances of the base KEM algorithm.

A direct adaptation to-MR-KEMs of the full multiple-recipient PKE security

model, described in the previous section, is shown below. We maintain the possi-

mj p = mp andm; = my, which would mean either all messages are the same or there are nptedrr
users.
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bility of inside attacks since we want to ensure legitimate users cannot eapesd

on each others’ ciphertexts.
IND-atk

1.t Ag()with 1<t <m

2. Fori=1,...,t

(SKi,PK;) < Gm-mp—kem(l)

3. ((SKi,PK))™, 1,80 « AP (PKy, ..., PK;)

N

. (ki,O)}:]_ — i7Gn—MR—KEM(I)

5. (ki1 ¢ )izgs (ki ¢ )y 1) — Em-vrxeu((PKi)4)

(o2}

. b—{0,1}
7. b/<_Agz((kub,ci*)}:lv(ki,ci*)inlul?St)

Advi P2 (A) i= 2Pt = b] — 1].

In the above O, and O, denote a set of oracles:

e If atk = CPA thenO; = O, = null.

e If atk = CCA thenO; is a set of decapsulation oracles one for eRiGhand
0, is same a®); except that no componeai of the challenge encapsulation

¢ = (ci')", could be submitted to an oracle correspondinBo

Smart [83] defines the mKEM primitive, a key encapsulation mechanism which
translates the hybrid encryption paradigm to the multi-cast setting: it permits en-
capsulating the same session key to several different receiverspoltiteis that
encrypting a single message to all these recipients can then be done usigiga s
DEM instantiation based on that unique key rather ttmatifferent ones. This pro-
vides, not only reduced processing load, but also bandwidth savingsagtures

a common use of hybrid encryption in practice. The mKEM primitive is as follows.
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e Guken(1¥) which is a probabilistic key generation algorithm. On input f 1
and the domain parameters, this algorithm outputs a public/private key pair

(PK, SK).

e E.xen(PXK) which is a probabilistic encapsulation algorithm. On input a set
of public keys? X = {PKj,...,PKn} this algorithm outputs an encapsulated
key-pair(k,c), wherek € Zuxen(K) is the session key arwis an encapsula-

tion of the keyk under the public key$PKy, ... ,PKm}.

e Duxen(C, SK) which is a decapsulation algorithm. This takes as input an en-

capsulatiorc and a private kegk, and outputs a kek or L.

An mKEM is correctif the following experiment returns 1 with probability 1.
1. (PK|7SK|> — GmKEM(lK) for 1 S | S m

2. (k, C) — EmKEM(PKL e ,PKm)
3. j—{1,....m}

4. If k = Dygen(c, SKj) return 1 else return O
Security of an mKEM is defined via the following game.
(m,n)-IND-gCCA

1. (PKi,SKi) — GmKEM(lK) fori= l,. ..,Nn
2. PK — {{PKy,...,PK}}
3. (PK*,st) — A(PK)

4. ko — Kakem(K)

(621

. (k1,€*) — Epgeu(PK")

(o2}

. b—{0,1}
7. 10— AP (kp,C*, St)
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The advantage is defined in the usual way. In step 3 al#®%€g, C PX andm=
|PK*| < n. HereO; denote the decapsulation oracles to which the adversary has
access inrounds 1 and 2. As it is noted in [83], restricting access to tikedry
simply disallowing the queryc*,PK*) for somePX* € P % would be too lenient.
Consider an mKEM in which an encapsulation is of the farim= cj||...||ch,
where eaclt; is intended for the recipient with public ké&k;". On reception of a
challenge encapsulation of this form, the adversary could query thesldation
oracle with a paifc;", PK'), which isnot disallowed, and win the game.

To avoid this type of problem, Smart [83] defines a more restrictive, but still
reasonable, oracle access. The restriction imposed in the model is thad @t tmel
stage the adversary is only allowed to query the decapsulation oracle wstxctho
which decapsulate to a different key from that encapsulatezi.byhis means the
ciphertexts could be benignly malleable (see Section 2.3.2).

The primitive and security definitions we adopt for such single-key KEMs a
slightly different from the mKEM primitive. In this alternative definition, refed
to as anm-SK-KEM, the encapsulation algorithm takes a listrofpublic keys
and outputs an encapsulation for each user. The decapsulation algkisithe

designatectiphertext for a user.

e Gm-sx—xen(l): Thisis the probabilistic key generation algorithm which takes
as input the domain parameteand returns a secret k€K and a matching

public keyPK.

o En sk—xem((PKi),): This is the probabilistic encapsulation algorithm. On
input public keysPK;, this outputs an encapsulation vectar(c;)", where

ci € Cm-sk_xen(PK;) is an encapsulation of underpx;.

e D sk—xem(c,SK): This is the deterministic decapsulation algorithm. On

input a ciphertext and a private kegx this algorithm outputs a kek €
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Km-sk—xeu(l) or a special failure symbal.

We believe our choice of primitive captures more closely multi-cast applica-
tions where each user decapsulates his share of the ciphertext. Nosentieaa
KEM assigns independent encapsulated keys to each public key, onet ¢auild
anm-SK-KEM (or an mKEM) by running the KEM’s encapsulation algorithm mul-
tiple times. Let us now present the security modelfe®K-KEMs and compare it
with that of mMKEMSs.

IND-atk

1. Fori=1,....m

(SKi,PKi) < Gm-sk—ken(l)
2. st— AP(PKy, ..., PKp)
3. ko < Kmn-sk—kem(l)
4. (k1,(c)Ny) < Em-sk—xen((PKi){"1)
5. b {0,1}
6. b/ — A% (kp, (¢} )y, SY

AdvIP Rt (A i= 2P’ = b] — 1|.
The oracles to which the adversary has access are as in the multi-key game.
To compare the security models, note that one can naturally build an mKEM

out of anm-SK-KEM. Conversely, am-SK-KEM could be built using an mKEM

by setting each user’s ciphertext to be that returned by the mKEM’s saljon
algorithm. One then can easily show that the associated mMKEM of a secsike

KEM is also secure. However, the converse does not hold if the uridgriyKEM

is benignly malleable. This comparison is, however, somewhat artificial fnce

concrete schemes one can build a batte$K-KEM by letting a user’s ciphertext
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to consist of only those components of the encapsulation which are essetiiat

particular user.

4.1.3 Multi-Recipient IBE Schemes

The IBE primitive can be extended to the multi-recipient setting in an analogous
manner: the encryption algorithm takes a lisnomessage/identity pairs and out-
puts a list ofm ciphertexts. Fom-MR-IBEs the master public key acts as the
domain parametdr. One can restrict this notion to the single-message setting and
build m-SM-IBEs. We give the details of the security model iMR-IBEs for
completeness.

IND-atk

1. (Mpk,Msk) < Gm-wr—18£(1%)

2. ((mi 0,mi,1, I} )f_y, (mi, ID) )1y 1, SY — A" (Mpk)

w

. b—{0,1}

4. ¢* «— Em_mr—18e((mi p, IDi)Lla (mj, IDj)2; | 1, Mpk)

5. b« A2 (c*,st)
AdvP R e (A) i= [2Pb’ = b] — 1.
In the aboveO; and O, denote a set of oracles as follows:

¢ If atk = CPA then(O; and O, denote key extraction oracle with the restriction

they cannot be queries amyj, ..., ID;.

e If atk = CCAthenO; andO; are as above together with a set of decapsulation
oracles one for eacID; with the usual restriction that no componetitof
the challenge ciphertegt can be submitted to an oracled@a corresponding

to ID;.
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Note that we no longer need to specify the corrupt users due to thenpeese
of the extraction oracle. The security model fmSM-IBEs can be easily derived

from the above game.

4.1.4 Multi-Recipient IBKEMs

In this section we define what we mean by an identity-based key encapsutatio
multiple parties or am-SK-IBKEM. This primitive is an adaptation of the-SK-
KEM primitive (as opposed to the mKEM primitive) to the identity-based setting.

An m-SK-IBKEM is a four-tuple of PPT algorithms as follows.

o Gm_sk—1exen(1%). A probabilistic algorithm which takes as input a security
parameter '{ and returns the master public kdpk and the master secret
key Msk. We assume, as usual, thgik contains all system parameters,
including the security parametrrand is available as the domain parameter

to all users.

o X sk—1kem(ID,Msk). A (possibly) probabilistic algorithm which takes as
input an identifier stringD € {0,1}* andMsk, and returns the associated

private keyD.

e Em sx—1eken(ID1,...,IDm,Mpk). This is the probabilistic encapsulation al-
gorithm. On input a tuple of identities and the master public key, this out-
puts a pair(k,c), wherek is a session key irkm_sk—1pken(Mpk) andc =
(c1,...,cm), Where eacle; € Cm-sk—18xen(Mpk) iS an encapsulation af for

userIb;.

e Dnsk-1kem(c, D). This is the deterministic decapsulation algorithm. On
input an encapsulationand a private ke this outputs a kek or a failure

symbol L.
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An m-SK-IBKEM is calledcorrectif for all m-tuple of identitiegIDy,...,IDmy)

the following experiment returns 1 with probability 1.
l. (Mpk,MSk) — GmszleKEM(lK)

2. (k,c1,...,¢m) < Em_sk—18kem(ID1, ..., IDm, Mpk)
3. Di < Xmsk—1ekem(IDj,Msk),1 <i<m
4. j—{1,....m}

5. If k = Dm_sk—1ekeu(cj, Dj) return 1 else return 0

We define the security of am-SK-IBKEM according to the following two-stage

game.
IND-CCA

1. (Mpk,Msk) < Gm-_sk—1exen(19)

2. (ID},...,IDf,St) «— A (Mpk)

w

. ko < Kin-sk—1kem(Mpk)

4. (k1,(c)Ny) < Em-sk—1sken(ID],. . ., ID}, Mpk)
5. b~ {0,1}

6. b — AP (k. ()24, SY

AdVEPECh en(A) == [2Pi’ = b] — 1.
In the aboveO; denotes oracles to which the adversary has access. The adver-
sary has access to a private key extraction oracle which, on inaot @fill output
the corresponding value @f. The extracted identity should not be one of the chal-
lenge identities. The adversary can also query a decapsulation oraclespgct
to any identityID of its choice. It has access to this decapsulation oracle, subject

to the restriction that in the second phase not allowed to call it with any pair
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(cf,1ID}), where we assume the adversary is challenged en(c, ..., ciy)*.

4.2 The Composition Theorem

We now prove our multi-recipient IBKEM-DEM composition theorem which al-
lows for a secure multi-recipient IBE to be built. We prove this theorem fasin

key IBKEMs and single-message IBEs, as these are primarily studied inadhiks w
One could prove in almost an identical manner a composition theorem for multi-
key variants as well as the standardSK-KEMs andm-MR-KEMs. To avoid
repetition we omit the details. Note also that this theorem implies the promised

single-user IBKEM-DEM composition theorem in Section 3.1.2.

Theorem 4.1. If an m-SK-IBKEM is IND-CCA secure and a DEM is FG-CCA se-
cure, then the resulting hybrid m-SM-IBE scheme is secure in the INB-Se@Gse.
More precisely, for any PPT adversary A against the hybrid schenme #ie PPT
adversaries Band B against the m-SK-IBKEM and the DEM such that:

Adv e Cles (A) < ZAdV%I\E)STKC—CIABKEM(Bl) + Advig, 4 (By).

Proof. Our proof strategy is as follows. We define a sequetwgesg, Game, and
Gamep of modified attack games in which runs. The only difference between
games is how the environment respondé’tooracle queries.

We fix some notation that we will use throughout. ket= (c{';, ¢f,); be the
challenge ciphertext presentedAdy its challenge encryption oracle, the oracle
that encrypts eithetip or m; according to a bib. Let k* denote the symmetric
key used by the challenge encryption oracle in the generation of the dllen

ciphertext, or alternatively, the decapsulatioreplising the secret keys associated

“Note that this accounts for cases where the adversary includes repsdiititne challenge iden-
tities.
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to ID;, the identities chosen by the adversary on which it wishes to be challenged.
We let§S be the event thaf = b in gameGame; wherei = 0,1,2. Hereb is the bit
chosen byA’'s challenge encryption oracle.

Let Gameg be the genuine attack game played&ySo by definition we have
1 IND—CCA
|PS] —1/2| = éAde—SK—IBKEM(A)'

GameGameg is now modified so that whenever an identity and (c1,c2) is
presented to the decryption oracle after the invocation of the challenggpéina
oracle, ifID = IDj andc; = cf; then the decryption oracle does not use the genuine
decryption procedure for the hybrid scheme, instead it uses th&*key decap-
sulatec, and returns the result to the adversary. This modificatidiatee gives
us the game&ame;. GameSzameg andGame; are identical under the correctness
condition of them-SK-IBKEM, and so PjS;| = P1{S].

We now modifyGame; by replacings* with a random keyk’ from Kpeu(K, k'),
wherek andk’ are the security parameters of timeSK-IBKEM and DEM respec-
tively. With this modification we have the ganteme,. The result then follows

from the following two lemmas using the triangle inequality. O
Lemma 4.1. There is a PPT algorithm B whose running time is essentially the
same as that of A, such that

| Pr{Sp] — Pr{SL| = AdViy gy Te (B)-

Proof. To prove this we demonstrate how to construct an adveBpof the KEM
to violate the assumed security against adaptive chosen ciphertext.
AdversaryB; is constructed by running adversakyWe respond té\'s queries

as follows.
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e WhenA calls any oracle, bar its decryption or challenge encryption oracles,

thenB; simply relays these queries to its own equivalent oracle.

e To respond t&\'s decryption oracle query for an identitp and a ciphertext
(c1,c2) beforeA has queried its challenge encryption ora8gproceeds as
follows. It first obtainsk by calling its own decapsulation oracle with. If
k =1 thenB; replies toA with L. Otherwise it proceeds to ug€o decrypt

c2 and relays the result tA.

e When A calls its challenge encryption oracle with identitiesy® for i =
1,...,m and message@np,m;), algorithmB; first calls its own challenge
encryption oracle witfID;)™ , to obtain(k", (¢f'1)q). Itthen chooses a bit
d at random and compute$ — IEDEM(md,kT). Finally, it responds té\ with

(Cila Ci*,Z)in;l'

e To respond t&\'s decryption oracle query for an identitp and a ciphertext
(c1,c2) after A has queried its challenge encryption ora@e proceeds as

follows.

— If (ID,c1) # (IDf,cf,) then it uses the same procedure that it used

beforeA’s call to its challenge encryption oracle.

— Otherwise B; usesk' to decryptc, and relays the result ta.

At the end of the simulatiorA outputs a bitd’. If d’ = d, algorithmB; outputs
1, otherwise it outputs 0.

Let b be the internal bit 0B,’s challenge oracle whicB; seeks to determine
and letb’ be the bit output byB;. By construction we see that whén= 1, sok’
is the key encapsulated withdi,, algorithmA is run exactly as it would be run in

Game;. This means that

PriSy] = Prid’ = djb=1] = Pt/ = 1|]b = 1],
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where, from the above simulatiod,is A's challenge bit and!’ is its guess. Also,
whenb =0, so arandom ke¥ is used in the generation of the challenge ciphertext,

A'is run exactly as it would be i@ame,. This means that:
PiS] =Prid' =d|b=0] =P/ = 1|b=0].

The result follows from the above two equations and the definitions ofisgcu

for m-SK-IBKEMs when one observes that
AdvP o e (Br) = [2Pib = b] — 1| = |Prb’ = 1|b = 1] — Pr{b’ = 1|b = Q]|

O]

Lemma 4.2. There is a PPT algorithm B whose running time is essentially the

same as that of A, such that
l FG—CCA
|PS] —1/2| = éAdVDEM (B2).

Proof. To construct such B, we simply runA as it would be run in gameame,.
We run them-SK-IBKEM’s key generation algorithm so we can respondit®
queries before it calls its challenge encryption oracle. WAetalls its chal-
lenge encryption oracle with identityd; for i = 1,...,m and message@g,ms)
we simply relay(mo,my) to the challenge encryption oracle®f to obtainc/,. We
then run the key encapsulation mechanism to obfain; 1) we discarck and set
¢y == cix. Finally we return(c{;,c’,)%; to A. We continue to respond #'s
queries as before except if it a makes decapsulation querpoand(c{;, cz) for
somecs. In this instance we queng,’s decryption oracle withkc, and relay the
response té\.

In this simulationA is run by B, in exactly the same manner as the former
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would be run in gam&ame,; moreover, F5] corresponds exactly to the proba-
bility that B, correctly determines the hidden bit of its challenge encryption oracle

sinceB; outputs whatevef outputs. The result follows. O

4.3 Twom-SK-IBKEMs

In this section we present two-SK-IBKEMSs, one of which is a construction that
simply uses an identity-based encryption. The second scheme is nohitritria

sense that it provides a significant improvement in efficiency.

4.3.1 A Simplem-SK-IBKEM

One might think that an obvious way to constructa®sK-IBKEM would be to use
minstances of an IBKEM. However, this is not valid since it would not gotaa
that the same ke¥ is encapsulated to all users. In fact, this would imply using
m parallel instances of the associated DEM, thereby subverting the prirafiple
efficient hybrid encryption to multiple users.

An m-SK-IBKEM can be easily built using a generic construction similar to
that used in [83], whereby an IND-CCA secure public-key encrypélgorithm
is used to build a secure mKEM. In the identity-based setting, one would take a
secure IBE scheme, for instance Boneh and Franklin’s Fullldenthsel23], as

the starting point. The resulting-SK-IBKEM construction operate as follows.

Em-sk—18kem(ID1, . . ., IDm, Mpk) Dm-sk—18kEm(ci, Di)
o m — Mipg(Mpk) o m«— Dge(ci, Di)
e k «— KDF(m) o If m=1 returnL
e Fori=1,....m e k — KDF(m)

¢i « Erpe(m, IDj, Mpk) e Returnk

e Return(k,c1,...,cm)
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Here KDF is a key derivation function that maps the message space of tiigyide
based encryption algorithm to the key space of the DEM.

The security proof in [83] for the generic mMKEM construction builds on the
work by Bellare et al. [13], who established that a public-key encryglgarithm
which is secure in the single-user setting is also secure when multiple users are
involved. Therefore proving the security of the previous constructitirequire
extending Bellare et al.’s results to the identity-based setting. Since our esait r
in this chapter is a more efficient scheme, we do not further debate thetgetu

this simple construction.

4.3.2 An Efficientm-SK-IBKEM from Bilinear Maps

The scheme we propose in this section is inspired by Smait'sonstructions
in [82]. Our construction relies on bilinear groups as defined in Sectia2 ary
uses a parameter genera sk 1sken(1¢) similar to that of most identity-based
schemes. On input a security parametgritloutputs the master public kefpk
and the master secret kidgk, whereMsk « Zp andMpk « Msk - Py.

Private key extraction is also performed in the usual way. On input atitigen
ID and the master secret kéfg¢k, the extraction algorithnXp, sx_1exen returns
D « Msk - Qqp, WwhereQqp = H1(ID) with Hy : {0,1}* — G; a cryptographic hash
function.

We also choose a cryptographic hash functibrthat maps elements i@t x
G1 x G to the key space of the DEM. The key encapsulation and decapsulation

algorithms work as follows. Herg is a generator os,.
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Em-sk—18xem(ID1, - - . , IDm, Mpk) Dm-sk—1exen(ci, Di)
o I — Zy S 1Ly e ParsgU,,Us,U;) — ¢
o U —rPi;Us—sh o t —e(U, D)

Fori=1,....m

t’ — e(Mpk, —U;)

Ui<—r(H1(IDi)—SF}) o Tt .t

Cj <— (UF7US7Ui)

k — HZ(T7 UI’7US)

T «— e(Mpk, rsP)
Returnk

k — HZ(Ta UI'aUS)

e Return(k,c1,...,cm)
Theorem 4.2 describes our result on the security of the abe8&-IBKEM
with respect to the security model defined in Section 4.1.4. The techniqusave u
in the proof might allow one to establish the security of a suitable modification of

the scheme in [82], for which no proof is provided.

Theorem 4.2. The m-SK-IBKEM construction described above is IND-CCA secure
under the hardness of GBDH problem in the random oracle model. Syadlyiffor

any PPT algorithm A that breaks this m-SK-IBKEM, there exists a PPT itfgor

B with

AdV%I\E)S_KCf?BKEM (A) < 207 Advi®™ (B, qu +20p02 + 02),

where g, 0o, gx and ¢ denote the maximum number of queries the adversary
places to the ki Hy, private key extraction and decapsulation oracles respectively,

and gr = g1 +Qgx + gp + M is the maximum number of queries placed o H

Proof. Let S be the event tha® wins the IND-CCA adversarial game. Let also

(T*,U;,Us) denote the value that must be passe#ifdo obtain the correct key

101



4.3 Twom-SK-IBKEMs

encapsulated in the challenge ciphertext. Then, we have
1
Pr[S = Pr{SA Ask] + Pr{SA —Ask| = Pr[SA Ask] + > (4.1)

whereAsk denotes the event thatqueriesH, with (T*,U;",Ug) during the sim-
ulation. This follows from the fact that A does not place this query, then it can
have no advantage.

We argue that in the eveBtA Ask, there is an adversaBthat uses\ to solve
the GBDH problem with probabilitg;™ while making at mostj + 20p0z + 02
gueries to the DBDH oracle. We implement algoritBras follows.

For a given GBDH problem instan¢g, aP, bR, cP) the strategy is to embed
the problem into then-SK-IBKEM challenge presented to the adversary. Namely
we construct the simulation so that the value of the pairing associated with the
challenge encapsulation & = e(Py, P»)2°. Hence, wherA places a query with
the correct value of * to Hy, it provides us with the solution to the GBDH problem
instance.

We pasd” andMpk = cP; = p(cR), wherep is the isomorphism defined in
Section 2.2.2, on t& as the domain parameters. We also maintain three lists
that allow us to provide consistent answersAte oracle calls:L; C {0,1}* x
G2 X Zp; Lo C Gt x Gy x Gy X Km—sk—1ekem(Mpk); andLp C {0,1}* x Gy x G x
Kn—sk—18xEM (MPK).

Initially, we generate a list ofn random indexes;, .. ., iy, with 1 <i; < qr.
These indexes will determine the setofdentities whichB is guessing the adver-
sary will include in its challenge identities. These indexes determine the way in

which the hash functiohl; will be simulated.

Hi queries on(IDj): On thei-th query toH;, we check whether matches one

of the indexesy. If this is the case, we generate ranqune 7, returnQIDi; =
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ri;P.+bPR and adc(IDiﬁ, QIDiﬁ , ri;) toL,. Otherwise, we generate randone Z,

returnQmp, = riP> and add ID;, Qrp,, i) to L.

Algorithm B requires that at the end of phase one, the adversary outputs a
list of identities /D™ = (ID],...,IDy,) such thatiDy = ID;.. This happens with
probability at least;™. If this is not the case, the simulation fails. Otherwise, the

m-SK-IBKEM challenge encapsulation is created as

Ur —p(ak)
Us < p(bP)
Uk — ri;ak

sz — (Ur ) US7 Uk)

for each challeng@Dy. Notice that this is a well-formed encapsulation:
Uk = a(QID; —bR) = a(riﬁPz +bR—bR) = ri.aP.

WhenA outputs/ D", algorithmB responds witlt* = (cj, ..., c}y) constructed as
above plus a random challenge key
Given thatA is not allowed to obtain the private keys associated with the iden-

tities in the challenge, the extraction oracle is easily simulated as follows.

Extraction queries on (IDj): On inputIDj, we obtainQrp, by callingH; first.

If Qrp, is of the formr;P,, we look inL; for the corresponding and returrDyp, =
ri(cR). If during the first stage of the gamA,should query for the extraction of
a private key corresponding to@y of the formr;; P, + bR, the simulation would

fail.

Finally, the decapsulation artdb oracles are simulated as follows.
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Decapsulation queries on(ID,,Ur,,Us,,Us):  On queries in which we can cal-
culate a valu€el,, we do so, and calH, with parametergT,,U;,,Us,) to obtain
the return value. This will happen wheam, does not appear idD*, in which
case we query the private key extraction oracle, and conipus in a standard

decapsulation:

T = e(Ufzv DID[)G(D(CFE), _Uﬂ)'

When1D, is one of the identities if D" we first search., for an entry such that
Ui, = U, Us, = Ug, and the DBDH oracle returns 1 when queried with the tuple
(Ur,,Us,,cP, Tp). If this entry exists, we return the corresponding If not, we
searchLp for a tuple matching the parametgf®,,Uy,,Us, ). If it exists, we return
the associated key,. Otherwise, we generate a randamreturn it and updatep

by adding the entryID,,U;,,Us,, k¢).

H, queries on(T;,Uy,,Us,):  We first check ifT; is the solution we are looking for
by calling the DBDH oracle witiiaP,bPy,cP, Ty). If it returns 1, the solution is
found, we outpuf; and terminate. Otherwise, we proceed to seascfor a tuple
matching the paramete($,,U;,,Us,). If it exists, we return the corresponding key
ky. If not, we search.p for an entry such that, = U, Us, = Us, and the DBDH
oracle returns 1 when queried wift;,,Us ,cP, Ty). If this entry exists, we return
the corresponding,. Otherwise, we generate a randamreturn it and updatk,

by appending the entrjTy,U;,,Us,, k¢).

To complete the proof, it suffices to notice thiawill not fail if the indexes
of the identities inf D* chosen byA at the end of the first round match the random

indexes chosen at the beginning. Since this happens with probability t€gs
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4.3 Twom-SK-IBKEMs

we conclude

Pr{SA Ask] < - AdvEEPH(B, g3 + 20p 02 + Op). (4.2)

The total number of DBDH oracle callg + 20p0, + g, can be calculated from
the way we simulate the decapsulation &fidoracles. The theorem now follows

from (4.1) and (4.2). O

We note that the tightness of the security reduction in Theorem 4.2 desrease
exponentially with the number of recipients. For practical purposes, atiden
with the discussions on practice-oriented provable security in [12], it isitaptto
emphasise that our result provides theoretical security guarantees sobnarios
where messages are encrypted to a small number of recipients. A slightly bette
result, although still exponential m, can be obtained by optimising the simulation
in the proof above. We note, however, that the above scheme canvess m@cure
in the selective-ID model with a tighter security reduction. We leave it as an op

problem to find a better security reduction for this type of scheme.

4.3.3 Efficiency Considerations

Execution time and bandwidth usage are two important factors affectingfthe ef
ciency of a KEM. In this section we present a comparison, with respeceseth
factors, between the simple scheme described in Section 4.3.1 and the scheme p
posed in Section 4.3.2.

The former scheme requiresidentity-based encryption computations for en-
capsulation, and one identity-based decryption computation for dectipsukss-
suming that we use the Fullldent-1 scheme of Boneh and Franklin as dessarib
Section 2.3.5mpairing computations for encapsulation and another for decapsula-

tion will be needed. On the other hand, as it can be seen from the destoptte
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4.3 Twom-SK-IBKEMs

latter scheme, it takes only one pairing computation to encapsulate and two more
to decapsulate. Note that one can essentially eliminate the pairing computation
needed in encapsulation by pre-computi(igpk, P,).

The bandwidth usage of the scheme in Section 4.3.24s-2Z, bits for each
recipient, where/; and/, are the bit-lengths of the representations of elements of
Gz andGs,. Using the Fullldent-1 scheme, the simpler scheme tise&/x bits per
user wheré& is the length of the session key. For example, using super-singular
elliptic curves over characteristic three we could té4ke- 128 andl; = ¢ ~ 190
bits. This means a bandwidth usage of 570 bits for the second scheme #dfsu
bits for the first one.

To conclude this discussion we note timefold gain in computational speed
obtained in Section 4.3.2 is achieved at the cost of a small increase in bamdwid
usage, and also by reducing the security of the scheme to the hardtlesS&&DH
problem, which is a stronger assumption than the hardness of the CBDIprob
used in [23]. Furthermore the security reduction of this scheme (in nentse-

ID model) is exponentially slack.
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Chapter 5

Randomness-Reuse

In this chapter we investigate the general properties of public-key schetmeh
allow for computational or bandwidth saving in their associated multi-recipient
schemes. We extend the generic framework of reproducibility for refisane
domness in multi-recipient encryption schemes as proposed by Bellardlt]al.

A new notion ofweak reproducibilitycaptures not only encryption schemes which
are (fully) reproducible under the criteria given in the previous wotk, dlso a
class of efficient schemes which can only be used in the single-mesdtgg.se
In particular, we are able to capture the single-message schemes sddgeste
Kurosawa [60], which are more efficient than the direct adaptation ahthléple-
message schemes studied by Bellare et al. Our study of randomnessnr&ayg
encapsulation mechanisms provides an additional argument for the deofin
these results: by taking advantage of our weak reproducibility notionrevalde

to generalise and improve multi-recipient KEM constructions found in the liter-
ature. We also propose an efficient multi-recipient KEM provably seitutbe
standard model. We conclude the work on public-key schemes by proposio-

tion of direct reproducibilitywhich enables tighter security reductions. We then

take a brief look at the extensions of our work to the identity-based settmg)s a

107



5.1 Weak Reproducibility

analyse some well-known schemes. We conclude this chapter by projsosireg
open problems for further research. The main part of the work in thigtehérst

appeared in [10] and represents joint work with Manuel Barbosa.

5.1 Weak Reproducibility

Recall from Section 4.1.1 that we may build the associatddR-PKE scheme
of a PKE scheme by running multiple parallel instances of the base encryption
algorithm. If the randomness tapes in all instantiations are identical, the resulting
mM-MR-PKE scheme is calledhndomness reusing

It is shown in [14] that an IND-atk secure PKE scheme satisfying theidefin
tion below can be used to construct an IND-atk sectii®lR-PKE scheme (see
Section 4.1.1 for the security definition), even reusing randomnesssaotdsple
instances. This result is interesting in itself, as it constitutes a generalis&ion o
proof strategy which can be repeated, almost without change, forhedhses sat-
isfying the reproducibility test. This is a hybrid argument wherenahR-PKE
attacker is used to construct an attacker against the base schemepiDale céil-
ity algorithm generalises the functionality required to extend a challenge in the
single-user PKE security game, to construct a complete challenge farMe-

PKE security game.

Definition 5.1. A PKE scheme itully reproducibleif there exists a PPT machine

R such that the following experiment returhwith probability 1.
1. (SK,PK), (SK',PK') « Gpge(l)
2. r— Rpge(l); mym" — Mpgg(l)
3. ¢ « Epge(m,PK;r)
4. If R(PK, c,m’,PK’, SK’) = Epgg(m’,PK’; 1) return 1 else return0
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5.1 Weak Reproducibility

As seen in Section 4.1.1, the single-message security model frSM-PKE
is simpler than the full multi-message model. Therefore it is conceivable that a
wider range of PKE schemes can be used to construct see8M-PKESs, namely
efficient randomness reusing ones. Hence, we are interested in defifess re-
strictive version of reproducibility that permits determining whether a PKEmseh
can be safely used in the single-message scenario, even if it doesisiyttba full

reproducibility test above. The following definition achieves this.

Definition 5.2. A PKE scheme iweakly reproducibléwREP) if there exists a PPT

machine R such that the following experiment retutngth probability 1.
1. (SK1,PK1), (SK2,PK2), (SK3,PK3) <« Gpge(l)
2. r— Rexe(l); m,m’ — Mpgg(l)
3. c1 < Epgg(m,PK1;r); c2 < Epgg(m,PKo;T)
4. If R(PK1, c1,m,PK2, SK2) # co return0
5. If R(PKy,c1,m’,PK3, SK3) # R(PK2, c2,m’, PK3, SK3) return 0 else returnl

Similarly to the original full reproducibility definition, the wREP definition
follows from the generalisation of the hybrid argument which allows redyitie
security of a randomness reusingSM-PKE to that of its base scheme. The in-
tuition behind the definition is as follows. We are dealing with single-message
schemes. Therefore we only require correct reproduction when thenegsages
are the same. When the messages are different, we relax the definiticenaue r
only thatRis sourcePK independent (condition 5). This property is easy to check.

To see why more schemes might satisfy this definition, noteRlghot even
required to produce a valid ciphertext when the messages are diffdre®ec-
tion 5.2 we analyse specific PKE schemes and give a formal separatiomexnt

which establishes that the wREP definition is not redundant: there armeshe
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5.1 Weak Reproducibility

which satisfy this definition and which are not fully reproducible. Corsigrst is
easy to check that the following lemma holds, and hence wREP fits in the original

reproducibility generalisation.
Lemma 5.1. If a scheme is fully reproducible then it is also weakly reproducible.

The following theorem shows that the weak reproducibility property is suf-
ficient to guaranteen-SM-PKE security. Our proof uses techniques which are
somewhat different from that in [14] and may be of independent inténesther

contexts.

Theorem 5.1. The associated randomness reusing m-SM-PKE scheme of an IND-
atk public-key encryption scheme is IND-atk secure if the base PKEnsche
weakly reproducible. More precisely for any PPT adversary A agdiresm-SM-
PKE scheme there are two distinct PPT adversaries B and D against seeRI6E

scheme such that:

AV g e (A) < M-Advpe *(B) + (M- 1) - Advgig (D).

Proof. We present the argument for the IND-CPA case. The IND-CCA veiision
a straightforward extension where simulators use their knowledge cftdezys
and external oracles to answer decryption queries.

Consider the following experiment parameterised with an IND-CPA attakker
against the randomness reusmgsM-PKE scheme, and indexed by a cbiand

an integett such thatG< | <m.
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5.1 Weak Reproducibility

Expy p(A)

1.

7.

(SK,PK) « Gpge(l); (SKi,PKi) « Gpge(l), 1<i<m

. (mo,mq,St) «— Ag(PKy,...,PKm)

. 6 — EPKE (mb,PAK)

ci «— R(PK, &,my,PK;,SK;), for 1 <i <|
ci « R(PK, &,mp,PK;,SK;), for| +1<i<m
b — Ax(ca,...,cm,St)

Returnb’

Recall from the wREP definition th& performs perfect reproduction when

the input message is the same as that inside the input ciphertext. Hence:

AV i pre(A) = | PiExpp 1 (A) = 1] — PriExpq o(A) = 1]|.

This follows from the advantage definition, and the fact that witen) = (m, 1),

ciphertextcwill encapsulaten;, and all challenge ciphertexts are reproduced with

my, which gives rise to a valid multi-recipient ciphertext encapsulating The

same happens faip, when(l,b) = (0,0).

We now define an algorithi® which tries to break the base PKE usiAg

Bl(PT()

1. Select at random such thatd | <m

2. (SKi,PK) — (L,PK)

3. (SKi,PK;j) < Gpge(l), for L<i <mandi #|

4, (mo,m]_7 St) — A]_(PK]_, . ,PKm)

5. Return(mg,m1, (mo,my,|,PX, (PK1,SK1), ..., (PKm, SKm), St))
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5.1 Weak Reproducibility

Ba(c, (m,my, |, PK, (PK1,SK1), ..., (PXm, SKm),St))

l.c«—c

2. ¢j — R(PK,c,my,PK;,SK;), for 1 <i<l—1
3. ¢i — R(PK, c,mo, PK;,SK;), for| + 1 <i<m
4, 6<—A2(c1,...,cm,st)

5. Returnb
To continue the proof, we will require the following two lemmas, which we shall

prove shortly.

Lemmab5.2.For1<| <m-1, andforany PPT adversary A, there is an adversary

D such that
Advgie (D) = | Pr{Exp, 1 (A) = 1] — PriExp) o(A) = 1]|.

Lemma 5.3. For 1 <i < m, the output of algorithm B and that akp, ,(A) are

related as follows.

Pib=1l =inb=1] = PrExp;,(A) =1]

Pib=1l =iAnb=0] = PrExp;_10(A) = 1].

Hereb is the hidden bit irt.

Let us now analyse overall the probability tiateturns 1, conditional on the

value of the hidden challenge tit SinceB chooses uniformly at random:

_ m R _
Pib=1b=1 = ;ZPr[bzlyl —iAb=1]
i=

_ m N _
Pib—1b=0 = ;ZPr[bzlyl —iAb=0].
i=
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Taking advantage of Lemma 5.3, we can rewrite these as:

Pib=1b=1 = riipr[Expu(A):]

N — 1 m
Subtracting the previous equations and rearranging the terms, we get

m(Pib=1b=1]-Pib=1b=0)) -
m-1

m-1
(3 PriExes() =1 3 PrExp4) = 1)
= PrExpy1(A)=1] — Pr{Expyo(A) =1].

Considering the absolute values of both sides and using Lemma 5.2, weitan wr

- AVER-(B) + (1 1) - AVEIZ 74 (D) > AVEZ e ().

We now prove the required lemmas.

Proof. (Lemma 5.2) We build an algorithid = (D, D) which runsA in ex-
actly the same conditions as it is runEmp, ;, and which can be used to win the
IND-CPA game against the base PKE with an advantage which is the saivg as
capability of distinguishing betweexp, , andExp; ;.

D1, (PK)

1. (SK|,PK|) — GPKE(I), for 1 S | S m
2. (mo,m]_, St) — Al(PKl, .. ,PKm)

3. Return(mg,m, (mo,my,PK, (PK1,SK1), ..., (PKm,SKm),st))
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D2, (<, (mo,m1, PK, (PK1,SK1),. . ., (PKm, SKm), St)

1. ¢j — R(PK,c,my,PK;,SK;), for 1<i <|
2. ¢i — R(PK,c,mp,PK;,SK;), for| + 1<i<m
3. BHAQ(Cl,...,Cm,St)

4. Returnb

Algorithm D simply uses the challenge public ke¥ in place ofFX in the ex-

periment, and uses the PKE challengi place ofc. Note that the only visible
difference to the definition dfxp is thatD does not knowsk, which it does not
need, and that the IND-CPA hidden bitis used in place db. We can therefore

write, for a given value of:

Pib=1b=1 = PrExp ,(A) =1]|

Plb=1b=0] = PriExpo(A) =1,
and consequently

Advee “*(D) = | PrlExp; 1 (A) = 1] — PriExp; o(A) = 1]].

Proof. (Lemma 5.3) The first case of the lemma states that
Pib= 1|l =iAb= 1] = PrlExp; , (A) = 1].

We must show that the probability distribution of the inputs presentédisoex-
actly the same in the scenarios corresponding to both sides of the equatien ab

This is trivially true for the public keys thad; receives, since all of them are

1in the CCA setting the decryption queries are answered using the eduivalside oracle.
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independently generated using the correct algorithm. Regarding therdealie
phertext tha#\, gets, we start by expanding the valuegof, ..., cm).

In Exp; ;(A), we havec™= Epgg (m1, PK; 1) and

¢j = R(PK,&,m,PKj,SKj)forl<j<i

cj = R(PK,&,mp,PKj,SKj)fori+1<j<m

Now, in B,(c, st), given thatl =i andb = 1 we havec= EPKE(mLPT{; r)and

cGi = ¢
¢j = R(PK,c,my,PKj,SKj)for1<j<i-1
cj = R(PK,c,mp,PKj,SKj)fori+1<j<m.

To show that the distributions are identical, we split the argument in three parts
and fix the values of all random variables, considering the case wheguttlic
keys provided tdA in both cases are the same, and that the implicit randomness in
both¢ andc is the same. We show that the resulting challenge ciphertexts in both

cases are exactly the same:

e j =i: Note that in the second scenario we haye- c, while in the first
scenario we havej = R(PAK,E,ml,PKi,SKi). Sincec encryptsmi, the result

of Ris perfect and equal t8pgg (m1, PXj;r) = c.

e | <i: In this range, challenge components are identical in both scenarios:
they are perfect reproductiofxg (m1,PK;;r), Sincem; is passed t& both

in encrypted and plaintext form.

e j > i: In this range, challenge components are outpuRR, difut in this case
we cannot claim that they are identical without resorting to the properties

of the wREP algorithm. For different message reproduction, condition 5 of
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Definition 5.2 ensures that
R(PK, &,mo, PK|, SKj) = R(PK, c,mg, PXj, SK;),

as required.

This means that the first case of the lemma follows.

We now prove the lemma for the case
Piib= 1|l =iAb=0] = PriExp,_; o(A) = 1].

The argument is similar to the previous case. We must show that the probabil-
ity distribution of the inputs presented fis exactly the same in the scenarios
corresponding to both sides of the equation above. This is trivially tru¢htor
public keys thatA; receives, since all of them are independently generated using
the correct algorithm. Regarding the challenge ciphertextAhagets, we start by
expanding the values ¢t1,...,cm).

In Exp;_; o(A), we havec™= Epkg(mo, PK; ) and

cj = R(PK,&,my,PKj,SKj)forl<j<i-1

cj = R(PK,&,mp,PKj,SKj)fori<j<m

Now, in By(c, St), given thatl =i andb = 0 we havec= Epke (mo, PK; r) and

cGi = c
cj = R(PK,c,m,PKj,8Kj)for1<j<i-1
cj = R(PK,c,mg,PKj,SKj)fori+1<j<m

To show that the distributions are identical, we split the argument in threegratts

fix the values of all random variables, considering the case where tiie freys
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provided toA in both cases are the same, and that the implicit randomness in both
¢ andc is the same. We show that the resulting challenge ciphertexts in both

cases are exactly the same:

e | = i: Note that in the second scenario we haye= c, while in the first
scenario we have; = R(PK, &, mo, PK;, SK;). Sincec encryptsmo, the result

of Ris perfect and equal 8pgg (mo, PXj;r) = c.

e j <i: Inthis range, challenge components are outpuRg, difut in this case
we cannot claim that they are identical without resorting to the properties
of R described in Definition 5.2 for different message reproduction, which

ensure that
R(PK, &,my,PKj, SKj) = R(PK, c,m3, PKj, SKj),

as required.

e | > i: In this range, challenge components are identical in both scenarios:
they are perfect reproductiofixg (mo, PK;;r), Sincemg is passed t& both

in encrypted and plaintext form.

This means that the second case of the lemma follows. O

5.2 Kurosawa'’s Efficient Schemes

In this section we analyse modified versions of EIGamal and Cramer—Simeup e
cryption schemes briefly mentioned by Kurosawa [60] as a way to buildegffic
single-message multiple-recipient public-key encryption schemes. Ttlesmes
permit establishing a separation between the original reproducibility notmn pr

posed by Bellare et al. in [14] and the one we introduced in the previati®se
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5.2.1 Modified EIGamal Encryption Scheme

The modified EIGamakncryption scheme is similar to the EIGamal encryption

scheme and operates as follows. The key generation algo€iha{l) on input

| := (p,P) returns the key-pai(SK,PK) = (1/x,xP) for x < Zy. The encryption

algorithmEpgg (m, PK; 1) returns the ciphertext,V) := (r (xP),m+rP) for r — Z,.

The decryption algorithdpgg (U, V, 1/x) returns the message=V — (1/x)U.
Theorem 5.2 establishes the security of the modified EIGamal scheme as well

as its weak reproducibility property. Theorem 5.3 shows that modified EIGamal

establishes a separation between the notions of full and weak reproducibility

Theorem 5.2. Modified ElGamal is (1) IND-CPA secure under the decisional
Diffie—Hellman assumption. In other words for any adversary A ag#iestcheme

there is an algorithm B which solves the DDH problem such #ehtgyn 4 (A) <

2AdvP*#(B); and (2) weakly reproducible.

Proof. (1) The proof is similar to that for the EIGamal encryption scheme. We
use a sequence of two gantasney andGame;. We denote byg the event that an
adversanA succeeds in guessing the secret bitane;. Let Gameg be the original

IND-CPA security game. We have

Advpgg “H(A) = [2PrSp] - 1].

In gameGame; we make a single change by constructing the challenge setting
U = sPfor a randoms. An adversary can have no advantageséme;, as the
message is encrypted with a one-time padded, i[&]Ps 1/2.

We now claim that, for any adversafyof the modified EIGamal scheme, we

can construct an algorith® which solves the DDH problem such that:

|P{S] — P1[Sy]| = AdvP™(B).
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This follows from the observation that ¢ameg, the tuple(P,xPV —m,U) is of the
form (P,xP,rP,rxP) while in Game it is of the form(P,xP,rP,sP). More precisely,
algorithmB on input(P,aP, bP, Q) works as follows. It sets the public key to &P
and runs the adversary on this to ggtandm;. It then set§U,V) := (Q,mg + bP)
for random bit3, and returns 1 i = ' and 0 otherwise. Herf§ is the bit returned
by A. Now if Q = abP, A is being run according to the rules G&meg; and,

conversely, ifQ is random, the environment is that@me1. Hence:

Adv™(B) = | Pr{p’ = B|Q = abP| — Prfp’ = B|Q = sFj| = | P{S] — Pr{Sy]|.

Putting these results together we get:

Advee “(A) = [2P(Sp] — 1] = 2| PiiS] — PriSy]| = 2Adv™(B).

(2) The weak reproducibility algorithrR on input (xPU,V,n',XP,1/X) re-
turns(X'(V —m’),V). We now check thaR satisfies the two properties required by
the wREP definition. I’ = m, thenV —n’' = (m+rP) —m = rP and the output is
a valid encryption of’ underx'P using random coins. Note also thaR's out-
put does not depend on the public kdy and hence the second property is also

satisfied. 0

Theorem 5.3. The modified EIGamal encryption is not fully reproducible under

the CDH assumption.

Proof. Let (P,aP,bP) € G® denote the CDH problem instance. Our goal is to com-
puteabP. The reproduction algorithm on inpul®, xP,rxP,m + rP,m’,yP, 1/y) out-
puts (ryP,m’ +rP). We pass tdR the input(aP,P,bP, 1,1,aP,1) which could be
written as(Q, (1/a)Q, (b/a)Q,1,1,Q, 1) whereQ = aP. Here, implicitly, we have

x=1/a. Fromrx = b/awe getr = b andm = (—b)Q. Hence this input is valid.
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The first component of the output Bfwill be therefore(1-b)Q = abP. O

Remark. Note that sinceR succeeds with probability 1, it will run correctly on
the input instance passed to it in the above proof, even though its distribstion
distinguishable from those thRttakes. If required, it is possible to adjust the input
so that it has a distribution which is statistically close to those Riatkes. Note
also that by changing the generator, we have changed the group sualincheR

is working on. This new group scheme is a valid output of the setup proeedu

modified EIGamal, and henéewill run correctly.

Remark. Let us also note that modified ElIGamal encryption schemesiscure
when used in the multi-message scenario. This is because the adverseinpose
mp o = mp 1 = m for the second user and then recover the m&sky calculating

c5,—m. The scheme is, however, secwithoutrandomness-reuse [13].

5.2.2 Modified Cramer—Shoup Encryption Scheme

Another construction of an efficiemxSM-PKE hinted at by Kurosawa [60] is
based on the CS1a encryption scheme of Cramer and Shoup [37], madlifiad
analogous manner to the ElIGamal encryption scheme as presented in fhagprev
section. In this case, the construction is secure against adaptivenatipbertext
attacks in the standard model. Modified versions of the other schemestectse
in [37] also pass the weak reproducibility test without being fully reprdaac
The following scheme, however, is the most efficient among these scheniies a
sharegyas a domain parameter.

We use multiplicative notation for the ease of comparison with the original
scheme. The domain parametet is= (p,g,§,H), whereg andd are generators
of a groupG of prime orderp andH denotes a cryptographic hash function. The

key generation algorithm outputi, Xz, y1,Y2,2), a random element dZ,)°, as
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the secret key and the public key is set to/g8§2, 9”1 §"2, ¢*).

Encryption and decryption algorithms work as follows.

Epkg (m, PK) Dexe((4, b, c,d), SK)
e (g f,h)—PK o (X1,X2,Y1,Y2,2) < SK
o U—7, e v—H(4b,c)
e 4! e a« bl/z
e b—N o If @1TYVETY2Y £ d return L
e C—m-g" e m—C/a
e v—H(a,b,c) e Returnm

o delfu

e Return(4,b,c,d)

Theorem 5.4. The modified Cramer—Shoup scheme is weakly reproducible.

Proof. The weak reproduction algorithm is a natural extension of the one pegken

for modified EIGamal, returning
(& (c/m')? ¢, (c/m') g TVY2)),

wherev :=H(4, (c/m’)?,c). O

We leave open the IND-CCA security of the above scheme under the DDH
assumption.

A very important distinction in this case, however, is that the reproduction al-
gorithm produces an outputhich may not be a valid cipherteit the sense that
it cannot be an output of the encryption algorithm. In fact, for differaessage

reproduction, the encryption algorithm would never be able to producetiing
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like the resulting ciphertext. The returned output is, however, indistingblsh
from a valid ciphertext under the decisional Diffie—Hellman assumption.fddte
that the outputs oR may not be identically distributed to the outputs of the en-
cryption algorithm, but merely indistinguishable, implies that the proof strategy
presented in [14] doesot apply for this scheme. On the other hand, note that
the technique presented in the proof of Theorem 5.1 covers this andsorthitar

schemes.

5.3 Hybrid Encryption

Practical applications of public-key encryption are based on the hyhrigdmm
as described in Section 2.4.1. Sharing randomness across multiple instaaces
KEM may be justified, as before, as a means to achieve computational savings
when performing batch operations. In this section we study randomeess-r
for building efficientm-MR-KEMs andm-SK-KEMs (see Section 4.1.2 for defi-
nitions), a problem which has not been formally addressed in previots wo

The KEM primitive takes the recipient’s public key as the single parameter to
the encapsulation algorithm. In particular, unlike what happens in PKEsjoas
not control the value of the encapsulated key: this is internally generatieie ithe
KEM primitive, and its value depends only on the recipient’s public key anihen
randomness tape of the encapsulation algorithm. In this work we are intbozste
the role of randomness in building-SK-KEMs. This leads us to the following

categorisation of KEMs.

Definition 5.3. A KEM is public key independerif the following experiment re-

turns 1 with probability 1.
1. (SK,PK),(SK/,PK/) — GKEM(I)
2. I «— RKEM(I)
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5.3 Hybrid Encryption

3. (k, C) — EKEM(PK; r), (k/, C/) — ]EKEM(PK/; r)
4. Ifk =X return 1 else return0

Adaptation of the results in [14] to-MR-KEMs is straightforward. The same
is not true, however, fom-SK-KEMs. To justify why this is the case, we present
a reproducibility test for KEMs in Definition 5.4. It is a direct adaptation of the
reproducibility test for PKEs, considering that there is ho message inpiieto
encapsulation algorithm and that this returns also the encapsulated lsscrédit
can be easily shown that any KEM satisfying this test can be used to cctrestru

efficientm-MR-KEM with randomness-reuse.

Definition 5.4. A KEM is calledreproducibleif there exists a PPT algorithm R

such that the following experiment returhsvith probability 1.
1. (SK,PK), (SK',PK’) < Gggn(l)
2. 1 Reen(l)
3. (k,c) « Exu(PK;r); (¥, c") < Exem(PK';r)
4. If R(PX, c,PK’,SK') = (¥, c) return 1 else return0

Unlike mMR-KEMs there does not seem to be a natural way of constructing
m-SK-KEMs from single-recipient KEMs. The fact that the same key khbe
encapsulated for all recipients makes public key independent KEMs theos-
sible candidates to be used as base KEMs. However, any public keyeimdkmt
scheme which satisfies a reproducibility test such as that in Definition 5.4 must b
insecure, as anyone would be able to use the reproducibility algorithm tmobta
the secret key in an arbitrary ciphertext. In the following section we shmw h
the weak reproducibility notion for PKEs we obtained in Theorem 5.1 actually
fills this apparent theoretical gap, as it permits capturing the effiole8K-KEMs

constructions we have found in literature.
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5.3 Hybrid Encryption

5.3.1 Generic Construction ofm-SK-KEMs

As in Section 4.3.1, one trivial way to build secure randomness reumsiS-
KEMs is to use a secure weakly reproducible encryption scheme, antidoae
dom message to be the ephemeral key. However, the underlying enarygiieme
must have the same security guarantees as those required for the KEM.

A more practical way to build a fully secure-SK-KEM is to use a weaker
PKE through the following generic construction, which generalises the mKEM
proposed in [83] and extends the construction by Dent in Section 2.4e3ddrhain
parameters and key generation algorithm are the same as those of thigingder

scheme. Encapsulation and decapsulation algorithms are as follows.

Em-sk—xem(PK1, - .. ,PKm) Dm-sk—xem(c, SK)
o m<—9\/[pKE(|) ° mHDpKE(C,SK)
o r—H(m) o Ifm=1returnL
e Fori=1....m o I —H(m)

ci < Epkg(m, PK;;r)

If ¢ # Epke(m,PX;r) return_L

[ ] C<_(C17"'7Cm) ° k(—KDF(m)

* kKDF(m) Returnk

e Return(k,c)
HereH and KDF are cryptographic hash functions. The security argument for
this construction has two parts. The first part establishes the one-wasitgef
the mSK-PKE scheme associated with the base PKE. This follows directly from
the weak reproducibility theorem in Section 5.1 and the fact that one-wayiae
implied by indistinguishability. The second part builds on the previous result to

achieve IND-CCA security in thexSK-KEM setting using Dent’s construction

2We assume that various message spaces have exponential size irutity parameter.
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5.3 Hybrid Encryption

in Section 2.4.3. In this construction one models the hash funéti@md KDF
as random oracles and shows that the queries placed by any agueittanon-
negligible advantage in breaking the SK-KEM can be used to invert the one-

wayness of the underlying-SM-PKE scheme.

Theorem 5.5. The above construction is an IND-CCA secure m-SK-KEM, if the
underlying PKE is IND-CPA and weakly reproducible, and if we modehdKDF
as random oracles. More precisely, for any PPT adversary A ag#imsscheme

there is a PPT adversary B against the underlying PKE scheme such that:

AV s en(A) < 2M(Gh + 0k + dp)Advee 4 (B) +,

where ¢, gk and ¢ are the number of queries the adversary makes t&KBF-

and decapsulation oracles ardienotes a negligible quantity.

Proof. Let A denote an IND-CCA adversary against the generic construction with
non-negligible advantage. Modelling hash functions as random oraeéeson-
struct an algorithnB with non-negligible advantage in the OW-CPA game for the
m-SM-PKE. One-wayness can be easily adapted to multi-recipient schdlots.
that one-wayness of an-SM-PKE scheme is not necessarily implied by the one-
wayness of its base PKE [51]. However, since indistinguishability implies one
wayness and the indistinguishability property is inherited from the basemsche
due to the wREP property, we do have thatti&M-PKE is OW-CPA. The con-

crete reduction is:

Advi G e (B) < AdvPo P (C) + €1 < mAdvgie “P4(D) + .

Heree; ande, are negligible quantities, assuming that the message space has a size

super-polynomial in the security parameter. We omit the straightforwardsieta
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5.3 Hybrid Encryption

the proof of the above inequality.

On receiving them public keys for the OW-CPA gam@® passes these values
on to algorithmA. During A’s first stage, algorithnB replies toA’s oracle queries

as follows:

e H queries:B maintains a list C Mmy_su—pke(l) X Rn—su—pke(l) Which con-
tains at mosty pairs (m,r). On input ofm, if (m,r) € L thenB returnsr,
otherwise it selects at random from the appropriate randomness space, ap-

pends(m,r) to the list and returns.

e KDF queries:B maintains a listk € Mm_su—pke(l) X Kmn—sk—xen(l) which
contains at mostk + gp pairs(m,k). On input ofm, if (m,k) € L thenB
returnsk, otherwise it selectg at random from the appropriate key space,

appendsm, k) to the list and returnx.

e Decapsulation queries: on inp¢,PK), B checks for eacHm,r) € L if
Epxe(m,PK;r) = c; if such a pair existsB calls the KDF simulation pro-
cedure above on value and returns the result td. OtherwiseB returns

L.

At some pointA will complete its first stage and return some state information.
At this point, B calls the outside challenge oracle, and obtains a challenge cipher-
text (c1,...,cm) 0N some unknown*. Algorithm B now checks ifA has queried
for decapsulation on a tuple,,PX,) during its first stage. If this is the case, al-
gorithm B terminates. Otherwise it generates a randdgnand provides this té\
along with the challenge ciphertext.

In the second stagd3 answersA’'s oracle queries as in stage one. Whkn

terminatesB randomly returns a message franor L.

Now we analyse the probability that this answer is correct.
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5.3 Hybrid Encryption

Algorithm B’s execution has no chance of success (e@hif it terminates at

the end ofA’s first stage (event). Therefore:
PrSs] = PSS A —T| = Pr{Ss|—T] Pr{—T].

Note that the challenge encapsulation is independe#sofiew in the first
stage, so thah could only have queried decapsulation for one of the challenge en-
capsulations by pure chance. However, the size of the valid encapaidptioe for
each public key is the same as the message space. This means that thiitgrobab
thatB does not abort is

O

PI-T]=1- 12,

WhereM == |MmfsM7PKE(I)|-
Given that termination does not take plaB& simulation could be imperfect

if one of the following events occurs:

e EventE;: The adversary places a decapsulation query for a valid ciphertext,

andB returns...
e EventE,: The adversary queriés or KDF for the unknowm* value.
EventE; occurs ifA finds a valid ciphertext without queryird to obtain the
randomness required to properly construct it. The probability of this is

PIE] < q‘%’m,

whereR = | Ryn_sy_pke(l )| andym = ym(l) is the least upper bound such that for
everym-tuple (PK;)",, everym € Mm_su_pxe(l), €veryj € {1,...,m} and every

¢ € Gn-su—pke(l) we have

{r € Ron-su—pre(l) * [Em-su—pxe(m, (PKi)i%q;1)]j = c}| < ym(l).
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5.3 Hybrid Encryption

This follows from the fact that, sinde is modelled as a random orackecan only
achieve this by guessing the value of randomness. Moreover, thehilitybidnat
a given randomness generates a valid ciphertext is at ypg& and there are at
mostqgp such queries.

Note that we can write

PIE1 V Ey] < PHE1] + PHE,] < q'% + PHES].

On the other hand, sindeoperates in the random oracle model it can have no

advantage if everi; v E, does not occur. Hence we can write

Ak () = [PrS] —1/2)
= |P{SaA(E1VE)|+PrSan—(E1VEy)] —1/2|
< PHE1VE)]+1/2—1/2
\ < PF[EQ]-F%.
ow:
AV SThs(B) = PriSe] = PASs-T](1— 10
_ 1 @
do
— = (P - -2).
QH+QK+QD( 12 M)

Rearranging the terms we get:
PrE2] < (G + Ok +0p)AdVYY oz (B) + ?\7'3
Putting the above two results together we obtain the required result:
AdvP S (A) < 2(gH + Ok + gp ) AV SPA - (B) + 20p( % + yﬂ)

R
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5.3 Hybrid Encryption

The mKEM in [83] fits the general framework we introduced in this section by
instantiating the above construction with the EIGamal encryption scheme. The re
sults in this work permit introducing two interesting enhancements over the mKEM

in [83], if the above construction is instantiated with the modified EIGamal scheme:

e Stronger security guarantees disallowing benign malleability. The security
model in [83] disallows decapsulation queries on any ciphertext which de-

capsulates to the same key as that implicit in the challenge.

e More efficient encryption algorithm, savimg— 1 group operations.

5.3.2 An Efficientm-SK-KEM in the Standard Model

In this section we propose an efficiemtSK-KEM candidate, with conjectured
IND-CCA security in the standard model. To the best of our knowledge tltes
first such construction which could achieve this level of security andiefity.
The scheme, which is an adaptation of a KEM proposed by Cramer ang Shou
in [37], is as follows.

Once again we use multiplicative notation. The domain parametkrss
(p,9,6,H,KDF), whereg and g are generators of a group of prime orderp,
H is a cryptographic hash function and KDF is a key derivation functiore Key
generation algorithnGm_sk—xen(l) OutputssK = (x1,X2,¥1,Y2,2), a random ele-
ment oné x Zy, as the secret key arrk = (e, f,h) = (¢§2,9"§"?,g°) as the

public key. Encapsulation and decapsulation algorithms described below.
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Em-sk—keu(PK1, ..., PKm) Drm-sx—xex (¢, SK)

o« U—7Z, e Parsg4 ad)—c

e d— (G be—g! o (X1,X2,Y1,Y2,2) < SK

e k — KDF(4,h) e v—H(&a)

e Fori=1,...,m e b—a'/?
(&, fi, 1) — PK; o If PAtWIgetV2 L return L
a — h/
vi—H(@& &) * x— KDF@D)
di — e'f™ e Returnk
ci — (& a,d)

e Return(k,c,...,cm)

5.4 Tighter Reductions

5.4.1 Direct Reproducibility

In [14] the authors present tighter security reductions for the multi-redipan-
domness reusing schemes associated with the EIGamal and Cramer—Strgpp en
tion schemes. These reductions rely on the random self-reducibility pyyagehe

DDH problem [13]. The tighter reductions are achieved by using thisegstppo
unfold a single DDH problem instance, so that it can be embedded in the multi-
ple challenge ciphertext components required in the multiple user setting.sk the
proofs, the extra public keys and challenge ciphertexts required indbetien are
chosen in a controlled manner. For instance, one public key might havevenkn
discrete logarithm with respect to another. The following notion of repritdity

could be viewed as a generalisation of this type of proof strategy for tighitor

tions.
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Definition 5.5. A PKE scheme is calledirectly reproducibléddREP) if there exists
a triple of stateful PPT machinesR (R, Ry, R3) such that the following experi-

ment returnsl with probability 1.
1. (SK,PK) < Gpg(l)
2. (PK/,st) — Ry(PK)
3. 1 Rege(l); m — Mpge(l)
4. ¢« Epge(m,PX;r); ¢’ « Epgg(m,PX';r)
5. If ¢’ # Ry(c,st) return0
6. If c # Rs(c/,st) return 0 else returnl
We require the distributions &K andPK’ to be (almost) identical.

Note thatR; controls the generation of the public keys and the main reproduc-
tion algorithm R2) may take advantage of the state information produced by the
first algorithm. The existence of the third algorithm is required for the simulation
of decryption oracles for CCA-secure schemes and is not needed@irthenodel.

It is easy to show that:

Theorem 5.6. The associated randomness reusing m-SM-PKE scheme of a directly
reproducible and IND-atk secure encryption scheme is also secure ifNfDb-atk
sense. More precisely, for any PPT adversary A against the m-SEItR&e is a

PPT adversary B against the base PKE such that:

AdVeai e (A) < Adveg *(B).

Remark. It can then be easily shown that modified EIGamal is directly repro-
ducible R; on inputxP returns(sxRs)). This eliminates the factan in the proof

of Theorem 5.5.
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The above notion of reproducibility, not only permits deriving tighter ségur
reductions, but also gives rise to a new test for detecting additionainesherhich
allow randomness-reuse. In fact, we will show that a modified versioneoésh
crow ElGamal encryption scheme is directly but not weakly reproducihighgr-
more it can be easily checked that, unlike the weak and full reproducibility, tes
direct reproducibility of a PKE scheme is preserved under the FujisakirOto
transformation (see Section 2.4.2). It therefore establishes a new G&/ke-
cure single-message multi-recipient schemes with tight security reductions in th

random oracle model.

5.4.2 Modified Escrow EIGamal Encryption Scheme

Let us consider a modified version of the escrow ElGamal encryptiomszhin
this scheme, which doesot permit escrow decryption, the domain parameter is
| := (p,P,Q) whereQ =tP for t — Z}. The key generation algorithm outputs
(1/x,xP) as the secret/public key-pair far— Zy. The encryption algorithm on
input a message and a public kexP returns(U,V) := (r(xP),m-e(P,Q)") where

r is random inZy. One is able to decrypt this ciphertext using the secret Kay 1
by computingm :=V/e(U,(1/x)Q). Heree: G x G — Gt is a non-degenerate
efficiently computable bilinear map as described in Section 2.2.2.

The randomness-reuse properties of this scheme are as follows.

Theorem 5.7. The modified escrow ElIGamal encryption scheme given above is:
(1) IND-CPA secure under the decisional bilinear Diffie—Hellman aggion; (2)
directly reproducible; and (3) not weakly reproducible if the computatidiffie—

Hellman assumption holds in G.

Proof. (1) The security proof is analogous to that of escrow ElGamal [23].
(2) The direct reproducibility algorithr® = (Ry, Rz, R3) operates as follows.

Algorithm Ry on input a public kexP returns(s(xP),s) where st+= sis a random
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elementinZy. The algorithmR; on input a ciphertextU,V) = ((xr)Pm-&(P,Q)")
and state information st returfslJ,V). Itis easily seen thd® produces a valid en-
cryption ofm unders(xP). Algorithm R; returns((1/s)U,V). Note that the public
key s(xP) is identically distributed to public keys returned by the key generation
algorithm.

(3) Let (P,aPbP) ¢ G2 denote the CDH problem instance. Our goal is to

computeabP. The reproduction algorithm on input

(P,Q,xPrxPm-e(P,Q)",m,yR1/y)

outputs(ryP,m-e(P,Q)"). To computeabPwe pass tdR the input

(aRP,PbPe(bPaP),1,aR1).

This could be written as:

(P, (1/a)P,(1/a)P, (b/a)P (P, (1/a)P)°,1,P 1),

whereP’ = aP. Note again that sincB succeeds with probability 1, it will run
correctly on the above input instance. Here, implicitly we haxel/a. Fromrx =
b/awe getr = b andm = 1. Note also thay = 1. Therefore the first component of

the output oR will be (b- 1)P' = abP. O

The direct reproducibility test also poses an interesting problem, which con
cerns public-key encryption schemes with chosen ciphertext securite istaim-
dard model. In particular, the construction of dREP algorithms for Cranhexs
type encryption schemes remains open. Alternatively, one might be ablsigmde
a new reproducibility test which admits encryption schemes which are INB-CC

secure in the standard model with tight reduction.
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5.5 Extensions to the Identity-Based Setting

5.5.1 Reproducibility Notions

The notions of reproducibility considered in the previous sections cartbaded

to the identity-based setting in a natural way. However, due to the two level na
ture of IBEs, consisting of a trusted authority and users, randomeess-iand
reproducibility are better conceived in two dimensions: (1) for a congdantity,
moving across different TAs; and (2) for different identities underdame TA.

The latter case is, however, of greater importance in practice. For iestaina-

larly to the results of Bellare et al. [16], one could interpret randomnasse in

the stateful identity-based encryption setting.

Definition 5.6. An IBE scheme is callefdilly ID-reproducibleif there exists a PPT
machine R such that the following experiment retutngth probability 1 for any

two identitiesID, ID' € {0,1}*.
1. (Mpk,Msk) <+ Grgg(l)
2. r— Repe(l); mym" «— Mipg(l)
3. ¢ « E1pg(m, ID,Mpk;r); ¢’ < Epe(m’, ID',Mpk;r)
4, D — Xygg(ID',Msk)
5. If R(Mpk, ID, c,m’, ID',D’) = ¢’ return 1 else return0

An IBE scheme is callefiilly TA-reproducibleif there exists a PPT machine
R such that the following experiment returhsvith probability 1 for any identity
ID € {0,1}*.

1. (Msk,Mpk), (Msk’,Mpk’) « Gipg(l)
2. 1 Ryge(l); m,m’ — Mg (l)
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3. ¢ « E1pg(m, ID,Mpk;r); ¢’ < Epg(m’, ID,Mpk';r)
4. If R(Mpk, ID, c,m’,Mpk’,Msk’) = ¢’ return 1 else return0

One can then prove analogous reproducibility theorems as in the public-key
setting. The only difference in the proofs is the presence of an extramtiate for
each TA. These are handled easily using the extraction oracle for thd BEar
the knowledge ofisk’s. Note also that for full randomness-reuse across different
TAs and different IDs, we need reproducibility for both IDs and TAs.

Similarly, one can formulate weak reproducibility and theorem in the IBE set-

ting.

Definition 5.7. An IBE scheme is calledeakly ID-reproducibléef there exists a
PPT machine R such that the following experiment retdmath probability 1 for

any three identitiegD;, ID, ID3 € {0, 1}*.
1. (Msk,Mpk) <+ Grgg(l)
2. r— Repe(l); mym" «— Migg(l)
3. ¢1 < E1pg(m, ID1,Mpk;r); c2 «— Epg(m, ID2, Mpk;r)
4. Dy « X1ypg(ID2,Msk); D3 « Xipg(ID3, Msk)
5. If R(Mpk, ID1, c1,m,IDy,D2) # co return0

6. If R(Mpk,ID;,c1,m’,ID3,D3) # R(Mpk, IDy, cp,m’, ID3, D3) return O else re-

turn 1

An IBE scheme is calledeakly TA-reproducibléf there exists a PPT machine
R such that the following experiment returhsvith probability 1 for any identity
ID € {0,1}*.

1. (MSk1>MPk1)7 (MSk2>Mpk2)a (MSk37Mpk3> — GIBE(' )
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2. I« KIBE(I)l m,m’ — MIBE(I)
3. c1 < E1pg(m, ID,Mpky;r); c2 < Erpg(m, ID,Mpky;r)
4. If R(Mpky, ID, c1,m, Mpky, Msky) # c2 return0

5. If R(Mpky, ID, c1,m’,Mpks, Msks) # R(Mpk,, ID,cp,m’,Mpks, Msks) return O

else returnl

The direct reproducibility test can also be formulated in the identity-baged se
ting. We omit the details here, and only mention that the definition should (It asse
the existence of an algorithm for simulation of extraction oracles underreiiffe
TAs®; and (2) pass identities to reproducibility algorithms as they are chosen by

the adversary in the security games.

5.5.2 Boneh and Franklin’s Scheme

The IBE scheme of Boneh and Franklin allows for full randomnesseretd$e
workflow scheme in [3] and the hidden credential systems in [27, 53] @&xhie
property to gain efficiency. Note that scheme considered below is onlyTRE

secure.
Theorem 5.8. Boneh and Franklin’s IBE scheme is fully ID- and TA-reproducible.

Proof. We prove this theorem simultaneously for IDs and TAs by considering
aux = Xpe(ID',Msk’) for different TAsand identitiesID’. The reproduction al-

gorithm on input(Mpk, ID, c,m’, Mpk’, ID', aux) returns

(C17ml ®H(e(cy,aux))),

wherec = (c1,c2) = (rP,m® H(e(Mpk,H1(ID))")). The correctness of this algo-

rithm can be checked easily. O

3This might result in a non-polynomial-time game definition.
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5.5.3 Sakai and Kasahara’s Scheme

The IBE scheme of Sakai and Kasahara is an interesting case to studirowen
Lemma 5.4 that Sakai—Kasahara is not weakly reproducible for IDs or TAs
scheme is in fact insecure with randomness-reuse across differentDBspite
this, the scheme does allow for randomness-reuse across differsrfbifA sin-
gle ID. However, the reduction presented below is not a hybrid arguraadtjs
based on an assumption which is stronger than the security of Sakai antldfa
IBE scheme in the single-user setting [30]. This highlights the fact thatenseh
which does not satisfy the reproducibility tests is not necessarily inseditine
randomness-reuse.

This scheme which encrypts a message for an idemtitynderm different
TAs is defined as follows. Key generation and secret key extractidih@isame as
those in the Sakai—Kasahara IBE scheme as described in Section 2.4tEmc
and decryption algorithms are given below.

Em-Ta—sy—18e(m, ID,MpXky, . .., Mpk ;) Dm-ta—su—18e(C, )

or<—Z’6 e (UV)—c

Fori=1,....m o t—eU,S

Ui — I’(Mpki + H]_(ID)P]_) «me VaH (t)
2

V —n@Hy(e(P,P)") Return
® m

¢ C— (Clv"'7cm)

e Returnc
Theorem 5.9. The above scheme is IND-CPA under theg+ 1)-BDHI assump-
tion (see Section 2.2.2) in the random oracle model. Here g is the maximubenum

of extraction queries under a TA.
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Proof. (Sketch The proof is an extension of that in [30]. LAtbe an adversary
against the scheme, we constrBcattacking themg+ 1)-BDHI problem. Algo-
rithm B receives the tupléR, xR ..., x"4"IR) as its challenge. It selects, .. g
andry,...,rmrandomly fromZg. Itthen set$ = |‘|?:1[(r1x+hj) . (rmx+hj)|R=

Y b CixIR=: f(x)R. The pointP is the global group generator. AlgorithBinow
definesMpk; = ri(xP) — hoP, and therefore, implicitlyMsk; = rix— ho. Note that
XPis calculable.

The non-repedil; queries are answered hy+ hg for non-challenge identities,
and byh for the challenge identity. Extraction queri€®D;,Mpk;) are answered
by computing the above product with the te(mx+ h;) omitted. TheH, queries
are answered randomly.

The challenge is constructed by selecting a randoand settingJ; = rjwP

wherew is randomly chosen ii;,. The challenge tuple is well-formed:
Ui = s(Mpk; + hoP) = s(rixP— hoP + hoP) = s(rixP) = r;(sxP) = riwP,

wheresis the implicit randomness and it equalgx.

Now we choose a random eleméntrom the second hash list and compute
(t/t")¥/%, wheret’ = e((f(x) — co)/XR (f(X) + co)R). Note thatcy # 0. This is
the correct answer if= e(R R)®. This value ot will be on the list aH,, being a

random oracle, one-time pads O

The non-reproducibility of the IBE of scheme of Sakai and Kasahanaisep

next.

Lemma 5.4. If the IBE scheme of Sakai and Kasahara is OW-CPA secure then it

is not weakly ID- or TA-reproducible.

Proof. It is easy to see that the one-wayness of the scheme implies the hardness

of the CDH problem. So letP,aP,bP) be a CDH input instance. For weak TA-
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reproducibility note that a reproduction algorititnwhenm’ = m, on input
(I1,...,17) = (P.Mpk,r (Mpk + H1(ID)P),V, ID, Mpk’, Msk')

outputs as its first component

I3

r(Mpk/ + Hl(ID)P) = d|Og|1(|2) +Ha(ls)

(I7+Ha(ls)).

If the input(aP,P+hP—h(aP),bPV, ID,aP, 1) whereh = Hy(ID) is passed to the

reproducibility algorithm, we obtain

la bP
legll(Iz) + Hl(|5) (|7+H1(|5)) = (1—|-h) _ abP

~ 1/a+h/a—h+h

Note that the input to the reproducibility algorithm is well-formed &hdill run
correctly on it.

For weak ID-reproducibilityR on input
(P XP,r(xP+Hy(ID)P),V,ID,ID’,1/(x+ Hy(ID'))P)

outputsr (xP+ H(ID)P) as its first component. We may now unmaskom V

by computing
XP+H1(ID)P) —r(xP+Hy(ID')P)

r(
P = H1(ID) — Hy(ID) ’

asH;(ID) # H4(ID'). This contradicts the one-wayness of the scheme. [

5.6 Open Problems

We conclude this chapter by presenting some problems for further chsear

1. Prove the security of the modified Cramer—Shoup scheme in Section 5.2.2
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and them-SK-KEM in Section 5.3.2. Can the latter be done by formulating

a useful notion of reproducibility for KEMs?

2. All schemes considered so far are EIGamal-based. Are there navElG

based randomness reusing schemes?

3. Itremains an important open problem to construct IBE schemes in the stan

dard model which allow for randomness-reuse across users.

4. Randomness-reuse can be studied for other cryptographic prinstivgs
as CLE schemes, signcryption schemes or hierarchical IBE schemes. On
can also consider the problem of reusing randomness across diffeypn
tographic primitives. If achievable, constructions which are based om su

primitives may be improved.
5. Are Cramer—Shoup based encryption schemes directly reproducible?
6. Are the full reproducibility and/or weak reproducibility tests necesaary

7. As we shall see in Chapter 8, it is possibleataplify security of a specific

scheme by reusing randomness. Can this be done in a generic way?

8. Is it possible to generalise tight security reductions? More generddbt, i/
the relation between randomness-reuse and the random self-reducibility o

hard problems underlying a scheme?
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Chapter 6

Cryptographic Workflow

In this chapter, following the work of Al-Riyami et al. [3], we define the natio
of key encapsulation mechanism supporting cryptographic workflow-KEM)
and prove a composition theorem which extends the notion of hybrid eemyp
to cryptographic workflow. We then generically construct a WF-KEMfran
identity-based encryption scheme and a secret sharing scheme. Chaismtext
security is achieved using one-time signatures. Adding a public-key @tiamy
scheme we are able to modify the construction to obtain escrow-freemessn-|
trast to the previous construction, we prove our generic scheme to e sethe
standard model. We refer the reader to Chapter 1 for an introductionyptoer
graphic workflow. This chapter first appeared in [11] and reprss@mt work

with Manuel Barbosa.

6.1 KEM Primitives for Cryptographic Workflow

6.1.1 Access Structures, Policies and Credentials

We first explain how we treat access structures (see Section 2.3.8) éomstruc-

tions. We follow an approach similar to that in [3], but we briefly clarify thisgnpo
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6.1 KEM Primitives for Cryptographic Workflow

stating our assumptions on their meaning in real life.

Suppose that we would like to encrypt a message such that only British hation
als can read. One way to achieve this would be to have a TA who issesEntials
only to those who possess British nationality. For example, the Home Officlelwou
be the obvious TA to issue British Nationality certificates. However, it coulithbe
case that two or more TAs are able to issue such a credential. For insthace,
user’s employer could, after checking the appropriate documentatiant ger a
similar credential. We therefore need to specify precisely which authoritsreve
trusting. The need for this is even more apparent when the policy is mordexamp
Consider the policEnglish A English A Adult, where the first two policy terms
refer to nationality and language with credentials issued by the Home Offite an
the British Council, respectively. It could also be the case that the samerityth
issues credentials on age and nationality: it is up to the authority to interpret the
semantics.

For this reason, we view a policy term as a pgaib,Mpk) whereID € {0,1}"
is an identifier for the policy term aribk is the public key of the authority issuing
the credential described iIb. We denote bynthe number of distinct TAs present
in the system, by the number of distinct policy terms in an access structure and

by k the number of distinct policy terms in a qualifying set.

6.1.2 KEMs Supporting Cryptographic Workflow

A key encapsulation mechanism supporting cryptographic workflow KREM)

is defined as a four-tuple of PPT algorithms as follows:

o Gyr_xen(1%,m): This is the probabilistic authority key generation algorithm
which on input a security parametef and the number of TAm, which is
required to be polynomial iR, outputsm authority secret/public key pairs

((Mskj,Mpk;))™,, as well as a domain parametieand descriptions of the
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6.1 KEM Primitives for Cryptographic Workflow

key, randomness and ciphertext spaces. These are denot&g bym(l),

Rur—xem(l) and Gir—xen(1), respectively.

o Xyr—xem(X,Msk): This is the probabilistic credential extraction algorithm
which on input a policy ternX, consisting of a policy identifier/authority
public key pair(ID,Mpk), and the secret keysk corresponding tdipk, out-

puts a pair(crd, X) which we call acredential

e Eyr_xen(?P): This is the probabilistic key encapsulation algorithm which on
input an access structueonn policy termsP = {X, ..., X,} outputs a pair

(k,c) wherek € Kyr_xen(l) andc is an encapsulation &f

e Dyr_xem(c,crd): This is the deterministic decapsulation algorithm which on
input an encapsulationand a list of credentialsrd, outputs a keyk or a

failure symbol L.

A WF-KEM is calledcorrectif for every policy P on n policy terms the fol-
lowing experiment returns 1 with probability 1. In what follows,n € N and are

polynomial in the security parameter.
. ((Mski, Mpk;)){;  Gur—xkem(1,m)

=

2. (k,C) < Eyr—xem(?P)

3.Q«7P

N

. ParseX,,...,%,) —Q
5. [erd]j «— Xyp—_ken (X, Mski;),1 < j <k

6. If k = Dyr_xeu(C,crd) return 1 else return O
The indistinguishability games against chosen credential and cipherteksatta
for a WF-KEM are defined as follows. As in [3] we call this noticgcipient

security
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6.1 KEM Primitives for Cryptographic Workflow

(m,n)-IND-atk

l. ((MSklvMpk|)>Pll — GWF—KEM(]-K; m)

2. (P*,st) — AP (Mpky, ..., Mpk)

w

. ko — Kuyr—xem(l)

4. (k1,C") < Eyr_xem(P")

(631

b {0,1}
6. b — A (kp,C*,st)

AdviT) TPtk (A) - 12 Pl = b — 1.
Here P* must be om policy terms;0; and O, contain credential extraction and

decapsulation oracles subject to the following restrictions:

e The set of queries that the adversary makes to the credential extract@e o

must not form a qualifying set af*.
e The adversary cannot query the decapsulation oract&.on

We distinguish adaptives¢k = CCCA) and non-adaptiveagk = CCCA™) chosen
ciphertext and credential attacks. The difference is that in non-aeagitacks, the
adversary is not allowed to query the extraction oracle onXapy(ID,Mpk) with
X € P* in the second stage of the game (as opposed to a qualifying X&t iofthe
adaptive attack). Recall from Section 2.3.8 ti#étis a collection of susets ¢.

As usual, a WF-KEM is called IND-CCCA (IND-CCCA secure if all PPT
attackers have negligible advantage in the above game as a function ofuini¢yse
parameter.

Note that WF-KEMSs are intrinsically multi-user, as anyone who is able to ob-
tain a qualifying set of credentials will be capable of decapsulating. Hexvav

most practical cases this probably will not be the case, as the credefitgltpom
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6.1 KEM Primitives for Cryptographic Workflow

semantics will include the intended recipient’s identity. This is related to another
important characteristic of WF-KEMs. Any colluding set of TAs who candurice
a qualifying set of credentials are also able to invert the encapsulatidnthen

means that a WF-KEM is not escrow-free.

6.1.3 KEMs Supporting Escrow-Free Cryptographic Workflow

The notion of a KEM supporting escrow-free cryptographic workfldt\(\VF-
KEM) implies modifying the previous primitive to remove recipient ambiguity.
We follow an approach similar to [3] and [5] whereby the primitive is extertded
include a recipient public and private key pair.

EFWF-KEMs are defined through five PPT algorithms. Four of these algo-
rithms are analogous to those defined for WF-KEMSs. In addition to thesaldie a

an extra user key generation algorithm:

e Geryr—xen(1%,m): This is the probabilistic authority key generation algo-
rithm which on input a security parametef and the number of TAsn,
which is required to be polynomial iR, outputsm trusted authority se-
cret/public key pairg(Msk;,Mpk;))",, as well as a domain parameteand
descriptions of the key, randomness and ciphertext spaces. Thatenated

by Kerwr—kem(l), Rervr—kem(l) and Gerwr—xen (1) respectively.

o Glryr_xen(1%): This is the probabilistic user key generation algorithm which

on input of the security parameter outputs a private/public key(p&iPK).

o Xerur—xem(X,Msk): This is the probabilistic credential extraction algorithm
which on input a policy ternX, consisting of a policy identifier/authority
public key pair(ID,Mpk), and the secret kaysk corresponding tdipk, out-

puts a pair(crd, X) which we call acredential
e Errmyr_xen(?P,PK): Thisis the probabilistic encapsulation algorithm which on
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6.1 KEM Primitives for Cryptographic Workflow

input an access structugon n policy termsP = {X;,..., Xy} and a public
keyPK, outputs a paifk, c) wherek € Kgryr—xem(l ) @ndcis an encapsulation

of k.

e Derur—xem(C, crd, SK): This is the deterministic decapsulation algorithm that
on input an encapsulatior) a list of credentialsrd, and a secret kegk

outputs a ke or a failure symbolL.

An EFWF-KEM is calledcorrectif for every policy P on n policy terms the
following experiment returns 1 with probability 1. In what follows,n € N and

are polynomial in the security parameter.
1. ((MSkIaMPk|))P;1 «— GEFWF*KEM(lKa m)

2. (SK,PK) < Gppyp_geu(1°)

3. (k,C) <« Egryr—xem(P,PK)

4. Q — P;ParseXi,,..., %) — Q

5. [crd]j < Xgpur—keu(Xi;,Mskj;),1 < j <K

6. If k = Dgpyr—xem(C, crd, SK) return 1 else return O

Recipient security for an EFWF-KEM is defined through a game very similar
to that presented for a WF-KEM. The only difference is that here theradvwy is
provided with a user key pair which is generated at the beginning of the. getrse
captures the notion that even the user who knows the private key musggsos
qualifying set of credentials to decapsulate. The game is specified belihe tait.
Again, P* must be on at mostpolicy terms; thed; and O, oracles are exactly as in
the previous game for adaptivet = CCCA) and non-adaptive chosen credential

attacks(atk = CCCA™).
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(m,n)-IND-atk (m,n)-IND-CCA

1. (MSki 7Mpki )inl]f_GEFWF—KEM <1K) 1 (MSki , Mpkl )Iril «— GEFWF—KEM (1K>
2. (SK,PK) « GgFWF—KEM(lK) 2. (SK,PK) « GEFWF—KEM(]-K)

3. (P*st) ALt (Mpk;)™ ;, SK,PK) 3. (P*st) —AQ((Mski,Mpk;)™ ;,PK)

4. ko — Kerwr—kem(l) 4. ko — Kervr—xem(l)

5. (k1,C") < Egpyr—xen(P", PK) 5. (k1,C") < Egpyr—xeu(P", PK)
6. b {0,1} 6. b {0,1}

7. 10— AP (kp, C*, ) 7. b — A% (kp, C*,SY)

To capture escrow-freeness, we follow the approach in [3] andelefiernal
securitythrough the indistinguishability game shown above on the right. Note that
the adversary controls everything except the user’s secret keg.#anust be on
n policy terms;0; and O, denote a decapsulation oracle subject to the restriction
that the adversary cannot query it oh An EFWF-KEM is called IND-CCCA
(IND-CCCA™) and IND-CCA secure if all PPT attackers have negligible advan-
tage in the above games as a function of the security parameter, whertaahs
are defined as

AdvimE i 2™ (A) i= [2Pi = b] — 1]

for the recipient security and
AdVerm gen ©(A) = 2P = b] -1

for the external security. Here we requireandn to be polynomial in the security

parameter.
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6.1.4 Hybrid Encryption Supporting Cryptographic Workflow

The concept and security model of an encryption scheme supportingrebee
cryptographic workflow (EFWF-ENC), as proposed in [3], are d=fim a very
similar manner to an EFWF-KEM. Following [3], an encryption scheme suppor
ing escrow-free cryptographic workflow (EFWF-ENC) is defined wa #PT al-
gorithms. The algorithm&gryr—enc (1%, M), Gepyr—gnc (1¥) andXgryr—gnc (X, Msk)

are identical to that of an EFWF-KEM. Encryption and decryption areksis.

e Errur—enc(m, 2,PK): This is the probabilistic encryption algorithm which on
input a message, an access structur® and a public keyPK, outputs a

ciphertextc.

e Derur—enc(C, crd, SK): This is the deterministic decryption algorithm which
on input a ciphertext, a list of credentialerd and a secret ke§k, outputs

a message or a failure symboll.

The correctness of an EFWF-ENC scheme is defined similarly to that of AHEF
KEM.

The recipient security model is defined below. HePé must be om policy
terms, and>; and O, denote credential extraction and decryption oracles subject to
the following restrictions. In the CCCA model the set of queries that theradme
makes to the credential extraction oracle should not form a qualifying sobBé
In the CCCA™ model there is the additional restriction that the adversary cannot
call the extraction oracle on any= (ID,Mpk) with X € P* in the second stage of

the game. Also, the adversary cannot query the decryption oradie on
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(m,n)-IND-atk

1. ((Mski,Mpk;))"; « Geryr—enc(1¥,m)
2. (SK,PK) « GEFWF—ENC(]‘K)

3. (mg,my, P*,st) «— ALY ((Mpk; )™, SK, PK)
4. b—{0,1}

5. ¢* <« Egpyr—gnc(mp, P*,PK)

6. b «— AS?(c*,st)

AdVERR e =T(A) = 2P’ = b] - 1],
Escrow-freeness, or external security, is captured via the game.bklere,
P* must be om policy terms, and); and O, denote a decryption oracle subject to
the restriction that the adversary cannot query itn
(m,n)-IND-CCA

1. ((MSk| s Mpkl )){11 — GEFWF—ENC(1K7 m)

2. (SK,PK) A GIEIZFWF—ENC(]'K)

w

. (mo,mg, P*, St) — ALY ((Msk;, Mpk; )™, , PK)
4. b {0,1}

5. ¢" «— Egpyr—gnc(mp, P*, PK)

6. b A2(c,st)

AV me C(A) = 2P’ =b] —1].
Using an EFWF-KEM and a standard DEM with compatible key spaces, one
can construct a hybrid encryption scheme supporting escrow-fygographic

workflow in the usual way:
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Egrwr—enc(m, P, PK) Depwr—enc(C, crd, SK)
® (k,C) < Egpyr—xen(?P,PK) e (C,c)«—¢C
o ¢ Epgy(m,k) ® k — Depyr—ken(C, Crd, SK)
e c— (C,c) e If k=1 returnL
e Returnc e m <« Dpgy(c,k)
e Returnm

The following theorem relates the security of this hybrid encryption scheme
to that of its EFWF-KEM and DEM components. A similar result holds for non-

escrow free primitives.

Theorem 6.1. The hybrid EFWF-ENC scheme as constructed above is secure in
the recipient and external security models if the underlying EFWF-KENREM

are secure. More precisely, fartk € {CCCA,CCCA™}, and any PPT adversary A
against the EFWF-ENC scheme, there are PPT adversarienB B, against the

EFWF-KEM and the DEM such that:

AdVimE e 2 (A) < 2AdVem gmn - (B1) + AdVES, O (By),

n)— IND—CCA n)— IND—CCA _
Advl(irpwrll?—ENC (A) < 2AdVg1]:wrp—KEM (B1) + AdVggM CCA(BZ)-

The proof of this theorem is similar to that of compositiomeSK-IBKEMs

and DEMs presented in Theorem 4.1.

6.2 Generic Constructions

6.2.1 A WF-KEM Construction

We first present a construction of a WF-KEM using an IBE scheme ratsgtaring

scheme and a one-time signature scheme (see Sections 2.3.8 and 2.3.hior defi
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tions).
The authority key generation and credential extraction algorithms of thé-res
ing WF-KEM are direct adaptations of the master key generation andt $&gre

extraction algorithms of the underlying IBE:

o Gyr_xen(1%,m): Runs theGpg(1¢) algorithmm times in order to obtain

((Mskj,Mpk;))",. The key space iSur_kem(K) = {0, 1}*.

o Xur_xem(X,Msk): ParsesX to get(ID,Mpk), extractscrd = Xipg(ID,Msk)

and returngcrd, X).

We let (Ggrs, Sig,Ver) denote a one-time signature scheme andSe$ 1)

be a secret sharing scheme. The encapsulation and decapsulatiithralgare as

follows.
EWF—KEM(T) DWF*KEM(C| |07 Crd)
e (vk,sk) < Gors(1¥) e If Ver(c,0,vk) # 1 returnL
o k«— %F*KEM(K) [ ] (Cl,...,Cn,Vk,auX,fp) «—C
° (Shr,aux)HS(lK’k,fP) e Forj=1...,k

(crd,X) « [crd];
e Forj=1...,n
Find ¢ corresponding t&X
(ID,Mpk) < X
([shrlj|vkj) < Drge(ci, crd)
¢j « Ergg ([shr]j|[vk, ID, Mpk)
If ([shr]j||vk;) =1L return_L

e C—(c1,...,cn, vk, aux, P) If vk # vk return L
e 0« Sig(c,sk) e k «— S7I(shr,aux)
e Return(k,c||o) e If k=1 returnL

e Returnk

Note that, similarly to what is done in [43] for multiple encryption in the public-

key setting, one could use an IBE primitive modified to include non-malleable

151



6.2 Generic Constructions

public labels to bindrk to each individuakj. We chose not to do this so that we
could base our construction on the more standard IBE primitive and seauritgl.

The security of the above construction is captured via the following theorem.

Theorem 6.2. The above construction {gn,n)-IND-CCCA secure if the underly-
ing IBE is IND-CCA secure, the OTS is UF secure, and the secret shsehreme is
information-theoretically secure. More precisely, for any PPT advergaagainst
the WF-KEM, there are PPT adversarieg &1d B, against the OTS and the IBE

scheme such that:

Advie” ™ (A) < 2AdVgis (By) +2mrf - Advrgz = (B2).

Proof. We prove the theorem using a sequence of five gataesy,...,Gamey.
Let A be an adversary against the generic workflow construction. We dbyp&e

the event thaf guesses the challenge bit correctlyGhme;.

Let Gameg be the original IND-CCCA attack game. Hence

(1/2)- Advip e (A) = | PriSo] —1/2].

To obtainGame; we introduce a single change: all decapsulation queries where
the OTS verification key included in the challenge is reused by the adyeasar
answered immediately with.

We claim thatA’s probability of success changes negligibly. Eetdenote
the event that the adversary submits for decapsulation a valid ciphéctgxy,

different from the challenge ciphertefd*||o*)®. Given thatGameo andGame; are

INote thatdifferentin this case means a single bit and, in particular, allows the attacker to reuse
c* oro*.
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identical, unles& occurs, we have

|PlSo] — PriS;]| < PrE].

To show that this difference is negligible, it suffices to demonstrate that Pr
must be negligible. This follows easily from the observation that any admers
that causeg& to occur with non-negligible probability can be used to directly con-
struct an algorithnB; which wins the strong unforgeability game against the OTS

scheme with advantage[Bt. Therefore

| PriSo] — PriSy]| < Advgrs(By).

Now we chang&ameq SO that decapsulation queries immediately returior
all ciphertexts which reuse one or more challenge componrgraad correspond-

ing policy terms in?*. We call this new gaméame, and we claim that

PrS] = Pr[S].

To prove this claim, we argue thdt is the correct decapsulation result for
this type of ciphertext irGame;. To see this, note that all queries which reuse
vk* are already returnind_, so we only need to consider the case wheket
vk*. However, by construction, adf' components will returek* when decrypted,

causing the decapsulation consistency check to fail.

We obtainGames by changing the way in which the challenge encapsulation
is constructed: the; challenge components are constructed using shares resulting
from a completely random ke, (but still usingauxy).

Once again, we claim tha@'s probability of success changes only negligibly
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when one moves téame3z. We prove this claim using a hybrid argument similar to
that in [13].

We show that iff P{S;] — Pr[Sg]| is non-negligible, then it is possible to build
an algorithmB, which runsA as a subroutine, interpolates between the two games,
and has non-negligible advantage in the IND-CCA game that defines thetgec

of the IBE scheme. AlgorithrB, works as follows:

e B, chooses a random valden the range 1..,n, wheren is the number of

policy terms.

e B, generates the key pairs far— 1 credential authorities and obtains the
m-th master public key from the external IBE attack gants. randomly

permutes these public keys and passes them én to

e On input a challenge policg*, algorithmB, constructs the challenge en-

capsulation as follows:

— If the master public key from the external IBE game is not associated
with the ¢-th policy term (evenf;), B, terminates. Lek, be the first

component of thé-th policy term, and D, the identifier inside it.

— By chooses three keys), k1 andk, at random, passeg andk; to-
gether with?* to the secret sharing algorithm to obtdshry, auxy)

and(shr, auxj).
— By runsGors to obtain(vk*, sk*).
— Forshares 1..,¢—1, B, constructsj using[shri];|[vk®.

— For the/-th shareB; calls the external challenge oracle Dby with

(mo,m1), Wheremg = [shr3],||vk* andm; = [shr]]¢||vk™.

— For all remaining share®;, constructs:j using[shr3];|[vk®.
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— By now generates a random biaind providey, to the adversary, along

with the challenge ciphertext (which usesx]).
¢ Credential extraction queries are handled as follows:

— The knowledge of the master secret keysnor 1 of the authorities
allowsB; to directly answer most extraction queries using the IBE ex-

traction algorithm.

— For credentials associated with the authority from the external secu-
rity game,B, will call the secret key extraction oracle provided in that

game.

— Algorithm B, will terminate if A chooses to extract the secret key asso-
ciated withX, (eventF,), as this would be an invalid query in the IBE

game.
e Decapsulation queries are answered as follows:

— The necessary credentials are obtained by running the credential ex-

traction simulation algorithm above.

— The exception i, in the challenge, for whicB, simply calls the ex-
ternal decryption oracle. Note that by the rules#me, the adversary
will not be able to forcd3; to perform a decryption query which is dis-
allowed in the IBE security game. All queries associatigvith X,

are immediately answered with.

e WhenA returns a bit’, algorithmB, will return 1 if b= b’ and 0 otherwise.

First we look at the probability th&, does not fail.
We call the event thd®, failsFail. Since the events, andF, are independent,

we have:

1
Pr{-Fail] = Pri=Fi AR = Pri-FR] - [-R) > —
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The latter inequality follows from the following observations:

e There is a 1-irm probability thatA will output a policy in which the/-th
share must be extracted under the authority corresponding to the éxterna

IBE game.

e For any non-trivial policy, there is at least one credential whicbannot

extract. Hence there is at least a 1richance that this is théth share.

Let b be the bit returned b, andb be the secret bit in the external IBE

security game. We have

AdvI—CCA(B,) — |Prib = 1|b = 1] — Prib = 1|]b = 0]]

— P—Fail]-|Pfb=1lb=1A—Fail] — Pib=1/b = 0A —Fail]|.

Let us now focus on executions Bf which do not abnormally terminate. It is
clear that algorithnB, runsA in the environment ofame; if / = nand the external
challenge oracle uses. Similarly, algorithmB; runsA in the environment of
Games if £ = 1 and the external challenge oracle usgsThis is true regardless of
the fact that the adversary will be able to open up some ot fr@omponents in
the challenge which may contain shares associatedwwitfihis is guaranteed by
the information-theoretical security of the secret sharing algorithm arkdebfact
that the adversary is never allowed to obtain a qualifying set of credentials.

Hence, we have
PriS] = Prio=1/¢ =nAb=1A-Fail],

and
PI[Ss] = P{b= 1|/ = 1Ab=0A—Fail].
BecauseB; generateg uniformly at random at the beginning of its operation,
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the following summations hold for any executioni:

_ n n —
Plb=1b=1A-Fail] = % Z(Pr[b =1¢{=iNb=1A-Fail))

n

Prio=1/b = 0A—Fail] = % Z(Pr[f) =1/ =iAb=0A—-Fail)).

1=
Now we observe that for any 2 i < n, by constructionB, guarantees the

following
Prb=1/¢=iAb=0A-Fail] =Pib=1/¢ = (i— 1) Ab= 1A —Fail].

Cancelling out the summation terms, we obtain

Pio = 1lb=1A-Fail]—Pib=1]b=0A-Fail] =

1 - — . _
= ﬁ(Pr[b: 1l =nAb=1A-Fail|-Prlb=1¢{ =1Ab=0A-Fail]).
Putting these results together, we have
1
Advig “4(B,) = = Pr-Fail]- |PS] — P3|,

and finally

|PriS] — PriSs]| < mrf - Advige “**(Bg),

which demonstrates that the advantage of any advers&amisy must be negligi-

bly different from that inGame; if the underlying IBE is IND-CCA secure.

To complete the proof, we introduce a final gate, where the only dif-
ference toGames is the fact that we replace theix; component in the challenge

by aux3. Again, the information-theoretical security of the secret sharing scheme
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guarantees tha’s view in the two games is identical:

PrSs] = Pr{Sy].

Finally, we have that because no information regarding the secret lsi¢ oy
the challenger can be leaked by the challengeaite,4, the adversary can have no
advantage:

PSy] = 1/2.

Putting together the previous results we obtain the expression in Theorem 6.2

O]

For computational secret sharing schemes we obtain the following. This res

is further explained in Section 6.3.

Theorem 6.3. The above construction {gn,n)-IND-CCCA™ secure if the under-
lying IBE scheme is IND-CCA secure, the OTS is UF secure, and thet sbar-
ing scheme is IND-SSA secure. More precisely, for any PPT adyefsagainst
the WF-KEM, there are PPT adversarieg, B, and B against the OTS, the IBE

scheme and the computational secret sharing scheme such that:
AdviiP- CECA™ (A) < 2AdVIES (B1) 4+ 2mrf - AdvIN2—CCA(B,) - AdviNP—SSA(By),

Proof. (Sketch The proof is very similar to that for Theorem 6.2. However, in
this case, we know exactly which credentials the adversary has extidated

the first stage, and that it is unable to extract credentials related to thengwalle
in stage two. This makes it possible to show that, if the IBE scheme is IND-CCA
secure, the adversary’s advantage changes negligibly if we chaagéptiertext
components to which the adversary has no access by encrypting réitdgirmgs

of appropriate length. Once in this game environment, the adversarési@zde
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can then be used to directly win the IND-SSA game against the secretgharin
scheme. The simulator selects the shares that the adversary will berregdram

the external IND-SSA game when it is about to construct the challengee &lh

the other ciphertext components contain random data, any advantagiéngaay

obtains must come from attacking the secret sharing scheme. O

6.2.2 An EFWF-KEM Construction

We now extend the previous generic construction to achieve escrewefss. We
build an EFWF-KEM using an additional component: a PKE scheme. The au-
thority key generation and credential extraction algorithms are as in the BW-K
construction. The user key generation algorithm is that of the underhyig P

scheme. Finally, the encapsulation and decapsulation algorithms are:

EEFWF*KEM(EPa PK) DEFWF*KEM(C‘ |07 Crda SK)
o (vk,sk) « Gors(1¥) e If Ver(c,0,vk) # 1 returnL
o ki, ko — Kgrur—kem(K) e (c,c1,...,cn,vk,aux,P) < C
e (shr,aux) <« S(1%,k,P) e Forj=1,...,k

_ (crd, X) « [crd];
® C < EPKE‘.(k2| ’Vk,PK)
Find ¢; corresponding t&X

e Forj=1,....n ([shr]j||vk;j) < Drgg(ci, crd)
(ID,Mpk) < X; If ([shr];||vkj) =L return L
cj < Expe([shr]j[|vk, ID, Mpk) If vk;j # vk return L

o C— ((?7 cla"‘vcn7Vk7 auX7T) [} kl HS_l(Shr, a'l.lX)

e 0« Sig(c,sk)

ko < Dpke(c, SK)

e Return(k; @ kp,cl|0) o If k=1 ork, =1 returnL

Returnki @ ko
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6.2 Generic Constructions

Again we have two security results which depend on the security proviged b

the underlying secret sharing scheme.

Theorem 6.4. The EFWF-KEM construction given above (i, n)-IND-CCCA
and (m,n)-IND-CCA secure if the underlying PKE and IBE are IND-CCA secure,
the OTS is UF secure, and the secret sharing scheme is informatiorettoady
secure. More precisely, for any PPT adversary A against the EF\ENtKthere
are PPT adversaries Band B against the OTS and the IBE/PKE scheme such
that:

Adviryr Gen(A) < 2AdVors(By) +2mrt - Advige“* (Bp),
AdVEzys “ien(A) < 2AdVprs (Br) + 2Advee “*(B2).

We present the proof in two stages. First we address IND-CCA secanity
then IND-CCCA security.

Lemma 6.1. The construction i$m, n)-IND-CCA secure if the underlying PKE is
IND-CCA secure and the OTS is UF secure.

Proof. We construct this proof using a sequence of four ga@aeey, . ..,Games.
Let A be an adversary against the generic workflow construction. We dbyp&e

the event thaf guesses the challenge bit correctlyGhme;.

Let Gameg be the original IND-CCA attack game. Hence

(1/2) - Advgrye “gen(A) = | PiSo] —1/2].

To obtainGame; we introduce a single change: all decapsulation queries where
the OTS verification key included in the challenge is reused by the adyeasar
answered immediately with.

We claim thatA’s probability of success changes negligibly. Eetdenote
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the event that the adversary submits for decapsulation a valid ciphéctgx},
different from the challenge ciphertefd*||0*).

Given thatGameg andGame; are identical, unlesB occurs, we have

| PS] —PriS]| < PrE].

To show that this difference is negligible, it suffices to demonstrate that Pr
must be negligible. This follows easily from the observation that any admetisat
cause< to occur with non-negligible probability can be used to directly construct
an algorithmB,; which wins the UF game against the OTS scheme with advantage
Pr[E]. Therefore:

| PriSo] — PriSy]| < Advgrs(By).

Now we chang@&@ame; so that decapsulation queries immediately returfor
all ciphertexts which reuse one or more challenge compongraad correspond-

ing policy terms inP*. We call this new gam@ame, and we claim that

PS;] = PriS].

To prove this claim, we argue thdt is the correct decapsulation result for
this type of ciphertext irGame;. To see this, note that all queries which reuse
vk* are already returnind_, so we only need to consider the case wheket
vk*. However, by construction, ati' components will returek* when decrypted,

causing the decapsulation consistency check to fail.

Finally, we obtainGames by changing the way in which the challenge encap-
sulation is constructed: the PKE challenge component is constructed usimg-a

pletely random string of the correct size.
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Once again, we claim th&'s probability of success changes only negligibly
when one moves tGamez. To prove this claim we show that [P{S] — PS3]|
is non-negligible, then it is possible to build an algoritiBxnwhich runsA as a
subroutine, interpolates between the two games, and has non-negligibfetcapya
in the IND-CCA game that defines the security of the PKE schdBaavorks as

follows:

e B, generates all the IBE-related parameters itself and obtains the public key
for the PKE scheme from the IND-CCA game. These are all handed over to

the adversary.

e Eventually the adversary outputs a challenge pafityandB; constructs the

challenge as follows:

— B, generates the OTS key pairk*, sk*).
— B, generates three secret kays k1 andks.

— B, passe%;||vk* and a completely random bit string of the same size

to the external IND-CCA challenge oracle.

— By usesk; to construct the part of the challenge ciphertext which relies

on the secret sharing scheme and the IBE scheme.
— By calculates the OTS and completes the challenge ciphertext.

— Now By flips a coinb. If b =0 thenB; hands ovekg and the chal-
lenge to the adversary. Otherwise, the adversarylgetsk, and the

challenge ciphertext.

e Eventually the adversary will output its gudssandB, will return Lifb=b’

and 0 otherwise.

e Throughout its entire operatid®, is able to answer decapsulation queries

correctly according to the rules 6&me,. It takes advantage of its knowledge
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of all the IBE parameters and the external PKE decryption oracle to a&chiev
that. Again,A is not able to forceB, into placing an invalid query to this
oracle because by the rules @me, any query which includes the PKE

challenge ciphertext can be immediately answered with

Let b denote the secret bit in the PKE IND-CCA game, zﬁdenoteBz’s
guess. It is clear thaB, will run A in an environment consistent wittame, or
Games, depending on whether the PKE challenge oracle enciggtek* (b = 0)

or the random string(= 1). Hence we can write:
PiiSy] = Prib=1|b=0] = Prlb=1}b=0],

PiSs] =Prib=b|b=1] =Prb=1/b = 1].
However, by definition, we have that
AdviiR-CCA(B,) — |Pib = 1/b = 0] — Prlb = 1|b = 1],
which leads to
| PrIS] — Pr{Ss]| = Advgz ““4(By).
Finally we observe that iGame3 the adversary can have no advantage, since
no information abouk; is present in the challenge. Hence

PrSs] =1/2.

The lemma follows from the combination of the game transition result<.]

Lemma 6.2. The construction igm, n)-IND-CCCA secure if the underlying IBE
scheme is IND-CCA secure, the OTS is UF secure, and the secr@igliaheme

is information-theoretically secure.
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Proof. (Sketch This construction is very similar to the WF-KEM construction that
is proven secure in Theorem 6.2. The only difference in the ciphertéxe isclu-
sion of an additional component which corresponds to the PKE enctipsutéa
random secret.

Furthermore, in the credential security model for an EFWF-KEM, the radve
sary knows all the parameters for the underlying PKE, including the tdeeyeso
the additional component in the challenge ciphertext is adding no additieca s
rity. We need only to show that the public-key component also does ncadieg
the security of the construction. To do this we analyse how the adversaly c

obtain additional advantage, and show that this is not feasible.

Global Parameters: The global parameters for the PKE component are com-
pletely independent from the remaining global parameters, so the aveesa

obtain no additional advantage through them.

Challenge Oracle: The challenge ciphertextis constructed using an information-
theoretically secure 2-out-of-2 splitting of the secret key. One of theeshia
handed over to the adversary, since it can open up the public-key cemipdut
this provides no information whatsoever about the encapsulated sedess the

adversary can learn something about the other share.

Decapsulation Oracle: The strategy used in Theorem 6.2 to handle decapsula-

tion queries can also be used in this case.

Credential Extraction Oracle: Any credential extraction oracle queries that the
adversary may perform will provide no more advantage than it would oatgimst
the WF-KEM construction, as the IBE component is completely independérg o

PKE component.
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To summarise, a complete proof of the IND-CCCA security of this EFWF-
KEM construction would be almost identical to the proof in Theorem 6.2, the
only difference being the fact that ti& and B, algorithms would need to in-
clude the PKE component in their interaction with the adversary. Thesathlger
would generate the additional parameters themselves, provide them to #re adv
sary, and use them to answer any related decapsulation queries thdveingaay

might make. O
Again for computational secret sharing we have the following result.

Theorem 6.5. The above EFWF-KEM construction {gn,n)-IND-CCCA™ and
(m,n)-IND-CCA secure if the underlying PKE is IND-CCA secure, the undegly
IBE is IND-CCA secure, the OTS is UF secure, and the secret shachgmee is
IND-SSA secure. More precisely, for any PPT adversary A agaiesiwh-KEM,
there are PPT adversaries;BB, and B against the OTS, the IBE/PKE scheme

and the computational secret sharing scheme such that:

Advirs e (A) < 2Advgrs(By) -+ 2mrt - Advigz = (B,) + Advgs” 5% (By),

AdVEzs e (A) < 2AdVgrs (Br) + 2AdVee ** (B2).

Proof. (Sketch The only difference introduced by allowing for a computational
secret sharing scheme resides on the credential security resultipésmesecurity
is guaranteed by the OTS and PKE schemes. The same argument présethted

WF-KEM construction in Theorem 6.3 applies here. O

6.3 Discussion

The main contribution of our work in this chapter is that, through our generic

constructions and composition theorems, and using underlying compornigots w
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achieve the required levels of security in the standard model, we are abte to o
tain the first WF-ENC and EFWF-ENC schemes which are provably séctine
standard model.

There are, however, other interesting aspects to the results presernted in

previous sections, which we now discuss.

Relation with the original construction in [3]:  The concrete escrow-free work-
flow scheme in [3] is defined as a full encryption scheme, although internally it
is structured as a KEM-DEM construction. The basic building-block in th&/KE
part is a weak version of the IBE scheme by Boneh and Franklin [23bs€n
ciphertext security is achieved globally through a transformation akin taigeat

in the KEM constructions in [38], which is valid in the random oracle modeleHer
we require fully chosen ciphertext secure individual componentsttanday we
achieve global CCA security in the standard model comes from the IBE to PKE
transformation in [29], adapted to multiple encryption in [43].

Our constructions do inherit the combination of a secret sharing scheme, a
IBE scheme and a PKE scheme. However, if we allow for computationaltsecre
sharing, then we can only achieve IND-CCCAecurity. This is true even if the
underlying secret sharing scheme tolerates adaptive chosen shake.atfanis
is the main difference between the security of our construction and thaf.in [3
Intuitively this can be explained as follows. Using random oracle heuriean
perform date bindingbetween challenge share values and the challenge ciphertext.
This makes it possible to construct the challenge without explicitly knowing the
shares, and directly map the adversary’s credential extraction queredernal
calls to a share extraction oracle. The standard model does not allowrntiee sa
proof strategy, so we cannot prove the security of our constructgaiast adaptive

credential extracting attackers unless we adopt perfect secrénghdrhis will
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only be an issue in terms of the overall efficiency of the constructions,hwiie
discuss below.

Finally, it is interesting to note the effective application of the randomness-
reuse technique, as described in Chapter 5, in the original scheme toeachie

pressive computational and ciphertext length savings.

Relation with multiple encryption:  This work builds on the general results by
Dodis and Katz [43] for chosen ciphertext security of multiple encryptidaw-
ever our constructions require that we extend these results in threrediféspects:
(1) we consider adaptive user corruption attacks; (2) we investigaergiesed ac-
cess structures; and (3) we require a mix of identity-based and pulylierazyp-
tion techniques. Our results imply that equivalent extensions can bedénithe

context of generic multiple encryption.

Relation with certificateless encryption: We will not explore this connection

in detail due to space constraints. However, we do note the similarity between
the security models of a CLKEM (see Chapter 7) and the EFWF-KEM security
models introduced here. This similarity implies that a simplified version of our

construction considering only one credential and a single authority caedre

as a CLKEM which can be proved IND-CCA secure against (normalgTygnd

Type-ll adversaries.

Efficiency considerations: We analyse the efficiency of our constructions by
looking at their computational load and ciphertext lengths. A high-level aisgly
shows that the computational weight associated with encapsulation ampbdieca
tion is that of sharing the secret key, encryptingnishares using the IBE scheme,
possibly encrypting another secret key with the PKE scheme, and tjegesa

one-time signature. The corresponding ciphertexts include the publimghar
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formation,n IBE ciphertexts, possibly one PKE ciphertext, the OTS verification
key and a signature string.

An obvious way to optimise the end-result is to choose underlying components
which are themselves efficient. For example, adopting the IBE scheme af Sak
and Kasahara [30] one obtains a solution which is computationally more efficie
than the original construction in [3]. However, there are three techsiginch
can further improve the efficiency of our constructions.

The enhanced IBE to PKE transformation proposed in [24], which replac
the OTS component by a MAC and a weak form of commitment has also been
adapted to achieve chosen ciphertext security in [43] for a weak fomudiple
encryption. It turns out that this weak form of multiple encryption is sufficie
allow an extension to WF-KEMs similar to what we achieved with the OTS-based
technique. We chose not to include these results in this work as they leaddo mor
involved proofs and they are less intuitive.

The randomness-reuse technique can also be applied in this contextvetpowe
as stated in Section 5.6, there is currently no IBE scheme which is IND-CGAese
in the standard model, and which allows reuse of randomness across idefttities
we settle security in the ROM, for the fully secure version of the Bonehmidira
IBE scheme, we can obtain bandwidth and computational (point multiplication)
savings by reusing the first component in all IBE ciphertexts. Further iapro
ments may be attainable by reusing the same randomness in the PKE component
as in [3].

Our constructions can be easily adapted to work with IBE and PKE schemes
extended to take labels as additional parameters, and bind them non-matteably
ciphertexts. This adaptation reduces to using the OTS verification key kbtie
Potential benefits of this would arise from labelled IBE or PKE schemes which

achieve this functionality more efficiently than the direct non-malleable labelling
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that we adopted in our constructions [86].

As a final note on efficiency, we look at the potential benefits of usingra co
putational secret sharing scheme rather than a perfect secretgsbelnieme. The
main advantage in this is to obtain share sizes which are smaller than the shared
secret, which is important when the secret is large. For example, the sahfgap
uses a perfect secret sharing scheme as an underlying componglittaa suxil-
iary secret key. This key is then used to encrypt the results of partitiorer(¢tpttye)
secret using an information dispersal algorithm. This provides share wizieh
asymptotically approach the optim&|/n by detaching the size of the (large) se-
cret from the input to the perfect secret sharing scheme. In ourth@sé an
invalid argument, as the secrets we share are themselves the secrehlakyw/il

be used to encrypt data.
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Chapter 7

Certificateless Key Encapsulation

Mechanisms

In this chapter we extend the concept of key encapsulation mechanismstrthe
tificateless setting (a CLKEM). As done for the identity-based settings in-Chap
ter 3, we prove an appropriate CLKEM-DEM composition theorem and then g

a generic construction of secure CLKEMs based on weakly securat8EPKE
schemes. The security proofs in this chapter are substantially updatéongof
those which appeared in a joint with Kamel Bentahar, John Malone-Lebliged

Smart [20].

7.1 The CLKEM-DEM Paradigm

7.1.1 The CLKEM Primitive

We adapt the KEM definition of Section 2.3.3 to the case of the certificatelsss sy
tems as introduced in Section 2.3.6. A CLKEM is specified by six PPT algorithms

as follows.
e Setup(1¥). This is a global setup algorithm, which takes as input the secu-
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rity parameter 1 and returns the Key Generation Centre’s (KGC) secret key
Msk and domain parameteréncluding a master public keypk and descrip-
tions of key spacegrxen(l), ciphertext spac€uxen(l). This algorithm is

executed by the KGC, which publishes

e Extract-Partial-Private-Key(ID,Msk,|). A probabilistic algorithm that
takes as inputsk, | and an identifier strin@D € {0, 1}* representing a user’s
identity, and returns a partial private k& This algorithm is run by the

KGC, after verifying the user’s identity.

e Generate-User-Keys(ID,l). A probabilistic algorithm which takes an
identity and the domain parameters and outputs a secret Salaed a pub-
lic key PX. This algorithm is run by a user to obtain a public key and a secret
value which can be used to construct a full private key. The public key is

published without certification.

e Set-Private-Key(D,SK,I). A deterministic algorithm which takes as input
a partial private keyp and a secret valug and returns the full private ke
Again, this algorithm is run by a user to construct the full private decrpptio

key.

e Ecxen(PK, ID,1). Thisis the probabilistic encapsulation algorithm. On input
of PX, ID and| this outputs a paifk, c), wherek € Kerxen(1) is a key and

c € Couxen(l) is the encapsulation of that key, or an error symbol

e Derxen(c,S). This is the deterministic decapsulation algorithm. On input of

c andSthis outputs a kek or a failure symboll.

To define the security model for CLKEMs we simply adapt the security mddel o

Al-Riyami and Paterson [5] into the KEM framework.
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IND-atk-x5

1. (Msk,Mpk) < Setup(1¥)
2. (ID*,st) «— Afl(Mpk,aux)
3. (ko, C*) — ECLKEM(PK*a ID*, Mpk)

4. k1 — Kerxem(l)

ol

. b—{0,1}
6. b AS?(kp,c*,st)

Advgiges ™ (A) = 2Pt = b] - 1].
Here, as for CLEs, x is either | or Il arglis —, the empty string o#-, reflecting
the strength of the attack. When performing the encapsulation in line three abo
the challenger uses thaurrent public key PK* of the entity with identifierID*.
Furthermore, in a Type-Il attackux := Msk. The various oracle accesses allowed
are identical to those defined in Section 2.3.6, where we simply replace tle wor

“decryption” with “decapsulation”.

7.1.2 Combining CLKEMs with DEMs

Similarly to the identity-based composition theorem in Section 3.1.2, we prove our
CLKEM-DEM composition theorem which allows one to construct IND-CCA se
cure certificateless encryption schemes from IND-CCA secure CLK&hMsFG-
CCA secure DEMs. Again we assume that the key space output by the @LKE
corresponds to the key space required by the DEM, and that for &) kéyencap-

sulations decapsulate properly.

Theorem 7.1. Let A be a PPT adversary against the hybrid certificateless scheme

in the sense of IND-CCA-I and IND-CCA-Il adversaries, then thest®PT ad-
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versaries B and B, whose running time is essentially that of A, such that

AUV *4 ()

IN

2AdvVere " (B1) +Advpgy, “(By),

IN

Advgie “TH(A) < 2Advgey T (Ba) +Advig, “ (By).

The proof of this theorem is similar to that of Theorem 4.1. There is, haweve
an important difference when adapting Lemma 4.2 to the certificateless setting in
strong models. We can no longer provide decryptions on replaced pelykcand
we shall require the adversary to provide the associated secret \adudefined in
the normal Type-I model. This obstacle to proving natural composition theore
for strong models could be viewed as another argument against theameéein
practice. Also it can be easily deduced that analogous results hold &rmedels.

We note that since an IND-CCA=III ™ secure CLKEM is clearly IND-CCA-

I/ll secure, the above result allows us to combine an IND-CCAH"™ secure

CLKEM with a secure DEM, so as to obtain an IND-CCA-I/ll secure CLEesue.

7.2 CLKEM Construction

Our generic construction of a CLKEM can now be given as follows.
o Let (Gpxe, Epke, Dpke) be a public-key encryption scheme.
o Let (Grpg, X1pe, E18e, D1ge) be an identity-based encryption scheme.

We define our six algorithms as follows. The algoritBetup is defined to be
equal toGrgg andl is set to beMpk. The algorithm partial private key extraction
returnsD, the output fromX;gg(Msk,ID). The values returned by the user key
generation algorithm are simply the outpaisandPK from Gpge. The algorithm
Set-Private-Key returns the pa&é= (D,SK). Finally, using a hash functioHl,

encapsulation and decapsulation work as follows.
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ECLKEM(PK, ID,Mpk) DCLKEM(Q S)
e mj — Mpgg(PK) e (c1,c2)«—c
o my — Mipg(l) e (D,SK)«— S
e c1 < Epgg(mg,PK) e mj < Dpgg(cy, SK)
e cy «— Erge(mp, ID,Mpk) e my «— Drpg(c2,D)

e k — H(c1,PK,mp,mp) If my =1 ormp =1 returnL

® C «— (('_;17 CZ) e x«—H (Cl,PK,ml,mZ)

e Returnc e Returnk

7.2.1 Security Against Type-I- Adversaries

In this section we shall prove that Typé-security of our generic CLKEM con-
struction rests both on the security of the identity-based component of tamech
and on the security of the public-key component. Throughout the preahall be
dealing with the OW-cCPA™ security model. We refer the reader to Section 2.3.2

for the details.

Theorem 7.2. For any Type-I adversary A against our generic CLKEM construc-
tion in the random oracle model, there is an adversakyagainst the identity-
based encryption scheme in the OW-CCA sense and an adversagaBist the

public-key scheme in the OW-CPAsense such that:
Advgiges ™ (A) < 2(ah + Go)AdVEE" (B1) +2(apk + do + LAVEE"P (By).

Here o4, gpk, and ¢ denote the maximum number of calls that A places to the

random oracle H, public key request, and decapsulation oracles ctispdy.

Proof. Let A denote a Type-l adversary against our CLKEM as specified in the
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statement of the theorem. We [Elt* denote the challenge identity chosen Ay
after its first stage. We shall denote the target encapsulatief$y(cj, c3) which
encapsulates the keyj. Letm} denote the message encryptedjrunderPK*, the
public key of ID* at the time the challenge ciphertext is created, and:lelenote
the message encrypteddi underID*. Letk] denote a random key selected from
the co-domain oH, and letb denote a random bit; both outside the view of the
adversary. In the second stage of the game wk*let k;; denote the key given to
the adversary and we Ibt denote the bit returned by the adversary.

Security is proved using two gameésmeg andGame;. In each gam@&ame; we
let S denote the event that = b.

We letGameg denote the original attack game and so by definition
(1/2)- Advgige™ T (A) = |PSo] - 1/2].

In Game; we replace the public key request, public key replacement, full pri-
vate key extraction, the hash function oracle, and the decapsulatidesobgcthe

following.

e Public Key Request: We keep a listpk of triples (ID,PK, SK) which is at
most of lengthgpk + sk + dx + dr+ dp + 1, wheregg, gsk andqy are the
number queries placed to the public key request, full private key arigipar
private key extraction oracles. On input an identity; we check whether
this identity already appears on the list, if so we respond with eitier
Otherwise we calGpkg to obtain a new paifsSk, PK) insert(ID, PK, SK) onto

the list and then returpx.

e Public Key Replacement: If A wishes to replace the public key for user
ID with PK’ then we search thepk list for an entry corresponding toD

and replace this entry witfID,PX’, 1). If no such entry exists then we add
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(ID,PK’, 1) to the listLpk.

e Full Private Key Extraction: The challenger answers these queries by ob-
taining the appropriate secret value from the list and concatenating it
with the answer obtained by querying the partial private key extraction ora

cle.

e Hash Function: We keep a lisLy of tuples(k, c1,PK,mj,mp) of length at
mostgn + gp. If this oracle is called with inputcs, PK,m1,my) we perform

the following steps:

— If (k,c1,PK,m1,mp) is onLy, we respond witlk.

— If there is somé€k, c1,PK, L,mp) on Ly such thatc; is the encryption
of m; under the keyPK we respond withk (and update this entry to
make it(k, c1,PK,mj,mp)). Note, this step requires the complete plain-

text/ciphertext checking oracle.

— Otherwise we generateat random from the co-domain bff, we place

(k,c1,PK,mz,mp) ontoLy and respond witlx.

e Decapsulation Queries:On input of(c1, c2) andID, the simulator for algo-
rithm A can decrypt the componety to obtainm,, since it knows the master
key for the identity-based scheme. It returhsf my =1. Then, by making
a call to the public key request oracle we can obtain the public/private key
pair (PK,SK) from the listLpk corresponding to the identityd. There are

fwo cases:

— SK #.1, in which case the public key has not been replaced. We can
then usesK to decryptcs to obtainms, returning L if m; =1 . The simu-
lator for hash functiomd can then be called on the inpl;, PX, mj,m)

S0 as to obtain the encapsulated key
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— SK =1, in which case the public key has been replaced. We call
the ciphertext validity oracle ofc,PK) and returnl if c; is invalid.
We then searclhy to find an entry(k, c1,PK,m1,mp) such thatc; is
the encryption oh; under the keyPK. Note again that this uses the
complete plaintext/ciphertext checking oracle. If such an entry exists
then we returrk. Otherwise, if(k, c1,PK, | ,mp) appears oy we re-
turn k, else we generate at random from the co-domain &f, place

(k,c1,PK, 1, mp) ontoLy and returrk.

SinceAis working in the random oracle model its view in two games are identical:

PrSo] = Pr{S].

Before proceeding we define three events.

e R The event thatA replaces the public key farD* before the challenge

ciphertext is issued.
e E: The event thaf extracts the partial private key fab*.
e Ask: The event that the simulator fét is called with input(cj, PK*,mj,m5).

We immediately have the following.

PrS] = PISIAR+PISA-R

= Pi{Si|RIPR + Pr{S;|-R|(1— PrR)).

Also,
Pr{S|R = PriS A —E|R].

The last equality above follows from the fact that, by definition of a Typad-

versary, ifR occurs therk is forbidden.
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Now,

PiSSA—-EIR = PI1SA—-EAAsk|R]+PriS A —E A -Ask|R]

1
= PI‘[S_L/\—E/\Ask\R]JrE.

The final equality follows from the fact that, if the quefy;, PK*,m},m5) is never
made to the simulator fdfl, thenA can have no advantage.

We also have

PriSy|-R] = PrSiAAsk|-R] +Pr{S; A —Ask|-R]

1
= PrS AAsk|-R]+ >

Again, the last equality follows from the fact that, if the quéty, PK*,m},m3) is
never made to the simulator fét, thenA can have no advantage.

Putting the above equalities together we have:
|2P{S)) -1 = |2P{SiA—EAAsk|RPiR]+PriR +

+2PiS A Ask|-R|PrI-R] + 1 - Pr{R] — 1]

= |2PiS; A—E AAsk|R PrR] + 2PfS; A Ask|-R] P1[-R]|

IN

2P1iS; A —E A Ask|R]PHR| + 2P1{S; A Ask|-R| P{—R]

IN

2P{S A —E A Ask] 4 2PiS; A Ask|-R].

We now describe an algorithiB; to break the assumed OW-CCA security
of the identity-based encryption scheme used in the construction whendhe ev
S A —E A Ask occurs.

This algorithm rungA in a similar manner to how is run inGame;. The first
differences is how we respond £ partial private key extraction and decapsula-

tion queries in the construction 8k.
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e Partial Private Key Extraction: The challenger answers these queries us-
ing the IBE extraction oracle provided in the OW-CCA game. Note that the

simulation will not fail as the everi will not occur.

e Decapsulation Queries: We introduce an additional lidt;,. This list is
initially empty, it is updated by the new decapsulation oracle as described

below.

Suppose that we are responding to a quémy, (c1,c2)). If ID # ID* or

c2 # ¢ we respond as iflame; except that, rather than using knowledge of
the master key for the identity-based scheme which we no longer have, we
decryptc, using the decryption oracle providedBg. Otherwise, we make

a call to the public key request oracle to obtébx,SK) from the listLpk

corresponding to the identitsD. There are two cases.

— If SK #.1, we decryptcs, returningL on failure. If (k,c1,PK,mp) ap-
pears orl{, we returnk. Otherwise we generateat random from the
co-domain oH, add(k, c1,PK,m) to Lj; and respond witl. Note that
the simulation is inconsistent (&', c1, PK,m1,m5) with X’ # k is (going
to be) onLy.

— If sSK =L, we first check the validity o€, using the complete cipher-
text validity checking oracle. If this oracle returns 0, we return
Now if there is a(k,c1,PK,m1) in L{; such that the complete plain-
text/ciphertext checking oracle returns 1 Gn,PK,m;) we returnk.
Else we check ifk,c1,PK, L) appears ofh,, and if so returrk. Oth-
erwise we generate at random from the co-domain ¢f, add the
tuple (k,c1,PK, L) to L{; and respond witkx. Note that the simulation

is inconsistent ifx’, c1,PK, L, m}) with k" # k is (going to be) orLy.
To generate the challenge citphertextAowe proceed as usual to computg
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we obtainc; by relayingID* output byA to B;’s challenge oracle and we choose
k* at random from the co-domain bf.

Finally, at the end ofA's execution, we choose a random input fram and
output the last component, asB;’s attempt to recover the plaintext withis.

Let us define the event

e Ask’: The event that an entry of the forfR, c,PK,mj,m}) or (k, c,PK, L, m})

appears om.y.

Now, as longAsk’ does not occurA is run byB; in exactly the same manner
asA is run in Gameq; moreover, if the eventsk’ occursB; succeeds to recover
the plaintext withinc; with probability at least (g4 + 0p) since there are at most

(gu + 0p) entries inLy. HoweverAsk’ is implied byAsk. This tells us that

PI[Sy A —E A Ask] < P{S; A —E A Ask'] < (gy -+ 0p)AdvIs: €A (By).

We complete the proof by describing an adver&urpf the public-key scheme
used in our construction when the evéhat\ Ask occurs and the eventR is as-
sumed to hold throughout.

The adversary; is given a public keyK* for which it wishes to recover a
message from a ciphertext. To constrBgtwe runA in similar manner to howA

is run inGame;. The oracles that are modified are described below.

e Public Key Request: At the very beginning of the simulation we chodse
uniformly at random from{1,...,0gpk +0p + 1}. We maintain a listpx of
tuples(ID,PX, SK) of length at mostpx + qr+ Qs + gp + 1. We have two

cases when responding to a qu&by

— If we are responding to theth public key request, made either by

A directly or by the decapsulation oracle, or made by the challenge
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encryption oracle, we respond wilK* and add(ID,PK*, L) to Lpk.
We do not need to monitor queries from public key replacement and
full private key extraction oracles as these are not permittetbérin

stage 1 (we have conditioned oiR).

— Otherwise, we check whether this identity already appears on the list,
if so we respond with eitheéX or SK as appropriate and, if not, we call
Gpge to Obtain a new paifSK,PK) insert(ID,PK, SK) onto the list and

then returrpk.

e Hash Function: We modify how the hash function operates after the chal-
lenge ciphertext has been issued. Suppose that we are respondingeiy a
(c3,PK*,m1,mp), wherecj is the first component of the challenge encap-
sulation. Before proceeding as @lame; we check if the complete plain-
text/ciphertext checking oracle returns 1 on inftjt, PK*,m1). If so we out-

putm; and terminate the simulation.

To generate the challenge ciphertextAdiirst call the public key request oracle. If
we do not receiv@€K* in response we abort the simulation. If we do rec@kewe
proceed as usual to computg we obtainci by callingBy’s challenge encryption
andk* at random from the co-domain bf.

Now, conditioned on the evenrtR, when we are generating the challenge ci-
phertext we obtai®K* from the public key request oracle with probability at least
1/(gpk + 0o + 1). Assuming this is seAis run byB; in exactly the same way that
A'is run in Game; up until the eventisk occurs and, moreover, if the evendk

occurs,B, succeeds due to the simulationtdfabove. We conclude that

P{S; A Ask|-R] < (Gpk + Gp + 1)Adv3iz <A (By).
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7.2.2 Security Against Type-II" Adversaries

In this section we shall prove that Type-Isecurity of our generic CLKEM con-

struction rests solely on the security of the public-key component of trerseh

Theorem 7.3. For any Type-It adversary A against our generic CLKEM con-
struction in the random oracle model, there is an adversara@ainst the public-

key scheme in the OW-CPA sense such that:
AdveRad™ T (A) < 20rAdvi; < (Ba).

Here or = gpk + 0o + 1 and various g's are as in Theorem 7.2.

Proof. Let A denote a Type-it adversary against our CLKEM as specified in the
statement of the theorem. Security is proved via gata@eg, Game, andGames.
We defineID*, PK*, c* = (¢}, c3), mj, mj, kg, ki, b, b/, § andAsk exactly as in the
proof of Theorem 7.2.

We letGameg denote the original attack game and so
(1/2) - AdvgiRad®™ ™ (A) = | PriSo] — 1/2].

In Game; we replace the public key request, public key replacement, full private

key extraction and the hash function oracles by the following.

e Public Key Request: We keep a list.pk of triples (ID,PK, SK) which is at
most of lengthgpk + gr+ gsk + o + 1. On input an identityfD we check
whether this identity already appears on the list, if so we respondB¥ith
Otherwise we calGpgg to obtain a new paifSK, PK) insert(ID, PK, SK) onto

the list and then returpx.

e Public Key Replacement: If A wishes to replace the public key for user

ID with PK’ then we search thepk list for an entry corresponding toD
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and replace this entry witfID,PX’, 1 ). If no such entry exists then we add

(ID,PK/,J_) to the listLpk.

e Full Private Key Extraction: The challenger answers these queries by ob-
taining the appropriate secret value from the list and concatenating it

with the partial private key.

e Hash Function: We keep a lisLy of tuples(k,c1,PK,mj,mp) of length at
mostqgy +gp. If this oracle is called with inpufc, PK,m;, mp) we see whether
this pair already appears on the list, if so we respond with the appropriate
value ofk. Otherwise we generateat random from the co-domain &f,

we place(k, c,PK,mj,mp) onto the list and returk.

SinceA is working in the random oracle model, the two games are identical. We

have

PiS] = PrS)]
= PrS A Ask] + Pr{S A —Ask]

= PrS; AAsk]+ %

This last equality holds sindé is a random oracle; ik does not make the critical
query then it is able to determine whether or Rpts the encapsulated key with

probability at most 12. Hence we have
|Pr{S] —1/2| = PriS; A Ask| < Pr{S;|Ask].

In Game, a random valuéis chosen from{1,...,qr}, wheregr = gpk +0p +
1. In this game, we abort if thith query made either b directly or by the

decapsulation oracle or by the challenge oracle is not on the idé@ntity

1Again, we do not need to monitor queries from public key replacemenhtfahprivate key
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Let F; denote the abort event described above when considetegéi. Then
clearly Pf—=F4] > 1/qr. In addition we have B$;|Ask A —F;] = Pf{S|Ask]. This
gives us

Pr[S;|Ask]

PriSp|ask] = PriSylasi] -Pri-Fy > = ==,
T

The first equality above follows from the observations tha&Px Ask A —Fq] =
Pr{S1 A Ask] - Pr{—F1] and PfAsk A —F;] = Pr{Ask].
We claim that

Pr{S|Ask] = AdvZi=CPA™ (By)

for an algorithmBs,.

Algorithm B; runs as follows. It generatdfisk,Mpk) by runningGrgg(1¥).
WhenA outputsID*, algorithmBs; calls its challenge oracle to obtadsj. It gen-
eratesmy — Migg(l) and setsc) «— Eigg(mp, ID*, Mpk;r). Algorithm B, returns
(k*,cj,c3) for a randonk* from the co-domain oH as the challenge. Except the
following alterations, algorithnB, answers the oracle calls of the algoriti#njust

as the oracles do itlame>.

e Public Key Request: Thei-th query made either b directly or by the
decapsulation oracle or by the challenge oracle is replacédldyPK*, 1),
whereID* is the challenge identity output A4 andPK* is the input public
key for algorithmB,. Note that, by the restrictions in the Type-lmodel,
we will not need to extract the full private key fab*. Also PK* cannot be

replaced in the first stage.

e Decapsulation Queries:On input of(c1, c2) andID, the simulator for algo-
rithm A can decrypt the componety to obtainm,, since it knows the master
key for the identity-based schememif =, it returns_L. Then, by making

a call to the public key request oracle we can obtain the public/private key

extraction oracles as these are not permittedinin stage 1.
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pair (PK, SK) from the listLpk corresponding to the identiiD. If SK #.L, it
can then decrypt; to obtainms, returningL if m; =_. The hash functioi
can then be called on the inpi4t, PX, m1,m») SO as to obtain the encapsulated

key k, modifying the listLy as above.

If SK =_1, we perform the following steps:

— If c1is nota valid ciphertext, which can be determined via the complete

ciphertext validity oracle, we returi.

— If (k, c1,PK,mg,mp) is on the list_y then we check whethes is a valid
encryption ofmy, using the complete plaintext/ciphertext checking or-

acle. If so we outpui.

— If (k,c1,PK, L,mp) appears oy, we returnk, else we pickk at ran-

dom, placek, c1,PK, L ,mp) onto theLy and returrk.

e Hash Function: Here we modify the oracle to make it compatible with the
above decapsulation oracle Hfis called with input(c1,PK,mj,mp) then we

respond as follows:

— If (c1,PK) = (cj,PK*) and the complete plaintext/ciphertext checking
oracle returns 1 ofic1, PK,m3 ), we returnm; and terminate the simula-
tion.

— If (k,c1,PK,m1,mp) is on the listLy then we outpuk.

— If (k,c1,PK, L,mp) is on the listLy andc; is a valid encryption ofag
then we outpuk (and update the entry to reégl, c1,PK,mj,mp)). This

uses the complete plaintext/ciphertext checking oracle.

— Else we pickk at random, placék, c1,PK,mj,mp) ontoLy and return

k.
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With these simulations algorithi cannot notice the difference between run-
ning in Game, and running as a subroutine for algoritlBn Since we have condi-
tioned on the eventsk, algorithmB, will recoverm; successfully due to step 1 of

the simulation of the hash functidth above. Therefore:

AdVe-CPAT(By) = PHS|Ask]
PS:|AsK]

ar
|PS] —1/2|

ar
Advgrea ™ (A)

2qr

Y

Y

O]

Following our work, Libert and Quisquater [63] presented a certificasedma-
logue of the Fujisaki-Okamoto transformation. Given a CLE scheme with IND-
CPA-I and IND-CPA-II security, they construct a new CLE scheme tvigsecure
in the IND-CCA-I" and IND-CCA-IFF sense. This new transformation, similarly
to our construction, hashes the public key and identity of the receiven ahm-
puting the random coins of the encryption algorithm. The authors alsortrase
generic construction of an IND-CPA-x secure CLE scheme based BBuCPA
secure IBE and an IND-CPA secure PKE scheme.

Strongly secure CLE schemes in the standard model were recently f@esen
by Dent et al. in [41]. Two constructions are given in their paper. Tis ¢on-
struction, which utilises the machinery of zero-knowledge proofs akin tadhe
struction in [65], although quite general, is not practical. On the other,hthed

second construction, which is based on the IBE scheme of Waters [@#]cient.
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7.3 Further Problems

The work in this chapter could be extended in a number of ways:

1. Give a CLKEM based on Dent's construction in Section 2.4.3, together
with a (non-modular) proof that the resulting CLKEM-DEM construction
achieves strong security if the DEM is secure. This construction could also

eliminate the need for various oracles in the cCPAnodel.

2. More generally, extend the CLKEM-DEM framework to the strong secur

models.

3. Optimise (generic) constructions of CLE schemes which use a PKE and an

IBE as building-blocks via randomness-reuse.
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Chapter 8

Certificateless Signcryption

We saw in Section 2.3.6 that certificateless cryptography inherits from identity
based techniques a solution to the certificate management problem in puyblic-ke
encryption, whilst removing the secret key escrow functionality inheterhe
identity-based setting. Signcryption schemes [91] achieve confidentiattyan
thentication simultaneously by combining public-key encryption and digital signa
tures, offering better overall performance and security. In this chaptintro-
duce the notion of certificateless signcryption and present an effi@estraction
which guarantees security under insider attacks, and therefore psdaidvard se-
crecy and non-repudiation. The scheme is shown to be secure in ttoeramdcle
model under a variant of the computational bilinear Diffie—Hellman assumption.

The work in this chapter first appeared in a joint paper with Manuel Barbo[8].

8.1 Definition and Security Models

A certificateless signcryption (CLSC) scheme is defined by a six-tuple ofarP
gorithms. Four of these algorithms, the ones corresponding to key manaigeme

operations, are identical to those defined for certificateless encrystidesaribed
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in Section 2.3.6:

1. Setup(1¥). This is a global setup algorithm, which takes as input the secu-
rity parameter 1 and returns the Key Generation Centre’s (KGC) secret key
Msk and domain parametersncluding a master public kaypk and descrip-
tions of message spad¥isc(l ), ciphertext spac€crsc(l) and randomness

spaceRsc(l). This algorithm is executed by the KGC, which publishes

2. Extract-Partial-Private-Key(ID,Msk,|). A probabilistic algorithm that
takes as inputsk, | and an identifier strin@D € {0, 1}* representing a user’s
identity, and returns a partial private k& This algorithm is run by the

KGC, after verifying the user’s identity.

3. Generate-User-Keys(ID,l). A probabilistic algorithm which takes an
identity and the domain parameters and outputs a secretxalug a public
key PK. This algorithm is run by a user to obtain a public key and a secret
value which can be used to construct a full private key. The public key is

published without certification.

4. Set-Private-Key(D,x,1). A deterministic algorithm which takes as input
a partial private keyp and a secret valueand returns the full private ke
Again, this algorithm is run by a user to construct the full private decrpptio

key.
The signcryption and de-signcryption algorithms are as follows:

5. Sc(m, Ss, IDs,PKs, IDR, PKR, I;1). This is the probabilistic signcryption algo-
rithm. On input a messages Mc1sc (1), sender’s full private ke$ss, identity
IDs and public keyPKs, the receiver’s identityfDgr and public keyPKRg, the
global parameterk and possibly some randomness Rcisc(l), this algo-

rithm outputs a ciphertext € Corsc(l) or an error symbol. .
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6. Dsc(c, SR, IDR,PKR, IDs,PKs, ). This is the deterministic de-signcryption
algorithm. On input a ciphertext, receiver’s full private keysg, identity
IDr and public keyPKg, the sender’s identityDs and public keyPKs and the
global parameterk this algorithm outputs a plaintextor a failure symbol

L.

The correctness of a CLSC scheme is defined in the usual way.

Note that, as for identity-based signcryption, and unlike standard pudyic-k
signcryption, certificateless signcryption is intrinsically multi-user: there disio
tinction between the simpler one-to-one scenario and a fully-fledged muiti-use
scenario, as user’s identities are explicitly associated with ciphertexts.

In defining the security of certificateless signcryption we follow the common
approach in the literature [34, 26] where one does not consider atiagjeting
signcryptions where the sender and receiver identities are the samartibular
we disallow such queries to relevant oracles and do not accept this tygigne
cryption as a valid forgery. We discuss this issue further in Section 8.4.

The security game that captures the confidentiality requirement is basee on th
concept of ciphertext indistinguishability, and is defined as follows:

IND-atk-x

1. (Msk,|) < Setup(1¥)

N

. (mo,my, IDE, IDR,St) Afl(l,aux)

w

. b—{0,1}
4. c* «— Sc(mp, S5, IDE, PKE, IDR, PKE, 1)
5. b A2(c*,st)

AdVi o 2 ¥ (A) == [2Pib = b] - 1].

190



8.1 Definition and Security Models

Here we requirdDg andIDj to be distinct. Parametemux is the empty string
whenx = I and it is the KGC's secret keysk whenx = II. Note, it is possible
that the challenger is not aware of the secret value correspondinpgtdf the
associated public key has been replaced. In this case, we requirevérsag to
provide this valué Here, implicitly, the challenger continues to ussk whose
value could be unknown to the adversary.

The adversary has access to six oracles:

e Request Public Key On input an identityID, this oracle returns the corre-
sponding public key. If such a key does not yet exist, it is construciedyu

theGenerate-User-Keys algorithm.

e Replace Public Key On input an identityID and a validPK, this oracle

replaces the public key associated withwith PX.

e Extract Partial Private Key: On input an identityID, this oracle returns
a partial private ke for that ID, generated using tHextract-Partial-

Private-Key algorithm.

e Extract Full Private Key : On input an identityID, this oracle returns a full
private keyS for that identityS. If such a key does not yet exist, it is con-
structed using the appropriate algorithms. The adversary is not allowed to
query this oracle on any identity for which the corresponding public key ha
been replaced. This restriction is imposed due to the fact that it is unreason
able to expect that the challenger is able to provide a full private key for a
user for which it does not know the secret value. Additionally, the adgr
is never allowed to call this oracle on the challenge identitiZsand IDg.

To capturdnsider securitythis restriction applies only toDg.

1t is possible to formulate a strong challenge oracle which does not ruslyngmial time as in
Section 2.3.6.
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e De-signcrypt On input a ciphertext, a sender’s identity, and a receiver’s
identity, this oracle returns the result of running e algorithm on the
ciphertext, the sender’s public parameters, and the receiver’s fudtpikey.

Note that, it is possible that the challenger is not aware of the receiver's
secret value, if the associated public key has been replaced. In thisnas
require the adversary to provide?itOf course, the adversary is not allowed

to query this oracle in the second stage of the game*ounderIDg and

IDg, unless the public kepkg of the sendeor that of the receivePKy used

to signcryptm, has been replaced after the challenge was issued. We also

disallow queries wher&Dr = IDs.
Next we describe the additional oracle restrictions in each attack sc&nario

Type-I Adversary (IND-oCCA-l) : This scenario models an attacker which is a
common user of the system and is not in possession of the KGC'’s segrdttie
type of adversary is not allowed to extract the partial private keylbgyor IDg

if the public key of this identity has been replaced before the challengertéghe

was issued. To capture insider security (iCCA), this restriction is lifted fIDin

In our security analysis we use a weaker formulation of insider Typestrad
saries which we refer to as insider Tyge-Here the adversary is not allowed to

extract the partial private key aby, at all.

Type-1l Adversary (IND-oCCA-Il) : This scenario models an honest-but-curious
KGC, against which we want to preserve confidentiality. For this type wémrd
sary, the partial private key extraction oracle is not necessary, asltleesary can
simply generate these keys itself usitgk. Additionally, this type of adversary is

not allowed to replace the public key fobg or IDg before the challenge is issued.

2Note that, implicitly, the oracle answers continue to Msg, which could be unknown to the
adversary. Once again, a non-polynomial-time de-signcryption ocaclel also be formulated.

3In all of the following scenarios, if the adversary does not make angygéon queries it is said
to be an IND-oCPA/iCPA-x adversary.
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To capture insider security (iCCA), this restriction is lifted framg.

The following lemma justifies our definition of Typédttackers.

Lemma 8.1. If a certificateless signcryption scheme is IND-iCCA secure against
Type-ll and Type‘lattackers then itis also IND-iCCA secure against Type-| attack-
ers. More precisely, for any PPT Type-l adversary A there exist &iRErsaries

Bo and B, in Type-l and Type-Il models respectively, such that:
AQVEIR; T (A) < 2AdVER; 1T (B) + 2AdVER: T (By).

Proof. The intuition behind the proof is that we guess if the adversary is going to
replace the public key for the challenge identity or extract the partial teriey

for it and, accordingly, we use the adversary to win a Typa-h Type-Il security
game.

Let A be an insider Type-1 adversary against the CLSC scheme. We cdnstruc
an algorithmB which has non-negligible advantage against the insider Type-I
the insider Type-Il security game as follows. AlgoritiBreceives the parameters
from the Type-1 and Type-II security games. It flips a cairas to guess i\ will
be replacing the public key fdrDg (casec = 0) or extract the partial private key
for it (casec = 1). If c = 0 thenB passes the parameters from the Typgame to
A and outputs a random bit in the Type-Il game, otherwise it passes thageara
from Type-ll game and returns a random bit in Typ@ame. Let us define the

following two events:
¢ R the event thaf chooses to replace the public keyIoi, in the first stage.

e E: the event thaA chooses to extract the partial private keyIdg at some

point.
We now describe how algorithBianswers various queries madeAn each case.
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Casec = 0: Algorithm B answers the request public key, replace public key, partial
private key extraction and decryption oracles using his equivaleotesaWhen

A outputs two identitiedDg and ID; and two messages, algorithBralso returns

these to its own challenge oracle. The simulation fail& decides to extract the
partial private key ofiD; and not replace its public key (eveARAE). In this case

B outputs a random bit and terminates. The second stage of the game is simulated
as in the first case. Note that the simulation in the second stage féilever
decides to ask for the partial private keyInfs. This query is allowed i did not
replace the public key afDy, in the first stage (evertRA E). WhenA outputs a

bit b/, algorithmB also outputs this bit as his own guess.

Casec = 1: Algorithm B answers the request public key, replace public key, partial
private key extraction and decryption oracles using his equivalectesraWhen

A outputs two identitiedDg andIDg and two messages, algorithBnalso returns

these to its own challenge oracle. The simulation fails decided to replace the
public key of ID; and not extract its partial private key (evéht —E). In this case

B outputs a random bit and terminates. The second stage of the game is simulated
as in the first case. Note that the simulation in the second stage is perfect.AVhe

outputs a bit’, algorithmB also outputs this bit as his own guess.

We now analyse the probably that algoritfdmeturns the correct answer in one of
the games it plays. Ldi;r andb;; be the hidden bits in the Typé-dnd Type-II
games respectively. Let alég andb, denote the bit8 outputs. Note that if the
simulation does terminate unexpectedlyemains hidden from adversary’s view.

Note also thaf is not allowed to provoke the eveRt\ E. We have:

2PI’[b1 = bI’] = Pr[bl = bI/’C = 0] + Pl’[bl = bI/‘C = l} = Pl’[bl = bI/|C= 0] + %

194



8.1 Definition and Security Models

And similarly:

1
2P|’[b2 = bII] = Pr[b2 = bII|C: 1] + é

And hence:

a1 1
AQVIR; 1T (B) = |Prloy = by[c=0] - |,

. 1
AdviR ACCA-IIB) = |Prby = byrjc=1] - §|.
Now:

Priby =bp|c=0] = Prb;=bp AEijc=0]+Prb; =by AEyJc=0]+
+ Pr[blzbl//\E3‘C=0]

= Pr[bl =bp A E1|C= 0] + 1/2—|— Pl'[bl =by A Eg‘C = 0},
whereE; := RA—-E, E; := -RAE andEjz := —-RA —E. Similarly:
Pr[bz = bII’C = 1] = 1/2+ Pr[b2 =br A E2|C: 1] + Pr[bz =b A E3|C: 1]

Now if we denote byb; the hidden bit in the resulting Type-lI game from the above

simulation thatA is trying to win, we have:

Prib’=bilc=0] = Prby=bpyAEijc=0]+Prb/ =bp AE|c=0]+

+ Pr[bl =bp A E3|C= 0].
And also:

Pr[bl = bI|C = 1] = Pr[b/ =bir A E]_’C = 1] + Pl’[bg =br A Ez‘C = 1} +

+ Pr[bz = bII A E3|C: 1]
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Adding up the previous two equalities we get:

2Pr[b':b1] - Pr[b]_:bI/‘C:O}—%+Pr[b/:b1//\E2|C:0]+

+ Pl’[b2:b11|C: 1]—%—|—Pr[b':bn/\E1|C: 1]

Subtracting 1 from both sides, taking absolute signs and using the equadities d

rived for the advantage & above we obtain:

AVEES P H(A) < AVEE; T (B) + AdvE: T (B) +
1
+ |Pib =bp AEyjc=0]— é‘ -

1
+ ‘Pr[b/:bII/\EﬂC: 1]*§|

It remains to bound the quantities between the absolute signs above. Weeachie
this by noting that algorithnB has the same probability of success in Typard
Type-ll games, if this success is achieved using e¥enbr eventE;. This is

because is independent ofA’s view until eventE; or eventE, occurs in each case.

Hence:
Prib'=bp AEyjc=0] = Prb' =bi; AEzjc=1] =Prb, = b1 AEjc= 1]
< Pr[b2 = bII‘C = 1],
Pr[b’ =Dbir A El‘C = 1} = Pl‘[b/ =by A E1’C = O] = Pr[bl =bp A El‘C: O]
< Prby=br|c=0].
Therefore:

AAVEE: () < 2AVES: T (B) + AV T (B).
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The authenticity property required for certificateless signcryption schiesne
captured by the following strong existential unforgeability security model.
UF-atk-x

1. (Msk,|) < Setup(1¥)

2. (c*,ID%, IDf) + A9(l,aux)
whereaux is the empty string wher = I and it is the master secret kiggk when

x = II. For the unforgeability game, we define the adversary’s advantage as

Advgr & (A) := Prim* # 1 A(m*, ID§, PK§, IDg, PKR, ¢*) ¢ L,

wherem* := Dsc(c*, S, IDg, PKg, ID§, PKE, | ) andIDE and IDg should be distinct.
We denote by the list of inputs made to and the corresponding outputs received
from the signcryption oracle. This list consists of entiiesIDs, PKs, IDg,PKR, c),
wherePKs andPKRr are the public keys corresponding to the queried identities at
the time the query is placed. A weaker form of unforgeability can be defined
by imposing that the signcryption oracle has not been used to obtain eediffer
ciphertext on the same parameters associatedafjthamelym*, ID§, IDg and the
associated public keys at the timeAi$ termination.

The adversary has access to the same oracles as in the confidentiality game
as well as an additional signcryption oracle. We describe the diffesetocthe

previous security game:

e Extract Full Private Key : Same as in the previous game, but an insider

adversary is allowed to query this oracle onlyIng, rather than orDg.

e De-signcrypt There are no restrictions on calls to this oracle, although
the adversary should provide the secret value for the receiver,sm tbe
corresponding public key has been replaced. We disallow querieewher

IDr = IDs.
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e Signcrypt: On input a message, a sender’s identity and a receiver’s identity,
this oracle returns the result of running the signcryption algorithm on the
message, the sender’s full private key, and the receiver's pubiioypers.
Note that, it is possible that the challenger is not aware of the sender sec
value, if the associated public key has been replaced. In this casequeere

the adversary to provide it. We also disallow queries wh@®ge= IDs.

Various attack scenarios are as folldws

Type-I Adversary (UF-oCMA-I) : This type of adversary is not allowed to extract
the partial private keys foIDg or ID if the public keys for these identities have
been replaced. To capture insider security (iCMA), this restriction is liftethf
IDk.

In our security analysis we use a weaker formulation of insider Typerrad
saries which we refer to as insider Tyge-Here the adversary is not allowed to

extract the partial private key abg at all.

Type-Il Adversary (UF-oCMA-II) : This type of adversary is not allowed to re-
place the encrypt/verify key faIDg or ID;. To capture insider security (iCMA),
this restriction is lifted froniDg.

The following result, which relates the different authenticity adversarial-mo

els, is analogous to that presented for confidentially in Lemma 8.1.

Lemma 8.2. If a certificateless signcryption scheme is UF-ICMA secure against
Type-ll and Typetlattackers then it is also UF-iCMA secure against Type-| attack-
ers. More precisely, for any PPT Type-l adversary A there exist 8R/ersaries

By and B in Type-I and Type-Il models respectively, such that:

AGVIESM (A) < DAV (Bo) -+ AV (By).

4In all of the following scenarios, if the adversary does not make anycsygtion queries it is
said to be an UF-oNMA/INMA-x (no message attack) adversary.
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8.2 An Efficient Certificateless Signcryption Scheme

Our certificateless signcryption scheme can be seen as an Encry@itreoen-
struction where randomness is shared between signature and enceght@nes.
Our scheme relies on a computational symmetric bilinear group sche(aee
Section 2.2.2). We choose four cryptographic hash functions with dof@air}*.
The co-domain oHj, Hz andH, is G; and that ofH; is {0,1}¢. We selectsk
uniformly at random fron¥, setMpk := Msk - P and letl := (I",Mpk). The partial
private key extraction algorithm returis:= Msk - Qrp WhereQip := Hy(ID). The
user key generation algorithm returns a random elerrdérdm Z;, as the secret
value, ancPK ;= x- P as the public key. The full private key is then set toSie-
(x,D). Message, ciphertext and randomness spacefatéX, G; x {0,1}¥ x Gy

andZy respectively. Signcryption and de-signcryption are given below.

Sc(m, Ss, IDs, PKs, IDR, PKR, Mpk) Dsc(c, S, IDR, PKR, IDs, PKs, Mpk)

o I —ZpU TP e (UV,W)—c

e T — e(Mpk,H1(IDR))" e H — H3(U,V,IDg,PKs)

e h« Hy(U,T,rPKg, IDR, PKR) o H’ < Hy(U,V,IDs,PKs)
eV<—mnph o If e(Mpk, Hi(IDs))e(U,H) #

e(PKs, —H’)e(P,W) return L

H <« Hz(U,V,IDs,PKs)

XRr,DR)
o H’ < Ha(U,V, IDs,PKs) (R, Dr) = %

o T —e(DgU)

(Xs,Ds) < Ss

W — Ds+rH + xgH’ hHa(U, T, XU, ID, PKR)
S S

m—V&h

e c— (U,V,W)

Returnm

e Returnc
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8.3 Security Analysis

We now turn to the security analysis of this scheme. First, we prove the eanfid

tiality of transmitted messages.

Theorem 8.1. The certificateless signcryption scheme above is IND-iCCA-I/Il se-
cure, in the random oracle model, under the assumption that the gap hilinea

Diffie—Hellman problem is intractable in the underlying bilinear group.
This theorem follows from Lemmas 8.1, 8.3 and 8.4.

Lemma 8.3. Under the GBDH assumption, no PPT attacker A has non-negligible
advantage in winning the IND-ICCA-fjame against the scheme proposed above,
when all hash functions are modelled as random oracles. More precfeelgny

such A there exist a PPT algorithm B such that:
Advgige T (A) < arAdvE® (B, 68 + 20002 + o),

where ¢ = 01 +Qx +gsk + 20p + 2. Here q, 0z, gx, dsk and ¢ are the maximum
number of queries that the adversary could place @ Hp, partial private key

extraction, full private key extraction and de-signcryption oracles.

Proof. On receiving the GBDH challenge tup(€,aP,bP,cP), where the genera-
tor is P, algorithmB setsMpk := aP and| = (I',Mpk) and passes them on fo
Algorithm B chooses an inde&uniformly at random in{1,...,qr}, whereqr is

as in the statement of the lemma, and answers various oracle queries as:follow

Hi1 Queries On thei-th non-repeat query, if i # ¢ algorithmB chooses € Zj,
uniformly at random and se@p = rP. It then addgi, ID,r) to a listL; which is
initially empty and returnQrp. Otherwise, it returnQrp, = bPand adds/, ID, L)
to L;. From now on we denote theth non-repeat identity queried to this oracle

with ID,.
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Extract Partial Private Key Queries: For each new queryD, algorithmB calls
H1 on ID and obtaingi, ID,r). If i = ¢ thenB aborts the simulation. Otherwiss,

returnsD = raP.

Request Public Key Queries For each quenyD, algorithmB checks in listLg,
which is initially empty, if there is a tupléID,PK,x). If so, thenB returnsPX.
Otherwise B generates a new key pair, updates thellistand returns the public

key.

Replace Public Key Queries On input(ID,PK) algorithmB inserts/updatekg

with tuple (ID,PK, L).

Extract Full Private Key Queries: For each new queryD, algorithmB callsH;
on ID and obtaingi,ID,r). If i = ¢ thenB aborts the simulation. OtherwisB,
searched g for the entry(ID,PK,X), generating a new key pair if this does not

exist, and returngx, raP).

Hs Queries For each new querfJ,V, ID,PX), algorithmB generates a random
valuet in Zy, updates an initially empty lidts with the inputt andtP and returns

tP.

Hs Queries For each new querfJ,V,ID,PK), algorithmB generates a random
valuesin Zj, updates an initially empty lidt, with the input,sandsPand returns

sP.

H, Queries For each new querfJ, T, R, ID, PK), algorithmB proceeds as follows:

1. It checks if the decisional bilinear Diffie—Hellman oracle returns 1 when

queried with the tupl¢aP,bP,cR.T). If this is the case, algorithrB returns

T and stops.

2. Algorithm B goes through the lidt, with entries(U, =, R ID,PK, h), for dif-

ferent values oh, such that the decisional bilinear Diffie—Hellman oracle
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returns 1 when queried on the tupl@PbPU,T). Note that in this case
ID = ID,. If such a tuple exists, it returis(and replaces the symbselwith

T).

3. If B reaches this point of execution, it returns a randoand updates the
list Lo, which is initially empty, with a tuple containing the input and return

values.

De-signcryption Queries For each new querfJ,V,W, ID, ID) algorithmB pro-

ceeds as follows:

1. It executes the verification part of the de-signcryption algorithm oloigin
Qmp andPK by calling theH; and request public key oracles. It returhsf

verification does not succeed.

2. It calculateR:= XU, obtainingx’ (and henc@x’) from either the adversary

or by calling the request public key oracle.

3. If ID' # 1Dy, it calculatesT = e(rU,Mpk), where(j,ID’,r) is obtained by
callingH; on ID’, and completes de-signcryption in the usual way placing a

query onHa.

4. If ID’ = 1D, then the pairing cannot be calculated. In order to return a con-
sistent answeB goes throught, and looks for a tupléU, T,R, 1Dy, PK’ h),
for different values ofT, such that the decisional bilinear Diffie—Hellman
oracle returns 1 when queried ¢aPbPU,T). If such an entry exists, the

correct pairing value is found ar®Rldecrypts using the hash valbe

5. If B reaches this point of execution, it places the efftlyx, R, ID,,PK’ h)
for a randomh on list L, and decrypts using this. The symbolk denotes
an unknown value of pairing. Note that the identity component of all entries

with ax is IDy.
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Eventually,A outputs two messagéso, m1) and two identitieSDg andIDg. Algo-
rithm B places a query oH1 with input IDg. If the index ofID is not/, algorithm
B fails. Otherwise it proceeds to construct a challenge as follows. It abtsom
Lk the public keyPK corresponding taDg. Then it setd) * := cP, selects a random
bit o and a random hash valt® and set¥/* := mgs © h*. The componentV* is set
to beDs+rH +xsH’ = Ds+tcP+ sPK wheret is obtained fronls, sis obtained
from L4 andDs is calculated by callingd; on IDS. Note that signcryption fails if

IDg = IDg asB cannot know the value ds.

In the second stagéy's queries are answered as before. EventuAllyill output

its guess as to which message is signcrypted inside the challenge. (Sénte
dependent of adversary’s view, and the listcan be easily seen to have at most
gr elements, with probability Agr the adversary will output an identiD, with
index/. If this event occurs, the simulation is perfect unless the adversarneque
H» on the challenge-related tup(&*, T*,R*, ID,,PK*). However, since the hash
functionH, is modelled as a random oracle, the adversary will not have any advan-
tage if this tuple does not appear bp Furthermore, if this happenB, will win

the game due to the first step in the simulatiotdgf The lemma follows from this
observation and the fact that the total number of decisional bilinear Diifé#man
oracle calls thaB makes is at most3 + 20p 0z + 0.

O]

Lemma 8.4. Under the CDH assumption inGho PPT adversary A has non-
negligible advantage in winning the IND-iCCA-Il game against the scheime p
posed above, when all hash functions are modelled as random oradtes. pre-

cisely, for any such A there exist a PPT algorithm B such that:

AGVESS 95411 () < qr AVEPH(B),
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where & = gpk + grrk + Osk + 20p + 2. Here gk and cgrpk are the maximum
number of queries that the adversary could place to request publiariayeplace

public key oracles andgy and ¢ are as before.

Proof. On receiving the CDH challenge tup(g,aP, bP), with generatoP, algo-

rithm B generates a master key péitsk,Mpk) and setd := (I',Mpk) and passes
these on ta\. Algorithm B chooses an indekuniformly at random in{1,...,qr},

with gr as in the statement of the lemma, and answers various oracle queries as

follows:

Hi1 Queries On the non-repeat quemp algorithmB chooses € Zj, uniformly at
random and set®;p = rP. It then addgID,r) to a listL; which is initially empty

and returnsp.

Request Public Key Queries On thei-th non-repeat queryD, if i # ¢, algorithm
B generates a new key pdi, PK), updates the listx with (i,ID,x,PK). If i =/
algorithmB returnsaP and addg¢,ID,aP, 1) to Lk. For this query we denote the

identity with ID,.

Replace Public Key Queries On input(ID,PK) on thei-th non-repeat identityDd
algorithmB inserts/updatekk with tuple (i,ID,PK, L ). If i = ¢ thenB aborts the

simulation.

Extract Full Private Key Queries: For each new queryD, B calls request pub-
lic key on ID obtaining(i, ID,PK,x). If i = ¢, algorithmB aborts the simulation.

Otherwise, it calldH; on ID and getgID,r). It returns(x, rMskP).

Hsz Queries For each new querfJ,V, ID,PX), algorithmB generates a random
valuet in Zy, updates an initially empty lidt; with the inputt andtP and returns

tP.

Hs Queries For each new querfJ,V,ID,PK), algorithmB generates a random
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valuesin Zj, updates an initially empty lidts with the input,sandsPand returns

sP.

H» Queries For each new querfJ, T, R, ID, PK), algorithmB proceeds as follows:
1. It checks ife(aP,bP) = ¢(P,R). If so, B returnsR and stops.

2. Algorithm B goes through the lidt, looking for entries(U, T, , ID,PK, h),
such thate(U,bP) = e(P,R). Note that in this caséD = ID, (see step 5 of
de-signcryption simulation below). If such a tuple exists, it returrfand

replaces the symbealwith R).

3. If B reaches this point of execution, it returns a randoand updates the
list Lo, which is initially empty, with a tuple containing the input and return

values.

De-signcryption Queries For each new quer§J,V,W, ID, ID’), algorithmB pro-

ceeds as follows:

1. It executes the verification part of the de-signcryption algorithm oloigin
Qmp andPK by callingH; and request public key oracles. It returhsf the

verification does not succeed.
2. It calculated = e(U,r'Mpk), where(ID',r’) is obtained fromH;

3. If ID’ # IDy, it calculatesR := XU, where(j,ID',PX’,X) is obtained by
calling the request public key oracle o', andx is possibly received from
the adversary. It completes de-signcryption in the usual way by placing a

query onHa.

4. If ID' = IDy, the correct value dR cannot be computed. To answer the query

consistentlyB goes througth., and looks for a tupl¢U, T, R ID,,PK’, h), for
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different values oR, such thaie(U,bP) = e(P R). If such an entry exists,

the correct value dR is found, and decrypts usind.

5. If B reaches this point of executioB,places the entryU, T,x, ID’, PK’ h)

for a randomh on listL, and decrypts using this

Eventually,A outputs two messagéso,m;) and two identitiesIDg and IDg.
Algorithm B queries the request public key oracleIir and gets j, ID%, PK*, X*).

If j £ ¢, itfails. Otherwise it proceeds to construct a challenge as follows tdid
the public keyPK for IDg by calling the request public key oracle. It sBtS= bP,

selects a random b@ and a random hash valie and setd/* = mg ® h*. The
componentW* is set to beDs+ rH + xsH’ = Ds+tcP+ sPK wheret is obtained
from L3 ands is obtained froml,°.

In the second stagéy's queries are answered as before. Eventu@lyyill
output its guess as to which message is signcrypted inside the challengel Sinc
independent of adversary’s view, with probabilityck the adversary will output an
identity ID with index /. If this event occurs, the simulation is perfect unless the
challenge-related tupl@J*, T*,R*, ID;,PK*) is queried fromH,. However, since
the hash functiomd, is modelled as a random oracle, the adversary will not have
any advantage if this entry does not appeat.giist and, in this caseB will have
won the game due to step 1 of simulationtf. The lemma follows from this
observation and the fact that the maximum length of theLlists gr, as stated in
the lemma.

O
The authenticity (and non-repudiation) property of the scheme in prosed n

Theorem 8.2. The certificateless signcryption scheme above is UF-ICMA-I/II se-

cure, in the random oracle model, under the modified GDH assumption (s€e

SNote that unlike Lemma 8.3 note that the simulation is possiblemigr= IDj.
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Definition 2.11).
This theorem follows from Lemmas 8.2, 8.5 and 8.6.

Lemma 8.5. Under the mGDH assumption inyGsee Section 2.2.2), no PPT at-
tacker A has non-negligible advantage in winning the UF-iCNM&dme against
the scheme proposed above, when all hash functions are modelleddaswaora-

cles. More precisely, for any such A there exist a PPT algorithm B suc¢h tha
AdVEES AT (A) < gr AdVE®H (B, 63 + 20pap) + (dscl(dsc+0p +Ga+1) +2) /2%,

where ¢ = 1 + gx + gsk + 20p + 29sc+ 1. Here g and gscis the maximum num-
ber of queries that the adversary could place to theddd signcryption oracles

and q, gx, gsk and @ are as before.

Proof. To prove this lemma, we construct an algoritlBwhich usesA to solve
the mGDH problem ove6;. Algorithm B receives an mGDH problem instance
(F',aP,bP), with generatoP, it setsMpk := aP and provided := (I',Mpk) to A.
Algorithm B then chooses an indéuniformly at random i 1,...,qr }, whereqgr

is as in the statement of the lemma, and answers various oracle queriesws:follo

Hi1 Queries On thei-th non-repeat query, if i # ¢ algorithmB chooses € Zj,
uniformly at random and se@p = rP. It then addgi, ID,r) to a listL; which is
initially empty and returnQrp. Otherwise, it returnQrp, = bPand add$/,ID, 1)
to L;. From now on we denote theth non-repeat identity queried to this oracle

with ID,.

Extract Partial Private Key Queries: For each new queryD, algorithmB calls
Hi on ID and obtaingi, ID,r). If i = ¢ thenB aborts the simulation. OtherwisB,

returnsD = raP.

Request Public Key Queries For each queryD, algorithmB checks in listLk,
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which is initially empty, if there is a tupl€éID,PK,x). If so, thenB returnsPX.
Otherwise B generates a new key pair, updates thellistand returns the public

key.

Replace Public Key Queries On input(ID,PK) algorithmB inserts/updatekg

with tuple (ID,PK, ).

Extract Full Private Key Queries: For each new queryD, algorithmB callsH;
on ID and obtaingi,ID,r). If i = ¢ thenB aborts the simulation. OtherwisB,
searched g for the entry(ID,PK,X), generating a new key pair if this does not

exist, and returngx, raP).

Hs Queries For each new queryJ,V, ID,PK), algorithmB generates a random
valuet in Zy, updates an initially empty lidts with the inputt andtP and returns

tP.

Hs Queries For each new queryJ,V, ID,PK), algorithmB generates a random
valuesin Zj, updates an initially empty lidts with the input,sandsPand returns

sP.

H, Queries For each new querfdJ, T, R, ID,PK), algorithmB proceeds as follows:

1. It checks ife(aP bP) = e(P,R). If this is the case, algorithi returnsR and

stops.

2. Algorithm B goes through the lidt, with entries(U, =, R ID,PK, h), for dif-
ferent values oh, such that the decisional bilinear Diffie—Hellman oracle
returns 1 when queried on the tupl@ePbPU,T). Note that in this case
ID = IDy. If such a tuple exists, it returris(and replaces the symbselwith

T).

3. It goes through list;, with entries entry{U, T, x, ID, PK, h), for different val-

ues ofh, such thae(U,PK’) = e(P,R). If such a tuple exists, it returris(and
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replaces the symbealwith R).

4. If B reaches this point of execution, it returns a randoand updates the
list Lo, which is initially empty, with a tuple containing the input and return

values.

De-signcryption Queries For each new quergJ,V,W, ID, ID) algorithmB pro-

ceeds as follows:

1. It executes the verification part of the de-signcryption algorithm oloigin
Qp andPK by calling theH; and request public key oracles. It returhsf

verification does not succeed.

2. It checks ifID = ID, and if this is the case the® can solve the mGDH

problem as described below.

3. ltcalculatefR:= XU, obtainingx (and henc®X’) from either the adversary

or by calling the request public key oracle.

4. If ID' # 1Dy, it calculatesT = e(rU,Mpk), where(j,ID',r) is obtained by
callingH; on 1D, and completes de-signcryption in the usual way placing a

query onHa.

5. If ID' = 1D, then the pairing cannot be calculated. In order to return a con-
sistent answeB goes througlh., and looks for a tupléU, T, R, ID,,PK’, h),
for different values ofT, such that the decisional bilinear Diffie—Hellman
oracle returns 1 when queried ¢aP,bPU,T). If such an entry exists, the

correct pairing value is found ar®Rldecrypts using the hash valhe

6. If B reaches this point of execution, it places the effttyx, R, ID;,PK’ h)

for a randomnh on list L, and decrypts using this. The symbolk denotes
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an unknown value of pairing. Note that the identity component of all entries

with ax is ID,.

Signcryption Queries For each new quergm, ID, ID), algorithmB proceeds as

follows:

1. It callsH; on ID. If ID # IDy, algorithmB simply signcrypts the message,
getting the secret valugs from the request public key or the adversary if

necessary.

2. If ID = ID; (and henc&D’ # ID,), algorithmB generates two random values
u,v € Zy, setsdJ = vaP, calculatesT = e(U,r'Mpk), obtaining(j, ID',r’) by

callingH; onID'.

3. It goes through list, looking for an entry(U, T, R, ID’,PK’, h) for someR
such thate(U,PK’) = (P, R), wherePK’ is obtained by calling the request
public key oracle oriD’. If such an entry exists, it calculat¥=m® h.

Otherwise it uses a randomand updates the lib with (U, T,*, ID’,PK’ h).

4. ThenB defines the hash valuds(U,V,1D;,PK) asH = v 1(uP— Qp,),
aborting the simulation if such a hash queries has been responded with a
different value before. This means thatupdates listLz with the tuple
(U,V,ID,,PK, L, H). Finally, B setsW = uaP+ sPK, wheres is the value
obtained by queryindis on (U,V,ID,,PK) and returngU,V,W). Note that

this is a valid signcryption.

Eventually,A outputs a signcryptiofU*,V*,W*) from sendeflDg to receiver
IDg. Algorithm B now callsH; on IDg and checks ifibg = ID, and if this is not
the case it aborts execution. Otherwise, it obt&ikisby calling the request public

key oracle oriDg and retrieves* ands* from listsLz andL4 by queryingHs and
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Hs on (U*,V* ID,,PK*). Note that ifA succeeded, then the verification condition

holds:

e(PW*) = e(Mpk,Qm,)e(U*,H")e(PK*,H"™)
e(PW*) = e(aPbP)eU* t*P)e(PK*,sP)

e(PabP) = ePW"—-t"U*—sPK"),

and thusB can recover

abP=W* —t*U* — s'PK*.

Let us now analyse the probability tHasucceeds in solving the mGDH prob-
lem instance. For this to happen, the simulation must run until the end of the game,
the adversary must pick a specific identityIag, and it must query the hash func-
tionsH3 andH, to properly construct the forgery. The probability tiais able to
produce a forgery without querying both hash functions is upperdediby 2/2¢.

The probability thaB aborts the simulation is related with the following events:

e Aplaces a partial key extraction am,.
e Aplaces a full private key extraction dm,.

e B wants to simulate a signcryption query and this leads to an inconsistency

in the Hs simulation.

Note that ifA places either of the first two fatal queries, then it could not possi-
ble useID, as the sender identity in the forgery it produces at the end of the game,
SO we can pinpoint the probability thBtdoes not abort the simulation due to this
events andh picks the only useful case for solving mGDH a&jt. Note that the
maximum length of the list; is gr, as stated in the lemma.

The latter fatal event occurs B's simulation triggers a collision in its simu-

lation of Hz. Since the maximum size df; is gsc+ gp + g3 + 1, we can upper
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bound the probability that this occurs@s(dsc+ o + gz + 1)/2%. The result fol-
lows by noting thaB makes at most3 + 20p g, queries to its decisional bilinear

Diffie—Hellman oracle. O

Lemma 8.6. Under the CDH assumption in G no PPT attacker A has non-
negligible advantage in winning the UF-iICMA-Il game against the scheroe pr
posed above, when all hash functions are modelled as random or&ttes.pre-

cisely, for any such A there exist a PPT algorithm B such that:

Adverse ™™ T (A) < arAdvP(B) + (dsc(dsc+ O + s+ 1) +2) /2%,

where & = gpk + Orrk + Osk + 20p + 20sc+ 1 and various q's are as before.

Proof. To prove this lemma, we construct an algoritBwhich usegA to solve the
CDH problem ovelG;. Algorithm B receives a CDH problem instange, aP, bP),

with generatoP, generates a master key péitsk, Mpk), setsl := (I',Mpk) and
provides these té\. Algorithm B then chooses an indekuniformly at random

in {1,...,qr}, whereqr is as in the statement of the lemma, and answers various

oracle queries as follows:

Hi Queries On the non-repeat quefp algorithmB chooses € Zj, uniformly at
random and se®p = rP. It then addgID,r) to a listL; which is initially empty

and returnQsp.

Request Public Key Queries On thei-th non-repeat query, if i # ¢, algorithm
B generates a new key pdix,PK), updates the listk with (i,ID,x,PK). If i =¢
algorithmB returnsaP and addg/,ID,aP, 1) to Lk. For this query we denote the

identity with ID,.

Replace Public Key Queries On input(ID,PK) on thei-th non-repeat identityD

algorithmB inserts/updatekk with tuple (i,ID,PK, 1). If i = ¢ thenB aborts the
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simulation.

Extract Full Private Key Queries: For each new queryD, B calls request pub-
lic key on ID obtaining(i, ID,PK,x). If i = ¢, algorithmB aborts the simulation.

Otherwise, it calldH; on ID and getgID,r). It returns(x, rMskP).

Hs Queries For each new querfJ,V,ID,PX), algorithmB generates a random
valuet in Zy, updates an initially empty lidt; with the inputt andtP and returns

tP.

Hs Queries For each new querfJ,V,ID,PX), algorithmB generates a random
valuesin Zj, updates an initially empty lidty with the input,sandsbPand returns

shP.

H, Queries For each new querfJ, T, R, ID, PK), algorithmB proceeds as follows:
1. It checks ife(aP,bP) = e(P,R). If so, B returnsR and stops.

2. Algorithm B goes through the lidt, looking for entriesU, T, «, ID,PK, h),
such thae(U,PK) = e(P,R). If such a tuple exists, it returiis(and replaces

the symbok with R).

3. If B reaches this point of execution, it returns a randoand updates the
list Lo, which is initially empty, with a tuple containing the input and return

values.

De-signcryption Queries For each new quer§J,V,W, ID, ID'), algorithmB pro-

ceeds as follows:

1. It executes the verification part of the de-signcryption algorithm oioigin
Qmp andPK by callingH; and request public key oracles. It returhsf the

verification does not succeed.
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2. It checks IfID = ID; and if this is the case theR can solve the mGDH

problem as described below.
3. It calculatesT = e(U,r'Mpk), where(ID',r’) is obtained fromH;

4. If ID' # IDy, it calculatesR := XU, where(j,ID',PK’,X) is obtained by
calling the request public key oracle ap/, andx’ is possibly received from
the adversary. It completes de-signcryption in the usual way by placing a

query onHa.

5. If ID’ = 1Dy, the correct value dR cannot be computed. To answer the query
consistentlyB goes througtt., and looks for a tupléU, T, R ID,,PX’, h), for
different values oR, such thaie(U,bP) = e(P R). If such an entry exists,

the correct value oR is found, andB decrypts usindp.

6. If B reaches this point of executioB,places the entryU, T,x, ID’,PK’ h)

for a randomh on listL, and decrypts using this

Signcryption Queries For each new querim, ID, ID’), algorithmB calls the re-

guest public key oracle orD and proceeds as follows:

1. If ID # 1Dy, algorithmB simply signcrypts the message, getting the secret

valuexs from the request public key or the adversary if necessary.

2. If ID = ID, algorithmB generates two random valuey € Z}, setdJ = vaP

and calculate$ = e(U,MskQp, ).

3. It goes through lisk, looking for an entry(U, T, R, ID’,PX’, h) for someR
such thate(U,PK’) = e(P,R), wherePX' is obtained by calling the request
public key oracle orID’. If such an entry exists, it calculat¥s=m® h.

Otherwise it uses a randomand updates the lisb with (U, T, %, ID’, PK’ h).
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4. ThenB defines the hash valis(U,V, ID;, PK) asH = v—1(uP— Hy), abort-
ing the simulation if such a hash response has been given before, Miisre
the output ofH4(U,V, ID,,PK). This means thaB updates list.; with tuple
(U,V,ID,,PK, L ,H). Finally, B setsW = Ds+ uaP and returngU,V,W).

Note that this is a valid signcryption.

Eventually, A outputs a valid signcryptiou*,V*,W*) from senderID to
receiverIDg. Algorithm B now calls the request public key oracle obg, ob-
tainsPK*, and checks ifiDg = ID,. If this is not the case it aborts the execution.
Otherwise, it retrieves* ands® from lists L3 andL4 by queryingHs andH, on

(U*,V* 1D, PK*). Note that ifA succeeded, then the verification condition holds:

e(PW*) = e(Mpk,Qip,)e(U",H")e(PK*,H"™)
e(PW*) = e(Mpk,Qip,)e(U",t"P)e(aP s"bP)

e(Ps'abP) = ePW*—Dp, —t*U"),

and thusB can recover

abP= (W* — Dyp, —t*U*)/s".

Let us now analyse the probability thRtsucceeds in solving CDH. For this
to happen, the simulation must run until the end of the game, the adversary must
pick a specific identity agDg, and it must query the hash functioHs andH, to
properly construct the forgery. The probability thais able to produce a forgery
without querying both hash functions is upper bounded [ 2The probability

thatB aborts the simulation is related with the following events:
e Aplaces a full private key extraction dm,.
¢ B wants to simulate a signcryption query and this leads to an inconsistency
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in the Hz simulation.

Note that ifA places the first fatal query, then it could not possible Ixeas
the sender identity in the forgery it produces at the end of the game, samve ¢
pinpoint the probability thaB does not abort the simulation due to this events and
A picks the only useful case for solving CDH aggt. Note that the maximum
length of the listLk is gr, as stated in the lemma.

The latter fatal event occurs®#'s simulation triggers a collision in its simula-
tion of Hz. Since the maximum size & is gsc+ 0o + gz + 1, we can upper bound
the probability that this occurs @gc(dsc+ 0o +ds + 1) /2¢. The result follows.

O

8.4 Discussion

The security proof for the certificateless signcryption scheme presenteel pre-

vious section has several interesting aspects which we will now discuss.

Full Domain Hash: We chose not to adopt Coron’s technique [36] to obtain tighter
security reductions in the analysis of authenticity for the sake of clarity inrthef p
presentation. Adaptation of this technique to the certificateless signcryjatien c
can be achieved following the strategy introduced by Libert and Quisjéefeor
identity-based signature schemes. However, it is important to emphasissuan is
specific to the certificateless setting which renders this adaptation less stnaigh
ward.

The adaptive power of a Type-| attacker as defined in [5] allows thekattac
to decide whether it replaces the public key for the challenge identity or aetstr
the associated patrtial private key. This means that a direct adaptatios fufobf
in [64], which embeds the hard problem instance in a fraction of the pariiaite

keys which arise in the security game, is meaningless for Type-I adiesshat

216



8.4 Discussion

extract the partial private key for the challenge identity.

This observation motivated the definition of the Typeattack model and Lem-
mas 8.1 and 8.2 relating Type-l and Type-II security with this new variane Th
limited adaptive behaviour of Typédttackers permits applying Coron’s technique
directly in the certificateless scenario. As an example of why this is a relevant
contribution, we refer to the certificateless signature proposed in [9UEhwis
claimed to be secure against Type-I| attackers. The proof which isnteeséor
this scheme is flawed, and actually establishes security against more limited Type

|” adversaries.

Randomness ReuseT he proposed signcryption scheme is structured internally as
an Encrypt-then-Sign construction using algorithms from [35] and [A@]sharing
randomness between the two schemes. The encryption algorithm carvisetsho
be IND-CPA secure, whereas the signature algorithm is UF-CMA seGine ex-
pected security of our construction, which follows from the work of Arle{6],

is therefore IND-CCA security against outsider adversaries and feillién UF-
CMA security. It is interesting to note, however, that our scheme preselhts
insider security for confidentiality. This is due to the reuse of randomretsseln
the encryption and signature components which intuitively prevents an iirziee
versary from being able to forge a valid signcryption from another onerhich it
does not know the implicit randomness.

We are able to save a few exponentiations and one ciphertext elemergtthrou
the randomness-reuse technique discussed in Chapter 5. Efficiemefjtdalso
justify our choice of the GBDH problem in the security reduction. The gagler
allows us to construct a consistent simulation without resorting to a genear tra
formation akin to that in [63] which would add an extra ciphertext element to the
scheme and a costly consistency check in de-signcryption. As a finabnates

efficiency of the scheme, we note that we could have based our cdiwtrao the
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certificateless encryption scheme in [5]. This would provide a small compuigtio
gain if one considered public key validity check could be pre-computedieMer,
this would imply reducing the scheme’s security to a less standard variang of th

GBDH problem used in [5].

Self-Signcryption: We note that, although our security models disallow attacks
targeting signcryptions where the sender and receiver identities arertes & is
possible to modify our proof of security to account for this type of attatl@wy-
ever, one would need less standard versions of the underlying haloteprs to
construct the security reduction. It is arguable whether this sort ofrisggrop-
erty is relevant in practice, although specific applications such as prajextgis

files or previously sent encrypted e-mails may be used to justify it.

Malicious KGCs: Malicious KGC attacks have not been considered in our work.
However, the proposed scheme withstands the restricted attacks desorjag

which consist of allowing a malicious KGC to generate ek, |) pair (exclud-

ing the computational group scheme) itself as long as it provides these toahe ch
lenger. As described in Section 2.3.6, a more realistic and stronger malici®0s K
security model would only require that the adversary outputs the publarsr
tersl. We leave it as an open problem to find a certificateless signcryption scheme

which can be proven secure in this stronger security model.
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